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Preface

We welcome you to the proceedings of the Third International Workshop on
Self-Organizing Systems (IWSOS 2008) hosted at the University of Vienna,
Austria. IWSOS provides an annual forum to present and discuss recent research
in self-organization focused on networks and networked systems. Research in self-
organizing networked systems has advanced in recent years, but the investigation
of its potentials and limits still leaves challenging and appealing open research
issues for this and subsequent IWSOS workshops.

Complex and heterogeneous networks make self-organization highly desirable.
Benefits envisioned by self-organization are the inherent robustness and adapt-
ability to new dynamic traffic, topology changes, and scaling of networks. In ad-
dition to an increasingly complex Global Internet, a number of domain-specific
subnetworks benefit from advances in self-organization, including wireless mesh
networks, wireless sensor networks, and mobile ad-hoc networks, e.g., vehicu-
lar ad-hoc networks. Self-organization in networked systems is often inspired by
other domains, such as nature (evolution theory, swarm intelligence), sociology
(human cooperation), and economics (game theory). Aspects of controllability,
engineering, testing, and monitoring of self-organizing networks remain challeng-
ing and are of particular interest to IWSOS.

This year, we received 70 full paper and 24 short paper submissions from
authors of 33 different countries. This strong interest in the workshop is very
encouraging for research in self-organizing systems and allowed us to provide
a strong technical program. Based on the recommendations of the Technical
Program Committee and external expert reviewers, we accepted 20 full papers
from the full paper submissions and invited 9 as short papers. Of the 24 short
paper submissions we accepted 4 for presentation for a total of 13 short papers.
Most full papers were reviewed by four experts, and all papers received at least
three reviews. A number of papers were shepherded toward publication by the
Technical Program Committee and external expert reviewers.

Our technical program consisted of sessions on Peer-to-Peer Systems (4 pa-
pers), Overlay Networks (3 papers), Resource and Service Management (4 papers),
Theory and General Approaches (3 papers), Wireless Sensor Networks (3 papers),
and Fault Detection, Resilience, and Self-Healing (3 papers). Additionally, there
were two short paper sessions: Short Papers — Networking Topics (7 papers) and
Short Papers — Theory, General and Distributed System Topics (6 papers).

To complement the technical program we invited a discussion paper on open
issues of self-organizing systems, which led to a panel discussion on the fu-
ture application of self-organization to large, complex, robust, and resilient net-
works. We were delighted to have two keynote addresses: Martha Steenstrup
discussed the history, state-of-the-art, and future prospects of self-organizing
networks. Kurt Tutschku focused on how network virtualization is facilitated by
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self-organization and how self-organization can be applied to future virtualized
networks.

We are grateful to all Technical Program Committee members and additional
reviewers who provided thorough reviews that made the selection of the papers
possible. For their mentoring effort, we want to express our particular thanks to
Paul Smith, Amine Houyou, Helmut Hlavacs, Mikhail Smirnov, Simon Dobson,
Marco Mamei, Christian Bettstetter, Majid I. Khan, Giines Ercal-Ozkaya, and
Matthias Hollick. Special thanks go to our IWSOS 2008 General Chair, Helmut
Hlavacs, for his outstanding support in all the phases of the workshop organi-
zation. Many thanks go to Eugen Miihlvenzl and his team from the Austrian
Computer Society for their support in the organization of the workshop. Addi-
tionally, without the support of our Viennese Organizing Committee, the work-
shop would not have been possible. Particular thanks go to Shelley Buchinger
for her contributions to the website and invaluable support during paper sub-
mission, Harald Meyer for his tireless support in announcing different calls for
the workshop, Andrea Hess for her precise technical editing support of the pro-
ceedings, and Alexander Adrowitzer for coordinating the side-program of the
workshop. Finally, we want to thank the numerous authors for their submissions
and contributions to the technical program.

December 2008 Karin Anna Hummel
James P.G. Sterbenz
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Self-Organizing Networked Systems for Technical
Applications: A Discussion on Open Issues

Wilfried Elmenreich! and Hermann de Meer?

! Lakeside Labs, Mobile Systems Group
Institute of Networked and Embedded Systems
University of Klagenfurt, Austria
wilfried.elmenreich@uni-klu.ac.at
2 Faculty of Informatics and Mathematics
Chair of Computer Networks and Communications
University of Passau, Germany
demeer@uni-passau.de

Abstract. The concept of self-organization has been examined often-
times for several domains such as physics, chemistry, mathematics, etc.
However, the current technical development opens a new field of self-
organizing applications by creating systems of networked and massively
distributed hardware with self-organized control. Having this view in
mind, this papers reviews the questions: What is a self-organizing sys-
tem?, What is it not?, Should there be a separate field of science for
self-organizing systems?, and What are possible approaches to engineer
a self-organizing control system?.

The presented ideas have been elaborated at the Lakeside Research
Days’08 (University of Klagenfurt, Austria), a workshop that featured
guided discussions between invited experts working in the field of self-
organizing systems.

1 Introduction

The idea of Self-Organizing Systems (SOSs), although long known from domains
such as physics, chemistry, and biology, has recently gained interest to be applied
to technical applications. The reason for this is a paradigm shift from monolithic
systems or systems with a small number of components to large networked sys-
tems. This paradigm shift is driven by the technological advancement and the
emergence of pervasive systems integrating information processing into everyday
objects and activities. For example, a fieldbus network with accurate but expen-
sive sensors interconnected by a dependable wired communication system might
be replaced by a system of hundreds of small, but inexpensive sensors using a
wireless ad-hoc network to interconnect. Such a cyber-physical system [I] can
use the view of multiple sensors to come to a massively distributed view of a
technical process, where the fusion of several sensor measurements potentially
leads to a more extensive, more accurate, and more robust observation. However,
such an approach requires a control paradigm that copes with the complexity

K.A. Hummel and J.P.G. Sterbenz (Eds.): IWSOS 2008, LNCS 5343, pp. 1 2008.
© Springer-Verlag Berlin Heidelberg 2008



2 W. Elmenreich and H. de Meer

of such a solution. A promising approach to attack this problem is the principle
of self-organization, where the control is as well decentralized as the controlled
system. Through the definition of the behavior in local interactions, it is ex-
pected that the overall system shows emergent behavior such as complex order
or properties like robustness, adaptability and scalability.

Designing and controlling an SOS can be very demanding. There is no gen-
eral methodology yet explaining how to design an SOS and in many cases it
is very difficult to provide a concise validation of the system. In order to iden-
tify the current problems and to search for possible directions for a solution,
the Lakeside Labs at the University of Klagenfurt, a research center focusing
on networked self-organizing systems, arranged a one-week event called Lake-
side Research Days’08 by inviting international researchers working in the area
of SOSs to discuss the topic of SOSs and its open problems. It is the purpose
of this paper to summarize the main results of the workshop in order to give
researchers an idea of the open problems and the potential for future research.

The rest of the paper is organized as follows: Section [2] briefly reviews the
results of a discussion on the definition of SOSs followed by identifying several
misconceptions on the understanding of SOSs. Section [3] approaches the ques-
tion if SOSs should become a separate field of science having its own experts,
terminology, and nomenclature. The question how an SOS can be designed is
addressed in Section [] by sketching three different types of design approaches.
Section [ concludes the paper.

2 Definition and Misconceptions of Self-Organizing
Systems

In order to communicate problems, methods and results, it is necessary to have
a common understanding of the terms used in scientific communication. The
term “self-organization” is used by many researchers, but it has no generally
accepted meaning. Instead, there exist a number of definitions from different
domains such as from cybernetics [2I3], mathematics [4], information theory [5],
etc. Gershenson and Heylighen [6] argument to evade the debate about an exact
definition of SOSs and to regard self-organization merely as a way of observing
systems. Depending on the system type and its applications, understanding a
system as being self-organized can be more or less helpful.

Therefore, instead of trying to find a single concise definition of SOSs we
worked out a brief sentence explaining the main idea of SOSs that assists in
communicating the main idea. Followed by this, we elaborated on the common
misconceptions in the definition of SOS. Among several proposals, the following
sentence, which was an outcome of the discussions at the Research Days [7]
showed an interesting attempt to sketch the concept of SOSs in a nutshell:

A self-organizing system (SOS) consists of a set of entities that obtains an
emerging global system behavior via local interactions without centralized control.
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In the following, we address the question of common misconceptions in the
understanding of SOSs.

2.1 Misconception #1: Self-Organizing Systems Establish a Class
of Systems

If a system is considered to be self-organizing or not depends mainly on the way
how the system is observed, especially where the borderline between the ob-
served system and its environment is drawn. Gershenson proposes the following
perspective to overcome this problem: Instead of thinking of SOSs as an absolute
class of systems, self-organization should be understood as a way of observing
systems [6]. Depending on the type of problem and the desired solution, the way
of observing a system as an SOS can be beneficial or not.

2.2 Misconception #2: Self-Organizing Systems Are Chaotic
Systems

There is a relation between chaos theory and self-organization in that a SOS
may show chaotic behavior, that is having critical turning points (also known as
bifurcations) in the system behavior [§]. However, an SOS does not necessarily
have to show such behavior. Instead, some SOSs also might approach their target
state without a sensitive dependence on initial conditions. Accordingly, a system
with chaotic behavior may be built without employing the typical building blocks
of SOSs such as distributed entities and local interactions.

2.3 Misconception #3: The Emerging Structure Is a Primary
Property of Self-Organizing Systems

SOSs provide a powerful mechanism to create structure and patterns. This phe-
nomenon can be observed in many physical and biological systems, such as the
skin pigmentation of fish, the polygonal pattern of nest territories of fish such
as Tilapia, or the cathedral-like buildings of termites [9].

However, the emerging pattern should not be seen as a primary property of
an SOS. There are SOSs, like homeostatic operational control in living beings,
where such a structure is not present or is hidden from the observer. Thus, the
emerging structure can be rather seen as a secondary property that indicate
self-organization in many cases.

2.4 Misconception #4: Self-Organizing Systems Are Always Based
on Evolutionary Processes

Evolutionary processes, as best known from biological examples, are an iterative
mechanism of change in the inherited traits of a population of organisms from
one generation to the next [I0]. Evolutionary processes are driven by mutation,
selection and recombination.

Many biological examples of self-organizing systems have emerged from an
evolutionary process, which made the term self-organization connected to evolu-
tion. Thus, the connection of SOSs to evolutionary processes is not an obligatory
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one, since many non-biological examples of SOSs have developed without an evo-
lutionary process, thus showing the possibility to design self-organizing without
an evolutionary process. However, an interesting research task for future techni-
cal systems arises in constructing SOSs, which implement an evolution of their
local rules in order to adjust to new situations.

2.5 Misconception #5: A self-Organizing System Never Needs
Maintenance

Many SOSs show adaptive behavior, which means that they can operate well
within a wide range of input parameters. However, that does not imply that a
technical SOS will have a low maintenance effort. Typically, a complex technical
system that must operate over a considerable life time will require maintenance
in order to provide its service during system lifetime. It is an open question if
maintenance of a technical system with self-organizing properties will be easier
or more complicated to maintain than a traditionally designed technical applica-
tion. On the one hand, properties like robustness might make it easier to replace
parts of the system without disturbing the overall operation, on the other hand,
diagnosis and maintenance of an SOS might turn out to be more complex than
in systems built following a more straightforward approach.

3 Self-Organizing Systems Forming an Own Field of
Science?

A science field is characterized as a category of specialized expertise within
science, often also having its own terminology and nomenclature. In the example
of SOSs we cannot speak of a separate field of science today.

As sketched in Figure [, SOSs are found in multiple disciplines, being thus a
highly interdisciplinary field. This does not necessarily hinder the formation of
an own field of science, as it is shown by the also highly interdisciplinary research
on Artificial Intelligence, which is regarded as a separate field of science. A key
question is, if the research on SOSs is likely to converge in a separate field of
science with its own experts, terminology, and nomenclature. The other option
is that research on SOSs will rather be covered by researches coming from one
of the related fields.

The answer of the question is of great interest, since it will influence future
decisions on installing academic curricula for the “field” of SOSs. We do not
claim that we can give an absolute answer to this question, but we can formulate
two subquestions to this issue:

Is there a common vision within the field?

For example, Artificial Intelligence (AI), also consisting of many different
methods and viewpoints, came at least with a common vision as it was presented
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Fig. 1. Interdisciplinary role of self-organizing systems

in the proposal for the Dartmouth Summer Research Project by McCarthy,
Minsky, Rochester and Shannon in 1955 [I1].

Are there fundamental research questions that would require investigation
from dedicated SOSs researchers?

If not, trying to force the creation of a new field with its own terminology
and nomenclature would be an effort that can even worsen the communication
between other domains since the problem is not discussed in the domain-specific
language.

4 Design Approaches for Self-Organizing Systems

In [I2], Prehofer and Bettstetter identify the task of finding local behavior rules
that achieve global properties as a major paradigm to be approached. In the
following, we will elaborate on design approaches for solving this problem.

4.1 Bio-inspired Design

In nature, there are several examples of self-organizing behavior, for example,
ants cooperatively finding shortest routes to food sources, termites building com-
plex constructions without using a blueprint, fish schools organizing themselves
without a leader, and swarms of fireflies in south-east Asia synchronously emit-
ting light flashes.
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There are two main paradigms of bio-inspired design: the direct and the in-
direct approach. In the direct (or top-down) approach, a technical problem is
tackled by looking for natural examples solving an equivalent problem. The bi-
ological solution and its principles are then analyzed and re-built in a technical
application. Examples of the direct approach are the design of aeroplane wings
by observing the gliding flight of birds as it was done by Otto Lilienthal in the
19th century, or, after a closer analysis of the up-bent feathers at the wingtips
of several birds, the refinement of aeroplane wings by turbulence-reducing and
thus fuel-saving winglets [13].

In contrast, the indirect (or bottom-up) approach of bio-inspired design in-
volves first the derivation of principles by analyzing natural systems. This step
is done in a basic research effort that is not yet targeted at a specific applica-
tion. The principle is then abstracted from its biological context and used in
particular technical applications where they could be suitable. Examples of the
indirect approach are the concept of artificial neural networks or the concept of
ant foraging behavior being applied to mesh network packet routing.

An important aspect of bio-inspired design are the notable differences be-
tween biological and technical solutions: In many biological systems, especially
for lower animals, there is no real counterpart to what we call software in tech-
nical systems. For example, protozoa have no mechanism to learn and circulate
behavior during lifetime. Instead, new behavior is stored via the genes of the
next generation. With the same effort, also physical changes of the next genera-
tion are possible. Thus, in such an evolutionary approach, the physical body and
the physical abilities typically grow as part of the solution, while in traditional
engineering the analogy of the body, that is the hardware, has to be usually
fixed early in the design process. For example, a hardware revision comes with
considerable little effort in biological systems while in a technical project an
unscheduled hardware change likely might cause the project to go over budget.
On the other hand, when using the biological approach only with the software
part being able to change, the result might be less effective than the biological
example. For example, a bio-inspired algorithm optimizing only the software for
a mobile robot would not play with optimizing the number and placement of
the robot’s physical sensors while the biological counterparts co-optimize these
aspects as well.

On the other hand, evolution is at a disadvantage when it comes to the cre-
ation of radically new designs. All living beings follow more or less a general
blueprint, in case of a particular class such as mammals, the design is even
more restricted. Thus, for example, nature was never able to design a wheeled
vehicle-like animal or other rotating machines.

Thus, bio-inspired mechanisms might be inappropriate when (i) the biological
solution is too difficult to rebuild with technical means or (ii) a technical solution
can be more efficient by taking advantage of mechanisms that cannot be found
in the biological paradigm. A mistake to be avoided is to stick to biological
solutions just because of their seeming elegance.
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These differences between nature’s way to build things and engineering
make especially a direct design approach very difficult to apply. For designing
self-organizing technical systems, the indirect approach seems more promising,
since it allows the assignment of biological ideas in a wider context.

4.2 Trial and Error

This approach requires to have a testbed that allows extensive testing without
high cost or possible endangering of persons. Usually, such a testbed consists
of a simulation of the target system with a model of the environment and the
system itself. However, a simulation always implements an abstraction of the
real environment, so after the experiments, a real-world validation is required in
order to create trust in the derived solution.

The process of trial and error itself can be refined in several ways.

Gershenson [I4] introduces the notion of friction to describe the fitness of an
interaction between two entities. There exists also a friction of the overall system
that should be minimized in order to maximize its performance. By identifying
and analyzing points of friction, an engineer can change the local rules in order
to mitigate the problem. However, this is not a straightforward approach — in
several cases a higher friction for a particular entity might be beneficial for the
overall system.

Furthermore, existing search algorithms can be applied to the search for an
optimal or sufficiently good set of local rules. However, the search space is typ-
ically too large for an exhaustive search and its non-monotonic properties can
get a non-exhaustive search algorithm to be stuck in local maxima. In this cases,
heuristic search algorithms like genetic algorithms and simulated annealing can
be a choice.

4.3 Learning from an Omniscient Solution

This approach requires to have an optimal or at least well-performing solution
to the problem beforehand. However this solution might be created using fea-
tures that cannot be realized in the final solution. An example could be the
implementation of an omniscient algorithm for a simulation. In many cases, it
might not be possible to use this solution for a real application because the per-
fect information cannot be provided to the algorithm or the algorithm might be
too complex to be implemented with reasonable response times. However, the
omniscient algorithm can be used as an example for teaching its behavior to
distributed entities that use only local information and interactions.

An example for such an approach is given by Auer, Wiichner and De Meer [15]
by designing an agent performing well in the prisoner’s dilemma [I6]. In the de-
sign process, an agent having perfect knowledge is created first, then its behavior
is analyzed using Causal State Splitting Reconstruction [I7], which is basically
a method for time series analysis. The results are then used for designing the
local rules for a non-omniscient agent. The resulting agent showed to be an im-
provement of the standard and already well-performing tit-for-tat strategy by
implementing also forgiveness.
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5 Summary and Conclusion

The connection of self-organization to so many disciplines in science is an advan-
tage and a disadvantage at the same time. In terms of definition and terminology,
the many definitions from different domains have blurred the overall idea which
is definitely a disadvantage. On the other hand, the many disciplines keep the
potential for many ideas and new approaches for creating self-organizing control
systems. This possibility will be even more attractive, if the research on SOSs
can converge towards a more standardized nomenclature, probably even forming
a new field of science some day.

Several positive effects from the interdisciplinarity of self-organization became
apparent when discussed possible ways to design the behavior of the particular
entities. The local behavior is an integral part of an SOS, since the overall be-
havior of the system emerges from the local interactions of the entities. We have
identified three basic approaches for finding a suitable set of local rules, namely
bio-inspired design, trial and error, and learning from an omniscient solution.
Bio-inspired design can give promising results, however, due to the differences in
natural evolution and traditional engineering, it has to be applied carefully. The
approach of learning from an omniscient solution might be also interesting for
non-game-theoretic settings. However, the approach relies on the possibility that
the omniscient solution can be build in a simulation and that the behavior can
be mimicked by an agent with local information in a useful way. Trial and error
is definitely the most general approach among the three. However, despite of
improvements in identifying friction and search algorithms this approach can be
too inefficient so that it may not succeed for a large search space. The right de-
sign approach (which may be also a combined approach) for a particular project
will be defined by the particular constraints and requirements.

We hope that the discussions and suggestions in this paper will be helpful to
future research in the area of SOSs. In the future, we plan on elaborating the
design process for building SOSs by combining existing engineering approaches
with methods especially tailored to SOSs.
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Abstract. While the performance of peer-to-peer (p2p) systems largely
depend on the cooperation of the member nodes, there is an inherent
conflict between the individuals’ self interest and the communal social
welfare. In this regard, many interesting parallels between p2p systems
and cooperation in human societies can be drawn. On the one hand,
human societies are organized around a certain level of altruistic behav-
ior. Whilst, on the other hand, individuals tend to overuse public goods,
if they are free to do so. This paper proposes a new incentive scheme
that extracts and modifies sociological incentive patterns, based on the
Tragedy of Commons analogy, to work efficiently in a p2p environment.
It is shown through simulations that this scheme encourages honest peers
whilst successfully blocking non-contributors.

1 Introduction

It has long been understood that the performance of peer-to-peer (p2p) systems
rely on the cooperation of the member nodes. This realization creates a social
dilemma for the users of such systems, as the necessity to altruistically provide
resources goes against the selfish desire to limit one’s own personal sacrifice.
Consequently, users’ self interests results in the free-riding problem [II2] by trying
to exploit others while not contributing themselves. Hence, cooperation amongst
peers becomes sparse unless an incentive scheme can encourage participants to
contribute their resources.

Considering the tensions between individuality and communal social welfare
in human societies, many interesting parallels to p2p systems can be drawn. On
the one hand, individuals tend to overuse public goods resulting in the Tragedy
of Commons [3]. On the other side, human societies are organized around coop-
erative interactions and a certain level of altruism. Rich analysis in evolutionary
sociology has tried to answer this issue and has largely concluded that indirect
reciprocity explains the evolution of cooperation among unrelated individuals
[4J5]. In an extensive study, [0] analyzed how the concept of reputation is used
in human societies to encourage cooperation. As an outcome, important incentive
patterns were identified that are mandatory for the evolution of cooperation.

Inspired by these findings and the similarities observed between p2p systems
and human societies, we propose a new reputation-based incentive scheme that

K.A. Hummel and J.P.G. Sterbenz (Eds.): IWSOS 2008, LNCS 5343, pp. 10[22] 2008.
© Springer-Verlag Berlin Heidelberg 2008
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aims to encourage honest users to participate in the system whilst successfully
blocking free-riders. Our major contribution can be summarized as follows: we
present a new point in the design space of reputation systems by using extremely
limited, non-local reputation information, amounting to a single bit per partic-
ipant. By adopting insights of sociologists, we show that the classification of
nodes as either good or bad offers high potential to encourage cooperation while
still encoding as much information as necessary to prevent rational/malicious
attacks. We further introduce a similarity-based approach to filter out false rec-
ommendations submitted by dishonest nodes.

The paper is organized as followed: in Section 2 an overview of related work
is provided. Section 3 describes the design of our system, highlighting both the
representation of reputations and how they are utilized. Section 4 then outlines
a number of practical deployment issues and how we resolve them. Subsequently,
Section 4 evaluates, using game theoretic modeling, the effectiveness of our ap-
proach whilst, Section 5 concludes the paper, outlining future work in the field.

2 Background

Any participant in a p2p system is both a service provider and a service con-
sumer. A transaction is the process in which a provider voluntarily grants a ser-
vice to a consumer. Accordingly, the consumer benefits from this service whilst
the provider pays the cost (e.g. upload bandwidth).

In general, a well-designed incentive scheme has to meet several challenges in
order to be robust, notably:

— Different user types: Users can be classified into two categories: obedient and
dishonest. The former are consistent with the system specifications and thus
contribute to the system whereas the latter try to maximize their benefit at
the expense of others.

— Asymmetry of interests: For example, peer A is interested in receiving a
service from peer B whilst not being able to offer a valuable service in return.

— Newcomers: In general, it is impossible to distinguish dishonest nodes from
so called legitimate newcomers. Thus, a newcomer policy is mandatory.

— Untraceable actions: In decentralized systems, it is impossible to monitor all
occurred transactions. Thus, decentralized mechanisms are required to prove
that two peers were involved in a distinct transaction.

2.1 Prior Incentive Schemes for Cooperation in P2P

In the area of p2p, various incentive schemes have been proposed to encourage
users to contribute their own resources. Some of them are based on monetary
payment schemes in which peers have to pay for the resources they consume
[7/819]. However, many of these algorithms require a centralized infrastructure
to enable micro payments and accounting.



12 S. Kaune et al.

An alternative is reciprocity-based schemes in which peers use historical in-
formation of past behavior of other peers to decide whether they want to share
resources or not. These schemes can be further separated into direct and indi-
rect reciprocity. In direct reciprocity, user offer resources only to those who have
helped them before based on local observations, e.g., BitTorrent [10]. However,
it assumes frequent repeated meetings between the same peers which might not
be the case in large, diverse p2p environments.

In contrast, indirect reciprocity [I1I12] allows peers to claim back their cooper-
ativeness from any peer as each participant is associated with a reputation. Users
earn a reputation based on the feedback from others they have interacted with;
this, in turn, is used to differentiate between contributors and free-riders. These
schemes, accordingly, rely on local observations, and additionally on second-
hand information distributed among all nodes in the system [I3/14]. However,
this share of own experiences enables malicious nodes to disseminate false infor-
mation about cooperative participants. To tackle this problem, a sound solution
is to determine transitive chains of trust among known and reputable nodes
[I5/T6]. On the other side, the share of information additionally introduces the
collusion problem in which peers artificially increase each other’s reputation.
A countermeasure against this threat is to apply the computational expensive
min-cut max-flow theorem, as proposed by [T7JI§].

Different from all studies above, our system design neither relies on transitive
trust nor on the often applied min-cut max-flow theorem.

2.2 The Tragedy of Commons Analogy

Many social scientists, as well as psychologists, have tried to explain cooperation
in human societies. This problem is also known as the Tragedy of Commons.
From the societies’ point of view, the community does best if all individuals
mutually cooperate. However, it can be observed that individuals or groups will
exploit the generosity of others, if they are free to do so.

By means of game theory, sociologists try to find evolutionary stable behav-
ioral strategies (ESS) to explain the question of cooperation. In particular, [19]
found indirect reciprocity to enable cooperative ESSs in human societies. Fur-
ther, [6] identified certain key properties of successful reputation schemes to
encourage cooperation among unrelated individuals. In particular, these incen-
tive patterns have been proven to be highly robust and stable against different
patterns of defection, even in the presence of observational errors concerning
individuals’ reputation.

In spite of the fact that our work is inspired by these observations, we are
aware that the aforementioned studies are carried out in environments that differ
from p2p systems in the following points: (i) permanent identities (players do not
leave the system), and (4i) traceable actions (both defection and cooperation).
However, both conditions are challenged in p2p systems, and the transfer of
these insights to p2p systems must be deliberate.
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Fig. 1. The 8 reputation transitions

3 Reputation-Based Incentive Scheme

The fundamental aspects of reputation-based p2p systems can mainly be divided
into: (i) a reputation-based incentive scheme and (i7) a distributed reputation
infrastructure. The former is of major importance as it describes how reputation
is computed within the system. The underlying mechanisms are therefore crucial
for the scheme’s overall performance and must be carefully designed. The latter,
on the other hand, is responsible for implementing (i) in a fully distributed
manner; it maintains and stores reputation values, and allows peers to access
the reputation of the others.

3.1 Representation of Reputation

In our work, reputation values are represented by a globally binary digit that
can be either 0 or 1, indicating a good (G) and bad standing (B) respectively.
Let N be the population of peers in our system. Then, the global reputation
score r of an individual is given by r: n — {0,1}, n € N.

3.2 Assignment of Values

Reputation values are dynamically assigned to peers based on their last action
when performing the role of service provider. In more detail, if a node takes an
action A, either to cooperate (C) or to deny cooperation (D), when there is the
option of providing a service, our system assesses the goodness of this action by
using reputation transitions. In general, each reputation transition m depends
on three factors:

— the current reputation value of the service provider 7p,
— the reputation score of the service consumer r,
— the taken action A (either C or D) by the service provider.

Thus, each transition is well-defined by a triple m which is mapped to either
0 or 1 as defined in the following:

m(rp,rc,A) - {07 1} (1)
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Fig. [l shows a state diagram of this transition process, highlighting the 8
possible steps between states leading a service provider to either a good or a
bad standin. The design of these transitions is inspired by the observations
made in [6]. As stated before, this extensive study identified important incentive
patterns that are mandatory to encourage cooperation in human societies. The
so called "keys to success” have been defined in the following properties: being
nice (maintenance of cooperation among contributors), retaliatory (identifica-
tion of dishonesty, punishment and justification of punishment), forgiving, and
apologetic. All of them are incorporated in the depicted transitions:

(1) Maintenance of cooperation: m(1,1,C)=Good. If two nodes in a good stand-
ing cooperate, the donor should maintain its good standing.

(2) Identification of Dishonesty: m(0,1,D)=Bad, (1,1,D)=Bad. Nodes not pro-
viding services have to fall into bad standing, irrespective of their reputation.

(3) Apology and Forgiveness: m(0,1,C)=Good. Once (mistakenly) fallen into
bad standing, there should be an opportunity to allow immediate forgiveness to
regain a good standing again.

(4) Punishment and Justification of Punishment: m(1,0,D)=Good. When a
dishonest node is detected and identified, other nodes contributing to the system
should refuse to provide services to it, and should not be punished for this.

The remaining three transitions are degrees of freedom, which we fixed running
several experiments measuring the impact of each combination.

3.3 Behavior of Nodes

We define the way a peer uses the reputation scores as its behavioral strategy
denoted by §. In more detail, each peer uses a decision function f to decide how
to behave towards requesting service consumers. f takes as input parameters
the reputation score of both itself and the consumer. There are four possible
situations in which a peer ¢ would want to assess another peer j with respect to
the reputation scores (fi; := f(i,7)):

— foo: both peers are in bad standing

— fo1: peer i is in bad standing whereas peer j is in good standing
— f10: peer i is in good standing whereas peer j is in bad standing
— f11: both peers are in good standing.

Thus, § consist of four components (=(foo, fo1, f10, f11)) whilst each of them
describes whether to cooperate (C) or to deny cooperation (D).

f:{0,1* - {C. D} 2)

For example, altruistic peers would follow behavioral strategy 8u,;: = (C, C,
C, C) whereas free-riders are described by §free = (D, D, D, D). The built-
in incentive in our scheme is based on the assumption that cooperative peers

! Depending on the application, a good standing is bounded on predefined time inter-
val, in order to encourage nodes to continuously take the role of a provider. However,
we will not pursue this issue any further in this paper.
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will favor each other. Thus, peers are encouraged to take the role of a service
provider in order to gain a good standing. In turn, this greatly enhances the
probability of obtaining services provided by others. As shown later on, peers
using the discriminator strategy Syise = (D, C, D, C) can successfully block
non-contributors.

3.4 Newcomers

Up to now, we have assumed that nodes already have a standing within the sys-
tem. Newcomers, however, do not have a transaction history, and are therefore
marked as strangers. In order generate a good standing, they have initially to co-
operate with another stranger or a peer already enjoying a good standing. When
requesting services, discriminators will deny to provide services. Accordingly, our
system assigns no profit to newcomers.

4 Reputation Infrastructure

Here, we address the practical issues of our approach. In particular, it is specified
which nodes are authorized to update reputation values, how reputation values
can be globally accessed, and how peers are able to protect themselves against
false reports. We assume that users participating in the system are characterized
by anonymous identities. Each node owns a public/private key pair suitable for
establishing signed messages between nodes. In addition, each participant in
the system is identified by a random unique overlay identifier (OId). To ensure
that node Ids are chosen randomly from the identifier space, we use trusted
certification authorities (CA). These CA’s bind a random node id to the node’s
public key, a process conventionally done offline.

4.1 Replica Set

Due to the lack of a centralized authority, the task to reliably store and update
global reputation values is none-trivial and challenging. The peer’s reputation
must not be stored locally, where it can become subject to manipulation. Storage
on a randomly chosen peer similarly does not guarantee that this one is honest.
Thus, we assign this task to multiple nodes in the system.

Each peer 7 is assigned a replica set R;, consisting of a small number of k
random peers. To this end, we interconnect all participants in the system using
a distributed hash table, e.g. Chord [20]. The members of R; are then determined
by applying a set of k one-way secure hash-functions hg (%), h1(7), ..., hx—1(2) to
1’s overlay id. The hashes derived from these functions constitute the overlay
identifiers of the replica set nodes. This ensures that peer ¢ cannot select the
members of its own replica set R;.

If a peer wants to request the reputation of another one, it individually con-
tacts the responsible replica set members. The provided information is legitimate
if, and only if, more than half of the reports are identical. This implies that the
majority of the replica set members must be obedient.
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To quantify this, we define a replica set as reliable if more than half of the
nodes are obedient. Let 0 and m be the amount of obedient and malicious peers in
the system, respectively. The probability to chose an obedient peer for a replica
set is —2—. From this, the probability of obtaining at least [%] obedient peers

o+m

n k—n
in a replica set is given by th[&] (:j) (Ofm> (1 — Ofm> .
-2
For example, the probability of obtaining a reliable replica set in a population
consisting of 100.000 nodes, of which m = 5.000 nodes are malicious, is 99,88%
for £ = 5. It can easily be verified that k& must only be slightly adapted with
continuing increase of m.

4.2 Transaction Process

Consumers must submit experiences about the outcomes of transactions
(whether a distinct provider p has delivered a service or not) to the provider’s
replica set R,. As stated above, this replica set is then authorized to update
the reputation value of the provider based on its decision (cf. Sect. B2). Since
R, constitutes a third party not directly involved in the transaction process, a
mechanism is needed that proves that two distinct peers have interacted with
each other. Each transaction therefore consists of five sequential steps:

Step 1. The consumer c creates a service request message containing the
following fields < r., pKey., OlId.,OId;, >, where r. is the consumers current
reputation value; pK ey, is its public key; OId, is its overlay id; and OId, is the
overlay id of the peer that has lastly rated ¢ in the role of provider. Afterwards,
c signs the request with its private key and sends it to the chosen provider.

Step 2. Upon receipt, the provider contacts the consumer’s replica set R, to
verify the correctness of the information contained in the message.

Step 3. If correct, the provider signs the message and sends it back to the
consumer. Thereafter, the service delivery takes place.

Step 4. After the transaction phase is completed, the consumer rates the
cooperativeness of the provider (1= service received or 0=service not received)
and submits its decision to the provider’s replica set R,,.

Step 5a. Each replica set member R,(x), Vz € [ho..hi—1], first checks whether
the service request has been actually signed by provider p. Afterwards, it stores
the OId of ¢ as the one of the provider p’s last voter, and updates p’s reputation
value by applying the appropriate reputation transitions.

Step 5b. Additionally, each member of R, is mapped in the z-th position to
its respective counterpart in R, forming k-pairs. For each pair, the provider’s
replica set member contacts its counterpart to inform it about the rating c¢ has
given on p; this is matter of consequence, as explained in the following.

4.3 Similarity-Based Trustworthiness

To reflect the personal experience a consumer has had with distinct providers,
each peer i in the system owns a global vector ¢;, where t; = (t14,...,t|x};) for
all n € N. Each component of #; contains in the n-th position the arithmetic



Cooperation in P2P Systems through Sociological Incentive Patterns 17

mean of all ratings peer 7 has submitted on a distinct peer n. Hence, this value
describes the subjective trust peer ¢ places in peer n. Since each rating can either
be 0 or 1, the component values will also be between 0 and 1. According to Step
5b, these trust vectors are stored and maintained by the peer’s replica set and
are publicly available.

The purpose of these vectors is to define a notion of trust Peer A places in
the recommendations of Peer B. To this end, we introduce a similarity function

IN|
sim(ta,ip) = |N\ Zl [ta(z;) —tp(z;)| € [0,1] (3)

which in its basic functionality component-wise compares whether both peers
have rated the same provider. If so, the deviation between both ratings is calcu-
lated and summed up to an overlay similarity S. We define the recommendations
of Peer B as trustworthy for Peer A, if S exceeds a certain similarity threshold
t. In our system, providers apply this function on trust vectors of requesting
consumers, in order to determine whether they have maliciously rated obedi-
ent providers as bad. Also, it is applied on the last voter of a distinct peer to
determine the trustworthiness of his recommendations.

5 Evaluation

In the following, the performance of our scheme is examined against threats
of selfish users. Our main goal is to explore which behavioral strategy is the
dominant one among a set of chosen strategies. Further, we will examine the
effectiveness of our reputation infrastructure against malicious attacks. For that
reason, we adopt a game theoretical approach as explained in the following.

5.1 Generalized Prisoner’s Dilemma

To model a p2p system by means of game theory, we use the Generalized Pris-
oner’s Dilemma (GPD) that includes two players who interact once in a one-shot
game, as described in [I7]. Unlike the original Prisoner’s Dilemma GPD includes
the social dilemma and the asymmetry of interests. In particular, each player 4
follows a behavioral strategy by having the choice to cooperate(C;) or defect(D;)
its opponent. Depending on their actions, each payer receives one of the follow-
ing payoffs: R; (the reward for mutual cooperation), S; (the sucker’s payoff),
T; (the temptation to defect), and P; (the punishment for mutual defection). In
our context one of the peers acts as provider (P) and the other as consumer (C).
The payoff matrix for both consumer and provider is shown in Figure To
create a social dilemma, the payoffs must fulfill the following criteria:

— Mutual cooperation among peers yields a higher payoff than mutual defec-
tion: Rc + Rp > Pc + Pp

— Mutual cooperation yields a higher payoff than alternating cooperation-
denial cycles: R + Rp > Sc +Tp and Rc + Rp > Sp+1¢
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Payoff-Table Service Provider Payoff-Table Service Provider
General Form Cooperate | Defect Simulations Provide Deny
Service Cooperate Rc/Rp Sc/Tp Service Request 2/-1 0/0
Consumer Defect Te/Sp Pc/Pp Consumer | pop’t Request 0/0 0/0
(a) Asymmetric payoff matrix (b) Payoff matrix used in simulations

Fig. 2.

— In a one shot interaction, defection dominates cooperation as the costs for
the service provisioning can be saved: Tp > Rp and Pp > Sp

Let u4 p denote the achieved payoff of a behavioral strategy A when interacting
with behavioral strategy B.

Definition 1. Strategy A is said to be dominant if for all B holds u 4 > up|a
and uap > UB|B-

Under this definition, defection would be the dominant strategy for the provider
in the one-shot GPD game. Hence, cooperation will never take place and the
consumer will only have the choice between the payoffs S¢ and Pe.

5.2 Simulations

To assess the performance of our scheme, we have implemented a simulator
that corresponds to the above stated game theoretical model. We assume time
to be divided into slots, and each slot lasts long enough to allow each peer to
provide exactly one service to a requesting consumer. The evaluative scenario
we utilize is a file-share application. The assignment of files and queries to peers
follows a Zipf distribution (o = 0.9). Each file is subdivided into equally sized
file segments (chunks) constituting services peers are sharing in the network.
Participants fall into two categories: obedient and dishonest. Obedient nodes
follow the discriminator strategy Sy;sc, and their similarity threshold is set to
t = 0.7. The strategy of dishonest nodes will be varied as described later on.

In each slot, each peer has the opportunity to simultaneously act as service
provider and consumer. Based on the service a consumer is interested in, it
selects the most desired provider and sends a request. Each provider, on the
other hand, favours the most appropriate consumer from its upload queue that
enjoys a good standing and passes the similarity checks mentioned in Section
3 The behavioral strategy of a provider then defines the action (either C or
D) she will take by considering the reputation of both herself and the consumer.
Depending on how the provider acts, both the consumer and the provider will
receive a payoff from the matrix depicted in Fig. This matrix satisfies the
inequalities stated in the previous section. It is assumed that providing a service
incurs the same costs ¢ (—1) to all providers, and consumers receive the same
benefit b (+2), respectively. Finally, the reputation and trust vectors are updated
after each time slot, and it is assumed that peers can leave or join the system
with a probability of 5%.



Cooperation in P2P Systems through Sociological Incentive Patterns 19

1 AP~ AAA T A~ A AN 1
Obedient Obedient
= € edien
S 08 Traitor 5 Bad Voter
S Free-Rider T
o
ﬂé’ 0.6 %
5 o
z 04 g
f= c
© ©
o
2 02 2
0 1
0 20 40 60 80 100 0 20 40 60 80 100
Time (in slots) Time (in slots)
(a)
1 o = "
Provided (Obedient) 3
o 08 Consumed (Obedient) 5
s Provided (Bad Voter) o
B 6 Consumed (Bad Voter) S
[ 3
9 @
- Q
o 04 o
& 02 S
0 Fa EEPNE NI SXONIT S N o Sy SR &
0 20 40 60 80 100
Time (in slots) Time (in slots)
(c) (d)
30 T T T
1 5 Obedient ' ——
- Obedient 5] olluders e
S 08 Colluders ﬁ 2
© <
o 06 z 2
g ¢ 2 15
§ 0.4 8
S o2 2 10
g ®
-
= o g 5
-0.2 0 r r r - ~
0 20 40 60 80 100 0 5 10 15 20 25 30
Time (in slots) Number of Malicious Nodes (in thousand)
(e) ()

Fig. 3. Simulation results for (a) rational attacks, (b-d) bad voters, and (e-f) colluders
5.3 Performance under Rational Attacks

In our first experiments, we assume that users do not break down the system
specifications (e.g. submit false reports), but try to exploit the generosity of obe-
dient nodes by means of two types of selfish attacks. We consider the first type as
traitors since these nodes acquire a good standing before turning into defectors.
The second type is represented by free-riders who never contribute themselves.
Accordingly, we equally divided the population in three groups: obedient peers,
free-riders §f,cc = (D, D, D, D), and traitors 8rqit = (D, C, D, D).

Fig. [3(a)| shows the achieved mean payoff of each strategy per time slot. The
highest level of cooperation would be 1 indicating that all peers following the
respective strategy are contributing to the system and everyone is able to receive
a service. It can be seen that the discriminator strategy applied by obedient
nodes achieves the highest payoff over time. More precisely, our simulations
revealed that this strategy obtains a mean average payoff of 0.98, indicating
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that nearly all obedient nodes continuously obtain services. In contrast, free-
riders are successfully blocked never receiving a service after the first time slot.
Traitors acquire a mean average payoff of 0.05. In particular, only 3%-6% of these
nodes are able to receive a service. This stems from the fact that traitors deny
to provide services after they have generated a positive standing. Accordingly,
they will be subsequently ignored by obedient peers when acting in the role of
consumer in the next slot.

In conclusion, both types of attackers cannot gain ground in the system as they
achieve payoffs close to zero. Obedient nodes, applying the dominant strategy
Sgise, self-organize themselves into a robust and cooperative group in which non-
contributors are efficiently detected and excluded.

5.4 Effectiveness of Reputation Infrastructure

In the second set of simulations, we study the effectiveness of our reputation
infrastructure against malicious nodes falling into two categories: () bad voters
and (i) colluders. Bad voters follow the discriminator strategy Sg;sc, but always
rate cooperative providers as bad. Accordingly, they are mainly interested in
lowering the providers’ reputation to encourage other participants to exclusively
use their own services. Colluders, instead, form a malicious collective and provide
services to obedient nodes only with a probability of 20%. Moreover, they boost
the reputation values of all peers in the collective by submitting fake transactions.
To study these attacks, we assume that 30% of the population consist of malicious
nodes from either of both presented categories.

The results of the bad voter experiments are as follows. Fig. depicts
the mean average payoff achieved by obedient nodes and bad voters. It can
be observed that obedient peers achieve the highest mean average payoff over
time amounting to 0.97 whilst that of the bad voters is close to zero. Fig.
measures the service load share of both strategy types. This metric determines
in each time slot the fraction of peers that provided and were able to receive a
service, subject to a distinct user group. It can be seen that nearly all obedient
peers are continuously able to receive a service whereas only 5-7% of the bad
voters are supplied with data. To explain this, Fig plots the mean ratio
of successful requests experienced by bad voters while varying the similarity
thresholds applied by obedient nodes. That is, this ratio measures how often a
bad voter was unrecognized when requesting a service by an obedient provider,
related to all send requests. For ¢t = 0.7 on average 97% of all request carried out
by bad voters are detected when applying the similarity function. Accordingly,
bad voters are almost never served by obedient nodes.

The experiments with colluders strengthens our findings that the similarity-
based comparison of global trust vectors v