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Preface

We welcome you to the proceedings of the Third International Workshop on
Self-Organizing Systems (IWSOS 2008) hosted at the University of Vienna,
Austria. IWSOS provides an annual forum to present and discuss recent research
in self-organization focused on networks and networked systems. Research in self-
organizing networked systems has advanced in recent years, but the investigation
of its potentials and limits still leaves challenging and appealing open research
issues for this and subsequent IWSOS workshops.

Complex and heterogeneous networks make self-organization highly desirable.
Benefits envisioned by self-organization are the inherent robustness and adapt-
ability to new dynamic traffic, topology changes, and scaling of networks. In ad-
dition to an increasingly complex Global Internet, a number of domain-specific
subnetworks benefit from advances in self-organization, including wireless mesh
networks, wireless sensor networks, and mobile ad-hoc networks, e.g., vehicu-
lar ad-hoc networks. Self-organization in networked systems is often inspired by
other domains, such as nature (evolution theory, swarm intelligence), sociology
(human cooperation), and economics (game theory). Aspects of controllability,
engineering, testing, and monitoring of self-organizing networks remain challeng-
ing and are of particular interest to IWSOS.

This year, we received 70 full paper and 24 short paper submissions from
authors of 33 different countries. This strong interest in the workshop is very
encouraging for research in self-organizing systems and allowed us to provide
a strong technical program. Based on the recommendations of the Technical
Program Committee and external expert reviewers, we accepted 20 full papers
from the full paper submissions and invited 9 as short papers. Of the 24 short
paper submissions we accepted 4 for presentation for a total of 13 short papers.
Most full papers were reviewed by four experts, and all papers received at least
three reviews. A number of papers were shepherded toward publication by the
Technical Program Committee and external expert reviewers.

Our technical program consisted of sessions on Peer-to-Peer Systems (4 pa-
pers), OverlayNetworks (3 papers), Resource and ServiceManagement (4 papers),
Theory and General Approaches (3 papers), Wireless Sensor Networks (3 papers),
and Fault Detection, Resilience, and Self-Healing (3 papers). Additionally, there
were two short paper sessions: Short Papers – Networking Topics (7 papers) and
Short Papers – Theory, General and Distributed System Topics (6 papers).

To complement the technical program we invited a discussion paper on open
issues of self-organizing systems, which led to a panel discussion on the fu-
ture application of self-organization to large, complex, robust, and resilient net-
works. We were delighted to have two keynote addresses: Martha Steenstrup
discussed the history, state-of-the-art, and future prospects of self-organizing
networks. Kurt Tutschku focused on how network virtualization is facilitated by
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self-organization and how self-organization can be applied to future virtualized
networks.

We are grateful to all Technical Program Committee members and additional
reviewers who provided thorough reviews that made the selection of the papers
possible. For their mentoring effort, we want to express our particular thanks to
Paul Smith, Amine Houyou, Helmut Hlavacs, Mikhail Smirnov, Simon Dobson,
Marco Mamei, Christian Bettstetter, Majid I. Khan, Güneş Erçal-Özkaya, and
Matthias Hollick. Special thanks go to our IWSOS 2008 General Chair, Helmut
Hlavacs, for his outstanding support in all the phases of the workshop organi-
zation. Many thanks go to Eugen Mühlvenzl and his team from the Austrian
Computer Society for their support in the organization of the workshop. Addi-
tionally, without the support of our Viennese Organizing Committee, the work-
shop would not have been possible. Particular thanks go to Shelley Buchinger
for her contributions to the website and invaluable support during paper sub-
mission, Harald Meyer for his tireless support in announcing different calls for
the workshop, Andrea Hess for her precise technical editing support of the pro-
ceedings, and Alexander Adrowitzer for coordinating the side-program of the
workshop. Finally, we want to thank the numerous authors for their submissions
and contributions to the technical program.

December 2008 Karin Anna Hummel
James P.G. Sterbenz
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Self-Organizing Networked Systems for Technical
Applications: A Discussion on Open Issues

Wilfried Elmenreich1 and Hermann de Meer2

1 Lakeside Labs, Mobile Systems Group
Institute of Networked and Embedded Systems

University of Klagenfurt, Austria
wilfried.elmenreich@uni-klu.ac.at

2 Faculty of Informatics and Mathematics
Chair of Computer Networks and Communications

University of Passau, Germany
demeer@uni-passau.de

Abstract. The concept of self-organization has been examined often-
times for several domains such as physics, chemistry, mathematics, etc.
However, the current technical development opens a new field of self-
organizing applications by creating systems of networked and massively
distributed hardware with self-organized control. Having this view in
mind, this papers reviews the questions: What is a self-organizing sys-
tem?, What is it not?, Should there be a separate field of science for
self-organizing systems?, and What are possible approaches to engineer
a self-organizing control system?.

The presented ideas have been elaborated at the Lakeside Research
Days’08 (University of Klagenfurt, Austria), a workshop that featured
guided discussions between invited experts working in the field of self-
organizing systems.

1 Introduction

The idea of Self-Organizing Systems (SOSs), although long known from domains
such as physics, chemistry, and biology, has recently gained interest to be applied
to technical applications. The reason for this is a paradigm shift from monolithic
systems or systems with a small number of components to large networked sys-
tems. This paradigm shift is driven by the technological advancement and the
emergence of pervasive systems integrating information processing into everyday
objects and activities. For example, a fieldbus network with accurate but expen-
sive sensors interconnected by a dependable wired communication system might
be replaced by a system of hundreds of small, but inexpensive sensors using a
wireless ad-hoc network to interconnect. Such a cyber-physical system [1] can
use the view of multiple sensors to come to a massively distributed view of a
technical process, where the fusion of several sensor measurements potentially
leads to a more extensive, more accurate, and more robust observation. However,
such an approach requires a control paradigm that copes with the complexity

K.A. Hummel and J.P.G. Sterbenz (Eds.): IWSOS 2008, LNCS 5343, pp. 1–9, 2008.
c© Springer-Verlag Berlin Heidelberg 2008
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of such a solution. A promising approach to attack this problem is the principle
of self-organization, where the control is as well decentralized as the controlled
system. Through the definition of the behavior in local interactions, it is ex-
pected that the overall system shows emergent behavior such as complex order
or properties like robustness, adaptability and scalability.

Designing and controlling an SOS can be very demanding. There is no gen-
eral methodology yet explaining how to design an SOS and in many cases it
is very difficult to provide a concise validation of the system. In order to iden-
tify the current problems and to search for possible directions for a solution,
the Lakeside Labs at the University of Klagenfurt, a research center focusing
on networked self-organizing systems, arranged a one-week event called Lake-
side Research Days’08 by inviting international researchers working in the area
of SOSs to discuss the topic of SOSs and its open problems. It is the purpose
of this paper to summarize the main results of the workshop in order to give
researchers an idea of the open problems and the potential for future research.

The rest of the paper is organized as follows: Section 2 briefly reviews the
results of a discussion on the definition of SOSs followed by identifying several
misconceptions on the understanding of SOSs. Section 3 approaches the ques-
tion if SOSs should become a separate field of science having its own experts,
terminology, and nomenclature. The question how an SOS can be designed is
addressed in Section 4 by sketching three different types of design approaches.
Section 5 concludes the paper.

2 Definition and Misconceptions of Self-Organizing
Systems

In order to communicate problems, methods and results, it is necessary to have
a common understanding of the terms used in scientific communication. The
term “self-organization” is used by many researchers, but it has no generally
accepted meaning. Instead, there exist a number of definitions from different
domains such as from cybernetics [2,3], mathematics [4], information theory [5],
etc. Gershenson and Heylighen [6] argument to evade the debate about an exact
definition of SOSs and to regard self-organization merely as a way of observing
systems. Depending on the system type and its applications, understanding a
system as being self-organized can be more or less helpful.

Therefore, instead of trying to find a single concise definition of SOSs we
worked out a brief sentence explaining the main idea of SOSs that assists in
communicating the main idea. Followed by this, we elaborated on the common
misconceptions in the definition of SOS. Among several proposals, the following
sentence, which was an outcome of the discussions at the Research Days [7]
showed an interesting attempt to sketch the concept of SOSs in a nutshell:

A self-organizing system (SOS) consists of a set of entities that obtains an
emerging global system behavior via local interactions without centralized control.
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In the following, we address the question of common misconceptions in the
understanding of SOSs.

2.1 Misconception #1: Self-Organizing Systems Establish a Class
of Systems

If a system is considered to be self-organizing or not depends mainly on the way
how the system is observed, especially where the borderline between the ob-
served system and its environment is drawn. Gershenson proposes the following
perspective to overcome this problem: Instead of thinking of SOSs as an absolute
class of systems, self-organization should be understood as a way of observing
systems [6]. Depending on the type of problem and the desired solution, the way
of observing a system as an SOS can be beneficial or not.

2.2 Misconception #2: Self-Organizing Systems Are Chaotic
Systems

There is a relation between chaos theory and self-organization in that a SOS
may show chaotic behavior, that is having critical turning points (also known as
bifurcations) in the system behavior [8]. However, an SOS does not necessarily
have to show such behavior. Instead, some SOSs also might approach their target
state without a sensitive dependence on initial conditions. Accordingly, a system
with chaotic behavior may be built without employing the typical building blocks
of SOSs such as distributed entities and local interactions.

2.3 Misconception #3: The Emerging Structure Is a Primary
Property of Self-Organizing Systems

SOSs provide a powerful mechanism to create structure and patterns. This phe-
nomenon can be observed in many physical and biological systems, such as the
skin pigmentation of fish, the polygonal pattern of nest territories of fish such
as Tilapia, or the cathedral-like buildings of termites [9].

However, the emerging pattern should not be seen as a primary property of
an SOS. There are SOSs, like homeostatic operational control in living beings,
where such a structure is not present or is hidden from the observer. Thus, the
emerging structure can be rather seen as a secondary property that indicate
self-organization in many cases.

2.4 Misconception #4: Self-Organizing Systems Are Always Based
on Evolutionary Processes

Evolutionary processes, as best known from biological examples, are an iterative
mechanism of change in the inherited traits of a population of organisms from
one generation to the next [10]. Evolutionary processes are driven by mutation,
selection and recombination.

Many biological examples of self-organizing systems have emerged from an
evolutionary process, which made the term self-organization connected to evolu-
tion. Thus, the connection of SOSs to evolutionary processes is not an obligatory
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one, since many non-biological examples of SOSs have developed without an evo-
lutionary process, thus showing the possibility to design self-organizing without
an evolutionary process. However, an interesting research task for future techni-
cal systems arises in constructing SOSs, which implement an evolution of their
local rules in order to adjust to new situations.

2.5 Misconception #5: A self-Organizing System Never Needs
Maintenance

Many SOSs show adaptive behavior, which means that they can operate well
within a wide range of input parameters. However, that does not imply that a
technical SOS will have a low maintenance effort. Typically, a complex technical
system that must operate over a considerable life time will require maintenance
in order to provide its service during system lifetime. It is an open question if
maintenance of a technical system with self-organizing properties will be easier
or more complicated to maintain than a traditionally designed technical applica-
tion. On the one hand, properties like robustness might make it easier to replace
parts of the system without disturbing the overall operation, on the other hand,
diagnosis and maintenance of an SOS might turn out to be more complex than
in systems built following a more straightforward approach.

3 Self-Organizing Systems Forming an Own Field of
Science?

A science field is characterized as a category of specialized expertise within
science, often also having its own terminology and nomenclature. In the example
of SOSs we cannot speak of a separate field of science today.

As sketched in Figure 1, SOSs are found in multiple disciplines, being thus a
highly interdisciplinary field. This does not necessarily hinder the formation of
an own field of science, as it is shown by the also highly interdisciplinary research
on Artificial Intelligence, which is regarded as a separate field of science. A key
question is, if the research on SOSs is likely to converge in a separate field of
science with its own experts, terminology, and nomenclature. The other option
is that research on SOSs will rather be covered by researches coming from one
of the related fields.

The answer of the question is of great interest, since it will influence future
decisions on installing academic curricula for the “field” of SOSs. We do not
claim that we can give an absolute answer to this question, but we can formulate
two subquestions to this issue:

Is there a common vision within the field?

For example, Artificial Intelligence (AI), also consisting of many different
methods and viewpoints, came at least with a common vision as it was presented
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Fig. 1. Interdisciplinary role of self-organizing systems

in the proposal for the Dartmouth Summer Research Project by McCarthy,
Minsky, Rochester and Shannon in 1955 [11].

Are there fundamental research questions that would require investigation
from dedicated SOSs researchers?

If not, trying to force the creation of a new field with its own terminology
and nomenclature would be an effort that can even worsen the communication
between other domains since the problem is not discussed in the domain-specific
language.

4 Design Approaches for Self-Organizing Systems

In [12], Prehofer and Bettstetter identify the task of finding local behavior rules
that achieve global properties as a major paradigm to be approached. In the
following, we will elaborate on design approaches for solving this problem.

4.1 Bio-inspired Design

In nature, there are several examples of self-organizing behavior, for example,
ants cooperatively finding shortest routes to food sources, termites building com-
plex constructions without using a blueprint, fish schools organizing themselves
without a leader, and swarms of fireflies in south-east Asia synchronously emit-
ting light flashes.
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There are two main paradigms of bio-inspired design: the direct and the in-
direct approach. In the direct (or top-down) approach, a technical problem is
tackled by looking for natural examples solving an equivalent problem. The bi-
ological solution and its principles are then analyzed and re-built in a technical
application. Examples of the direct approach are the design of aeroplane wings
by observing the gliding flight of birds as it was done by Otto Lilienthal in the
19th century, or, after a closer analysis of the up-bent feathers at the wingtips
of several birds, the refinement of aeroplane wings by turbulence-reducing and
thus fuel-saving winglets [13].

In contrast, the indirect (or bottom-up) approach of bio-inspired design in-
volves first the derivation of principles by analyzing natural systems. This step
is done in a basic research effort that is not yet targeted at a specific applica-
tion. The principle is then abstracted from its biological context and used in
particular technical applications where they could be suitable. Examples of the
indirect approach are the concept of artificial neural networks or the concept of
ant foraging behavior being applied to mesh network packet routing.

An important aspect of bio-inspired design are the notable differences be-
tween biological and technical solutions: In many biological systems, especially
for lower animals, there is no real counterpart to what we call software in tech-
nical systems. For example, protozoa have no mechanism to learn and circulate
behavior during lifetime. Instead, new behavior is stored via the genes of the
next generation. With the same effort, also physical changes of the next genera-
tion are possible. Thus, in such an evolutionary approach, the physical body and
the physical abilities typically grow as part of the solution, while in traditional
engineering the analogy of the body, that is the hardware, has to be usually
fixed early in the design process. For example, a hardware revision comes with
considerable little effort in biological systems while in a technical project an
unscheduled hardware change likely might cause the project to go over budget.
On the other hand, when using the biological approach only with the software
part being able to change, the result might be less effective than the biological
example. For example, a bio-inspired algorithm optimizing only the software for
a mobile robot would not play with optimizing the number and placement of
the robot’s physical sensors while the biological counterparts co-optimize these
aspects as well.

On the other hand, evolution is at a disadvantage when it comes to the cre-
ation of radically new designs. All living beings follow more or less a general
blueprint, in case of a particular class such as mammals, the design is even
more restricted. Thus, for example, nature was never able to design a wheeled
vehicle-like animal or other rotating machines.

Thus, bio-inspired mechanisms might be inappropriate when (i) the biological
solution is too difficult to rebuild with technical means or (ii) a technical solution
can be more efficient by taking advantage of mechanisms that cannot be found
in the biological paradigm. A mistake to be avoided is to stick to biological
solutions just because of their seeming elegance.
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These differences between nature’s way to build things and engineering
make especially a direct design approach very difficult to apply. For designing
self-organizing technical systems, the indirect approach seems more promising,
since it allows the assignment of biological ideas in a wider context.

4.2 Trial and Error

This approach requires to have a testbed that allows extensive testing without
high cost or possible endangering of persons. Usually, such a testbed consists
of a simulation of the target system with a model of the environment and the
system itself. However, a simulation always implements an abstraction of the
real environment, so after the experiments, a real-world validation is required in
order to create trust in the derived solution.

The process of trial and error itself can be refined in several ways.
Gershenson [14] introduces the notion of friction to describe the fitness of an

interaction between two entities. There exists also a friction of the overall system
that should be minimized in order to maximize its performance. By identifying
and analyzing points of friction, an engineer can change the local rules in order
to mitigate the problem. However, this is not a straightforward approach – in
several cases a higher friction for a particular entity might be beneficial for the
overall system.

Furthermore, existing search algorithms can be applied to the search for an
optimal or sufficiently good set of local rules. However, the search space is typ-
ically too large for an exhaustive search and its non-monotonic properties can
get a non-exhaustive search algorithm to be stuck in local maxima. In this cases,
heuristic search algorithms like genetic algorithms and simulated annealing can
be a choice.

4.3 Learning from an Omniscient Solution

This approach requires to have an optimal or at least well-performing solution
to the problem beforehand. However this solution might be created using fea-
tures that cannot be realized in the final solution. An example could be the
implementation of an omniscient algorithm for a simulation. In many cases, it
might not be possible to use this solution for a real application because the per-
fect information cannot be provided to the algorithm or the algorithm might be
too complex to be implemented with reasonable response times. However, the
omniscient algorithm can be used as an example for teaching its behavior to
distributed entities that use only local information and interactions.

An example for such an approach is given by Auer, Wüchner and De Meer [15]
by designing an agent performing well in the prisoner’s dilemma [16]. In the de-
sign process, an agent having perfect knowledge is created first, then its behavior
is analyzed using Causal State Splitting Reconstruction [17], which is basically
a method for time series analysis. The results are then used for designing the
local rules for a non-omniscient agent. The resulting agent showed to be an im-
provement of the standard and already well-performing tit-for-tat strategy by
implementing also forgiveness.
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5 Summary and Conclusion

The connection of self-organization to so many disciplines in science is an advan-
tage and a disadvantage at the same time. In terms of definition and terminology,
the many definitions from different domains have blurred the overall idea which
is definitely a disadvantage. On the other hand, the many disciplines keep the
potential for many ideas and new approaches for creating self-organizing control
systems. This possibility will be even more attractive, if the research on SOSs
can converge towards a more standardized nomenclature, probably even forming
a new field of science some day.

Several positive effects from the interdisciplinarity of self-organization became
apparent when discussed possible ways to design the behavior of the particular
entities. The local behavior is an integral part of an SOS, since the overall be-
havior of the system emerges from the local interactions of the entities. We have
identified three basic approaches for finding a suitable set of local rules, namely
bio-inspired design, trial and error, and learning from an omniscient solution.
Bio-inspired design can give promising results, however, due to the differences in
natural evolution and traditional engineering, it has to be applied carefully. The
approach of learning from an omniscient solution might be also interesting for
non-game-theoretic settings. However, the approach relies on the possibility that
the omniscient solution can be build in a simulation and that the behavior can
be mimicked by an agent with local information in a useful way. Trial and error
is definitely the most general approach among the three. However, despite of
improvements in identifying friction and search algorithms this approach can be
too inefficient so that it may not succeed for a large search space. The right de-
sign approach (which may be also a combined approach) for a particular project
will be defined by the particular constraints and requirements.

We hope that the discussions and suggestions in this paper will be helpful to
future research in the area of SOSs. In the future, we plan on elaborating the
design process for building SOSs by combining existing engineering approaches
with methods especially tailored to SOSs.
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Abstract. While the performance of peer-to-peer (p2p) systems largely
depend on the cooperation of the member nodes, there is an inherent
conflict between the individuals’ self interest and the communal social
welfare. In this regard, many interesting parallels between p2p systems
and cooperation in human societies can be drawn. On the one hand,
human societies are organized around a certain level of altruistic behav-
ior. Whilst, on the other hand, individuals tend to overuse public goods,
if they are free to do so. This paper proposes a new incentive scheme
that extracts and modifies sociological incentive patterns, based on the
Tragedy of Commons analogy, to work efficiently in a p2p environment.
It is shown through simulations that this scheme encourages honest peers
whilst successfully blocking non-contributors.

1 Introduction

It has long been understood that the performance of peer-to-peer (p2p) systems
rely on the cooperation of the member nodes. This realization creates a social
dilemma for the users of such systems, as the necessity to altruistically provide
resources goes against the selfish desire to limit one’s own personal sacrifice.
Consequently, users’ self interests results in the free-riding problem [1,2] by trying
to exploit others while not contributing themselves. Hence, cooperation amongst
peers becomes sparse unless an incentive scheme can encourage participants to
contribute their resources.

Considering the tensions between individuality and communal social welfare
in human societies, many interesting parallels to p2p systems can be drawn. On
the one hand, individuals tend to overuse public goods resulting in the Tragedy
of Commons [3]. On the other side, human societies are organized around coop-
erative interactions and a certain level of altruism. Rich analysis in evolutionary
sociology has tried to answer this issue and has largely concluded that indirect
reciprocity explains the evolution of cooperation among unrelated individuals
[4,5]. In an extensive study, [6] analyzed how the concept of reputation is used
in human societies to encourage cooperation. As an outcome, important incentive
patterns were identified that are mandatory for the evolution of cooperation.

Inspired by these findings and the similarities observed between p2p systems
and human societies, we propose a new reputation-based incentive scheme that
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aims to encourage honest users to participate in the system whilst successfully
blocking free-riders. Our major contribution can be summarized as follows: we
present a new point in the design space of reputation systems by using extremely
limited, non-local reputation information, amounting to a single bit per partic-
ipant. By adopting insights of sociologists, we show that the classification of
nodes as either good or bad offers high potential to encourage cooperation while
still encoding as much information as necessary to prevent rational/malicious
attacks. We further introduce a similarity-based approach to filter out false rec-
ommendations submitted by dishonest nodes.

The paper is organized as followed: in Section 2 an overview of related work
is provided. Section 3 describes the design of our system, highlighting both the
representation of reputations and how they are utilized. Section 4 then outlines
a number of practical deployment issues and how we resolve them. Subsequently,
Section 4 evaluates, using game theoretic modeling, the effectiveness of our ap-
proach whilst, Section 5 concludes the paper, outlining future work in the field.

2 Background

Any participant in a p2p system is both a service provider and a service con-
sumer. A transaction is the process in which a provider voluntarily grants a ser-
vice to a consumer. Accordingly, the consumer benefits from this service whilst
the provider pays the cost (e.g. upload bandwidth).

In general, a well-designed incentive scheme has to meet several challenges in
order to be robust, notably:

– Different user types : Users can be classified into two categories: obedient and
dishonest. The former are consistent with the system specifications and thus
contribute to the system whereas the latter try to maximize their benefit at
the expense of others.

– Asymmetry of interests : For example, peer A is interested in receiving a
service from peer B whilst not being able to offer a valuable service in return.

– Newcomers : In general, it is impossible to distinguish dishonest nodes from
so called legitimate newcomers. Thus, a newcomer policy is mandatory.

– Untraceable actions : In decentralized systems, it is impossible to monitor all
occurred transactions. Thus, decentralized mechanisms are required to prove
that two peers were involved in a distinct transaction.

2.1 Prior Incentive Schemes for Cooperation in P2P

In the area of p2p, various incentive schemes have been proposed to encourage
users to contribute their own resources. Some of them are based on monetary
payment schemes in which peers have to pay for the resources they consume
[7,8,9]. However, many of these algorithms require a centralized infrastructure
to enable micro payments and accounting.
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An alternative is reciprocity-based schemes in which peers use historical in-
formation of past behavior of other peers to decide whether they want to share
resources or not. These schemes can be further separated into direct and indi-
rect reciprocity. In direct reciprocity, user offer resources only to those who have
helped them before based on local observations, e.g., BitTorrent [10]. However,
it assumes frequent repeated meetings between the same peers which might not
be the case in large, diverse p2p environments.

In contrast, indirect reciprocity [11,12] allows peers to claim back their cooper-
ativeness from any peer as each participant is associated with a reputation. Users
earn a reputation based on the feedback from others they have interacted with;
this, in turn, is used to differentiate between contributors and free-riders. These
schemes, accordingly, rely on local observations, and additionally on second-
hand information distributed among all nodes in the system [13,14]. However,
this share of own experiences enables malicious nodes to disseminate false infor-
mation about cooperative participants. To tackle this problem, a sound solution
is to determine transitive chains of trust among known and reputable nodes
[15,16]. On the other side, the share of information additionally introduces the
collusion problem in which peers artificially increase each other’s reputation.
A countermeasure against this threat is to apply the computational expensive
min-cut max-flow theorem, as proposed by [17,18].

Different from all studies above, our system design neither relies on transitive
trust nor on the often applied min-cut max-flow theorem.

2.2 The Tragedy of Commons Analogy

Many social scientists, as well as psychologists, have tried to explain cooperation
in human societies. This problem is also known as the Tragedy of Commons.
From the societies’ point of view, the community does best if all individuals
mutually cooperate. However, it can be observed that individuals or groups will
exploit the generosity of others, if they are free to do so.

By means of game theory, sociologists try to find evolutionary stable behav-
ioral strategies (ESS) to explain the question of cooperation. In particular, [19]
found indirect reciprocity to enable cooperative ESSs in human societies. Fur-
ther, [6] identified certain key properties of successful reputation schemes to
encourage cooperation among unrelated individuals. In particular, these incen-
tive patterns have been proven to be highly robust and stable against different
patterns of defection, even in the presence of observational errors concerning
individuals’ reputation.

In spite of the fact that our work is inspired by these observations, we are
aware that the aforementioned studies are carried out in environments that differ
from p2p systems in the following points: (i) permanent identities (players do not
leave the system), and (ii) traceable actions (both defection and cooperation).
However, both conditions are challenged in p2p systems, and the transfer of
these insights to p2p systems must be deliberate.
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m(1,1,D) & m(1,0,C)

m(0,1,D) & m(0,0,D) 
& m(0,0,C)m(0,1,C)

m(1,0,D) & m(1,1,C)

Fig. 1. The 8 reputation transitions

3 Reputation-Based Incentive Scheme

The fundamental aspects of reputation-based p2p systems can mainly be divided
into: (i) a reputation-based incentive scheme and (ii) a distributed reputation
infrastructure. The former is of major importance as it describes how reputation
is computed within the system. The underlying mechanisms are therefore crucial
for the scheme’s overall performance and must be carefully designed. The latter,
on the other hand, is responsible for implementing (i) in a fully distributed
manner; it maintains and stores reputation values, and allows peers to access
the reputation of the others.

3.1 Representation of Reputation

In our work, reputation values are represented by a globally binary digit that
can be either 0 or 1, indicating a good (G) and bad standing (B) respectively.
Let N be the population of peers in our system. Then, the global reputation
score r of an individual is given by r : n → {0, 1}, n ∈ N .

3.2 Assignment of Values

Reputation values are dynamically assigned to peers based on their last action
when performing the role of service provider. In more detail, if a node takes an
actionA, either to cooperate (C) or to deny cooperation (D), when there is the
option of providing a service, our system assesses the goodness of this action by
using reputation transitions. In general, each reputation transition m depends
on three factors:

– the current reputation value of the service provider rp,
– the reputation score of the service consumer rc,
– the taken action A (either C or D) by the service provider.

Thus, each transition is well-defined by a triple m which is mapped to either
0 or 1 as defined in the following:

m(rp, rc, A) → {0, 1} (1)
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Fig. 1 shows a state diagram of this transition process, highlighting the 8
possible steps between states leading a service provider to either a good or a
bad standing1. The design of these transitions is inspired by the observations
made in [6]. As stated before, this extensive study identified important incentive
patterns that are mandatory to encourage cooperation in human societies. The
so called ”keys to success” have been defined in the following properties: being
nice (maintenance of cooperation among contributors), retaliatory (identifica-
tion of dishonesty, punishment and justification of punishment), forgiving, and
apologetic. All of them are incorporated in the depicted transitions:

(1) Maintenance of cooperation: m(1,1,C)=Good. If two nodes in a good stand-
ing cooperate, the donor should maintain its good standing.

(2) Identification of Dishonesty: m(0,1,D)=Bad, (1,1,D)=Bad. Nodes not pro-
viding services have to fall into bad standing, irrespective of their reputation.

(3) Apology and Forgiveness: m(0,1,C)=Good. Once (mistakenly) fallen into
bad standing, there should be an opportunity to allow immediate forgiveness to
regain a good standing again.

(4) Punishment and Justification of Punishment: m(1,0,D)=Good. When a
dishonest node is detected and identified, other nodes contributing to the system
should refuse to provide services to it, and should not be punished for this.

The remaining three transitions are degrees of freedom, which we fixed running
several experiments measuring the impact of each combination.

3.3 Behavior of Nodes

We define the way a peer uses the reputation scores as its behavioral strategy
denoted by �s. In more detail, each peer uses a decision function f to decide how
to behave towards requesting service consumers. f takes as input parameters
the reputation score of both itself and the consumer. There are four possible
situations in which a peer i would want to assess another peer j with respect to
the reputation scores (fij := f(i, j)):

– f00: both peers are in bad standing
– f01: peer i is in bad standing whereas peer j is in good standing
– f10: peer i is in good standing whereas peer j is in bad standing
– f11: both peers are in good standing.

Thus, �s consist of four components (=(f00, f01, f10, f11)) whilst each of them
describes whether to cooperate (C) or to deny cooperation (D).

�f : {0, 1}2 → {C, D} (2)

For example, altruistic peers would follow behavioral strategy �salt = (C, C,
C, C) whereas free-riders are described by �sfree = (D, D, D, D). The built-
in incentive in our scheme is based on the assumption that cooperative peers
1 Depending on the application, a good standing is bounded on predefined time inter-

val, in order to encourage nodes to continuously take the role of a provider. However,
we will not pursue this issue any further in this paper.
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will favor each other. Thus, peers are encouraged to take the role of a service
provider in order to gain a good standing. In turn, this greatly enhances the
probability of obtaining services provided by others. As shown later on, peers
using the discriminator strategy �sdisc = (D, C, D, C) can successfully block
non-contributors.

3.4 Newcomers

Up to now, we have assumed that nodes already have a standing within the sys-
tem. Newcomers, however, do not have a transaction history, and are therefore
marked as strangers. In order generate a good standing, they have initially to co-
operate with another stranger or a peer already enjoying a good standing. When
requesting services, discriminators will deny to provide services. Accordingly, our
system assigns no profit to newcomers.

4 Reputation Infrastructure

Here, we address the practical issues of our approach. In particular, it is specified
which nodes are authorized to update reputation values, how reputation values
can be globally accessed, and how peers are able to protect themselves against
false reports. We assume that users participating in the system are characterized
by anonymous identities. Each node owns a public/private key pair suitable for
establishing signed messages between nodes. In addition, each participant in
the system is identified by a random unique overlay identifier (OId). To ensure
that node Ids are chosen randomly from the identifier space, we use trusted
certification authorities (CA). These CA’s bind a random node id to the node’s
public key, a process conventionally done offline.

4.1 Replica Set

Due to the lack of a centralized authority, the task to reliably store and update
global reputation values is none-trivial and challenging. The peer’s reputation
must not be stored locally, where it can become subject to manipulation. Storage
on a randomly chosen peer similarly does not guarantee that this one is honest.
Thus, we assign this task to multiple nodes in the system.

Each peer i is assigned a replica set Ri, consisting of a small number of k
random peers. To this end, we interconnect all participants in the system using
a distributed hash table, e.g. Chord [20]. The members of Ri are then determined
by applying a set of k one-way secure hash-functions h0(i), h1(i), ..., hk−1(i) to
i’s overlay id. The hashes derived from these functions constitute the overlay
identifiers of the replica set nodes. This ensures that peer i cannot select the
members of its own replica set Ri.

If a peer wants to request the reputation of another one, it individually con-
tacts the responsible replica set members. The provided information is legitimate
if, and only if, more than half of the reports are identical. This implies that the
majority of the replica set members must be obedient.
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To quantify this, we define a replica set as reliable if more than half of the
nodes are obedient. Let o and m be the amount of obedient and malicious peers in
the system, respectively. The probability to chose an obedient peer for a replica
set is o

o+m . From this, the probability of obtaining at least
⌈

k
2

⌉
obedient peers

in a replica set is given by
∑k

n=� k
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.
For example, the probability of obtaining a reliable replica set in a population

consisting of 100.000 nodes, of which m = 5.000 nodes are malicious, is 99,88%
for k = 5. It can easily be verified that k must only be slightly adapted with
continuing increase of m.

4.2 Transaction Process

Consumers must submit experiences about the outcomes of transactions
(whether a distinct provider p has delivered a service or not) to the provider’s
replica set Rp. As stated above, this replica set is then authorized to update
the reputation value of the provider based on its decision (cf. Sect. 3.2). Since
Rp constitutes a third party not directly involved in the transaction process, a
mechanism is needed that proves that two distinct peers have interacted with
each other. Each transaction therefore consists of five sequential steps:

Step 1. The consumer c creates a service request message containing the
following fields < rc, pKeyc, OIdc, OIdlv >, where rc is the consumers current
reputation value; pKeyc is its public key; OIdc is its overlay id; and OIdlv is the
overlay id of the peer that has lastly rated c in the role of provider. Afterwards,
c signs the request with its private key and sends it to the chosen provider.

Step 2. Upon receipt, the provider contacts the consumer’s replica set Rc to
verify the correctness of the information contained in the message.

Step 3. If correct, the provider signs the message and sends it back to the
consumer. Thereafter, the service delivery takes place.

Step 4. After the transaction phase is completed, the consumer rates the
cooperativeness of the provider (1= service received or 0=service not received)
and submits its decision to the provider’s replica set Rp.

Step 5a. Each replica set member Rp(x), ∀x ∈ [h0..hk−1], first checks whether
the service request has been actually signed by provider p. Afterwards, it stores
the OId of c as the one of the provider p’s last voter, and updates p’s reputation
value by applying the appropriate reputation transitions.

Step 5b. Additionally, each member of Rp is mapped in the x-th position to
its respective counterpart in Rc forming k-pairs. For each pair, the provider’s
replica set member contacts its counterpart to inform it about the rating c has
given on p; this is matter of consequence, as explained in the following.

4.3 Similarity-Based Trustworthiness

To reflect the personal experience a consumer has had with distinct providers,
each peer i in the system owns a global vector �ti, where �ti = (t1i, ..., t|N |i) for
all n ∈ N . Each component of �ti contains in the n-th position the arithmetic
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mean of all ratings peer i has submitted on a distinct peer n. Hence, this value
describes the subjective trust peer i places in peer n. Since each rating can either
be 0 or 1, the component values will also be between 0 and 1. According to Step
5b, these trust vectors are stored and maintained by the peer’s replica set and
are publicly available.

The purpose of these vectors is to define a notion of trust Peer A places in
the recommendations of Peer B. To this end, we introduce a similarity function

sim(�tA,�tB) =
1

|N |

|N |∑

i=1

1 − |tA(xi) − tB(xi)| ∈ [0, 1] (3)

which in its basic functionality component-wise compares whether both peers
have rated the same provider. If so, the deviation between both ratings is calcu-
lated and summed up to an overlay similarity S. We define the recommendations
of Peer B as trustworthy for Peer A, if S exceeds a certain similarity threshold
t. In our system, providers apply this function on trust vectors of requesting
consumers, in order to determine whether they have maliciously rated obedi-
ent providers as bad. Also, it is applied on the last voter of a distinct peer to
determine the trustworthiness of his recommendations.

5 Evaluation

In the following, the performance of our scheme is examined against threats
of selfish users. Our main goal is to explore which behavioral strategy is the
dominant one among a set of chosen strategies. Further, we will examine the
effectiveness of our reputation infrastructure against malicious attacks. For that
reason, we adopt a game theoretical approach as explained in the following.

5.1 Generalized Prisoner’s Dilemma

To model a p2p system by means of game theory, we use the Generalized Pris-
oner’s Dilemma (GPD) that includes two players who interact once in a one-shot
game, as described in [17]. Unlike the original Prisoner’s Dilemma GPD includes
the social dilemma and the asymmetry of interests. In particular, each player i
follows a behavioral strategy by having the choice to cooperate(Ci) or defect(Di)
its opponent. Depending on their actions, each payer receives one of the follow-
ing payoffs : Ri (the reward for mutual cooperation), Si (the sucker’s payoff),
Ti (the temptation to defect), and Pi (the punishment for mutual defection). In
our context one of the peers acts as provider (P) and the other as consumer (C).
The payoff matrix for both consumer and provider is shown in Figure 2(a). To
create a social dilemma, the payoffs must fulfill the following criteria:

– Mutual cooperation among peers yields a higher payoff than mutual defec-
tion: RC + RP > PC + PP

– Mutual cooperation yields a higher payoff than alternating cooperation-
denial cycles: RC + RP > SC + TP and RC + RP > SP + TC
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Payoff-Table
General Form

Cooperate

Defect

Cooperate Defect

Service Provider

Service 
Consumer

RC / RP SC / TP

TC / SP PC / PP

(a) Asymmetric payoff matrix

Payoff-Table
Simulations

Request

Don’t Request

Provide Deny

Service Provider

Service 
Consumer

2 / -1 0 / 0

0 / 0 0 / 0

(b) Payoff matrix used in simulations

Fig. 2.

– In a one shot interaction, defection dominates cooperation as the costs for
the service provisioning can be saved: TP > RP and PP > SP

Let uA|B denote the achieved payoff of a behavioral strategy A when interacting
with behavioral strategy B.

Definition 1. Strategy A is said to be dominant if for all B holds uA|A ≥ uB|A
and uA|B ≥ uB|B.

Under this definition, defection would be the dominant strategy for the provider
in the one-shot GPD game. Hence, cooperation will never take place and the
consumer will only have the choice between the payoffs SC and PC .

5.2 Simulations

To assess the performance of our scheme, we have implemented a simulator
that corresponds to the above stated game theoretical model. We assume time
to be divided into slots, and each slot lasts long enough to allow each peer to
provide exactly one service to a requesting consumer. The evaluative scenario
we utilize is a file-share application. The assignment of files and queries to peers
follows a Zipf distribution (α = 0.9). Each file is subdivided into equally sized
file segments (chunks) constituting services peers are sharing in the network.
Participants fall into two categories: obedient and dishonest. Obedient nodes
follow the discriminator strategy �sdisc, and their similarity threshold is set to
t = 0.7. The strategy of dishonest nodes will be varied as described later on.

In each slot, each peer has the opportunity to simultaneously act as service
provider and consumer. Based on the service a consumer is interested in, it
selects the most desired provider and sends a request. Each provider, on the
other hand, favours the most appropriate consumer from its upload queue that
enjoys a good standing and passes the similarity checks mentioned in Section
4.3. The behavioral strategy of a provider then defines the action (either C or
D) she will take by considering the reputation of both herself and the consumer.
Depending on how the provider acts, both the consumer and the provider will
receive a payoff from the matrix depicted in Fig. 2(b). This matrix satisfies the
inequalities stated in the previous section. It is assumed that providing a service
incurs the same costs c (−1) to all providers, and consumers receive the same
benefit b (+2), respectively. Finally, the reputation and trust vectors are updated
after each time slot, and it is assumed that peers can leave or join the system
with a probability of 5%.
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Fig. 3. Simulation results for (a) rational attacks, (b-d) bad voters, and (e-f) colluders

5.3 Performance under Rational Attacks

In our first experiments, we assume that users do not break down the system
specifications (e.g. submit false reports), but try to exploit the generosity of obe-
dient nodes by means of two types of selfish attacks. We consider the first type as
traitors since these nodes acquire a good standing before turning into defectors.
The second type is represented by free-riders who never contribute themselves.
Accordingly, we equally divided the population in three groups: obedient peers,
free-riders �sfree = (D, D, D, D), and traitors �strait = (D, C, D, D).

Fig. 3(a) shows the achieved mean payoff of each strategy per time slot. The
highest level of cooperation would be 1 indicating that all peers following the
respective strategy are contributing to the system and everyone is able to receive
a service. It can be seen that the discriminator strategy applied by obedient
nodes achieves the highest payoff over time. More precisely, our simulations
revealed that this strategy obtains a mean average payoff of 0.98, indicating
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that nearly all obedient nodes continuously obtain services. In contrast, free-
riders are successfully blocked never receiving a service after the first time slot.
Traitors acquire a mean average payoff of 0.05. In particular, only 3%-6% of these
nodes are able to receive a service. This stems from the fact that traitors deny
to provide services after they have generated a positive standing. Accordingly,
they will be subsequently ignored by obedient peers when acting in the role of
consumer in the next slot.

In conclusion, both types of attackers cannot gain ground in the system as they
achieve payoffs close to zero. Obedient nodes, applying the dominant strategy
�sdisc, self-organize themselves into a robust and cooperative group in which non-
contributors are efficiently detected and excluded.

5.4 Effectiveness of Reputation Infrastructure

In the second set of simulations, we study the effectiveness of our reputation
infrastructure against malicious nodes falling into two categories: (i) bad voters
and (ii) colluders. Bad voters follow the discriminator strategy �sdisc, but always
rate cooperative providers as bad. Accordingly, they are mainly interested in
lowering the providers’ reputation to encourage other participants to exclusively
use their own services. Colluders, instead, form a malicious collective and provide
services to obedient nodes only with a probability of 20%. Moreover, they boost
the reputation values of all peers in the collective by submitting fake transactions.
To study these attacks, we assume that 30% of the population consist of malicious
nodes from either of both presented categories.

The results of the bad voter experiments are as follows. Fig. 3(b) depicts
the mean average payoff achieved by obedient nodes and bad voters. It can
be observed that obedient peers achieve the highest mean average payoff over
time amounting to 0.97 whilst that of the bad voters is close to zero. Fig. 3(c)
measures the service load share of both strategy types. This metric determines
in each time slot the fraction of peers that provided and were able to receive a
service, subject to a distinct user group. It can be seen that nearly all obedient
peers are continuously able to receive a service whereas only 5-7% of the bad
voters are supplied with data. To explain this, Fig.3(d) plots the mean ratio
of successful requests experienced by bad voters while varying the similarity
thresholds applied by obedient nodes. That is, this ratio measures how often a
bad voter was unrecognized when requesting a service by an obedient provider,
related to all send requests. For t = 0.7 on average 97% of all request carried out
by bad voters are detected when applying the similarity function. Accordingly,
bad voters are almost never served by obedient nodes.

The experiments with colluders strengthens our findings that the similarity-
based comparison of global trust vectors very efficiently detects nodes trying to
compromise the system. Fig. 3(e) plots the achieved payoffs of both colluders
and obedient peers. As in our previous experiments, the discriminator strategy
clearly dominates the attacker strategy. Colluders are quickly detected as the
trust vectors of both user groups highly differ from each other. In fact, the
determined overall similarity between the trust vectors of both users groups
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is on average 0.23. Accordingly, obedient peers do not trust ratings submitted
by colluding peers but favour honest peers. To confirm this, Fig. 3(f) plots the
total amount of consumers that have been rejected by obedient providers after 50
transactions. At this point of time, nearly all malicious consumers are rejected by
obedient providers, irrespective of the size of the malicious collective. Instead, the
number of rejects to obedient consumers is nearly zero in all simulated scenarios.

We conclude that the usage of the similarity function enables the system to
efficiently filter out spurious reports from malicious nodes. Moreover, bad voters
are immediately punished when submitting false reports on obedient nodes; since
their global trust vectors very quickly deviate to the one of peers conforming to
system’s norm, they are immediately rejected by these nodes.

6 Conclusion

This paper has investigated the correlations between p2p environments and coop-
eration in human society. Through this, a new reputation-based incentive scheme
has been designed, utilizing extremely limited binary reputation representations.
Alongside this, we have also proposed a fully decentralized reputation infrastruc-
ture capable of securely managing reputations and protecting against malicious
collusion and false reports. This approach was evaluated, through simulation,
showing that nearly all peers wishing to gain services must contribute to the
system, eliminating free-riding. It was further shown that malicious peers, solely
interested in disrupting the network, were also quickly ostracized.

There are a number of areas of future work. Firstly, detailed overhead studies
are necessary to investigate the impact that utilizing such a scheme has on the
overall system. Further investigation into improving the infrastructure is also
planned to protect against extremely high levels of malicious users (> 50%) of
the replica set. Lastly, more detailed evaluative scenarios will be performed to
investigate the reliability of the infrastructure against bad voters, especially if
these nodes selectively or randomly change their misbehavior per transaction.
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Abstract. We present a self-organizing super-peer overlay that suits
the communication requirements of a Peer-to-Peer Desktop Grid system
well. This overlay combines favorable properties of Chord rings and fully
meshed super-peer networks, yielding benefits that include an efficient
broadcast scheme and a reduced average message hop count compared to
pure Chord. To this end, we introduce a distributed algorithm that sets
up such an overlay in a self-organized way. Moreover, we deploy network
coordinates to improve Chord’s end-to-end message routing delay and
build a deterministic gossip mechanism over the Chord ring’s fingers. We
demonstrate the effectiveness of our concept through simulations using
topology information retrieved from PlanetLab.

1 Introduction

Desktop Grids have been proposed to tap the idle computation resources pro-
vided by desktop computers [1,2,3,4]. The requirement to support a large number
of participants emphasizes the importance of scalability in this context. The con-
struction of a Desktop Grid structure on a Peer-to-Peer (P2P) overlay network
improves scalability in large-scale settings [2,5]. The scalability of P2P networks
is further improved by the concepts of super-peers [6,7,8] and structured P2P
overlays, commonly associated with Distributed Hash Tables (DHT) [9,10,11].
In this paper, we propose to merge these two concepts for the benefit of Desk-
top Grid operations to yield a self-organizing super-peer overlay network with a
Chord [10,11] ring core that interconnects the super-peers. The resulting overlay
is managed by a proximity-aware distributed algorithm. A deterministic gossip
mechanism provides all peers with a list of the Chord ring members. Moreover,
we improve Chord’s ID assignment by allocating IDs to joining peers in a delay-
optimized fashion, and modify Chord’s message routing scheme to prioritize low-
delay finger links, to the end of reducing end-to-end delays for both unicast and
broadcast messages. In our concept, we resort to a network coordinates scheme
as a provider of low-cost round-trip time (RTT) estimates.

Besides scalability, our concept addresses common requirements of Desktop
Grids including low end-to-end message delay and an efficient broadcast for
resource discovery. It features robustness due to the absence of a single point of
failure. The inclusion of super-peers can reduce the number of hops required to
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deliver a message compared to pure Chord, generate locality for common peers
through clustering them around super-peers, and provide a firewall bypass if
common peers cannot communicate directly with each other.

Following the results of [9], we have preferred Chord over other overlay types
due to higher flexibility and resilience. Our concept strips Chord from the Dis-
tributed Hash Table (DHT) functionality that associates keys with content man-
aged by individual peers, and uses the finger-enhanced ring structure only.

This paper is organized as follows. In Section 2, we outline network coordi-
nates. In Section 3, we introduce our distributed overlay management concept. In
Section 4, we propose delay-minimizing modifications to Chord’s ID assignment
and routing methods. In Section 5, we present simulations conducted to quantify
the benefit of our concept. In Section 6, we provide an overview of related work.
The paper concludes with directions for future research in Section 7.

2 Network Coordinates

Network coordinates are space coordinates individually assigned to each node
in a network such that the distance between any two nodes in the space ap-
proximates the measurable delay (RTT) between those nodes in the network.
We deploy the Vivaldi [12] system for coordinates generation, a concept which
is built on the notion of spring deformation. Vivaldi’s authors point out its use
for Chord to help build proximity awareness in finger table construction [12].

In the remaining sections, we use the following notation: dRTT (X, Y ) refers to
the live, actual, RTT-based network delay between nodes X and Y , dNC(X, Y )
refers to the delay predicted by network coordinates between nodes X and Y ,
and dID(X, Y ) refers to the distance between Chord nodes X and Y in Chord’s
identifier space, measured in the routing direction. By construction, dNC(X, Y )
is symmetric, i. e. dNC(X, Y ) = dNC(Y, X), while dRTT and dID are not.

3 Overlay Management

In this section, we present a distributed mechanism to construct a topology in
which some nodes will act as super-peers while the remaining nodes, henceforth
called edge peers, are assigned to exactly one of the super-peers each [8].

We aim to minimize the number of connections a super-peer needs to keep
up. In a super-peer overlay network with a fully meshed super-peer core and
n nodes in total, every super-peer maintains one link per remaining super-peer
and one link to each of its edge peers. Assuming an even distribution of the
edge peers over the super-peers, the optimal number of super-peers equals

√
n,

yielding 2 · (√n− 1) ∈ O(
√

n) connections per super-peer. While such a network
bears significant advantages including a small diameter of only 3 hops [13], the
load super-peers need to handle in this setting may become prohibitively high in
large networks. In contrast, the use of a Chord ring vastly reduces the number of
links to other peers, however the hop count rises to O(log2 n) in the average case.
Also, Chord has no sense of locality. There is no proximity awareness in overlay
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construction or routing [14]. The situation can be improved by replacing a super-
peer overlay’s fully meshed core with a Chord ring. A distributed mechanism
can manage an overlay of this type, providing proximity awareness and self-
stabilization. The remainder of this section introduces our approach.

3.1 Super-Peer Selection

A distributed super-peer selection algorithm (SPSA) for a fully meshed overlay
core has been introduced in [13]. SPSA promotes edge peers to super-peer level
and assigns edge peers to their closest super-peers in terms of network delay. It
is executed on every peer. We improve SPSA to manage a dynamic Chord core
and denote that version ChordSPSA. In our model, super-peers become part
of the Chord ring, while super-peers falling back to edge peer level instantly
leave the Chord ring. Hence, the set of super-peers matches the set of Chord
ring members. Messages sent by an edge peer for another edge peer will enter
the Chord ring at the sender’s super-peer, be routed through the ring, and exit
it at the receiver’s super-peer. As with SPSA, every peer periodically enters a
reorganization phase. During this phase, a peer decides whether to change its
state, depending on its role (edge peer or super-peer).

Let n be the total number of peers in the overlay and x the optimal number
of super-peers to populate the Chord ring. ChordSPSA operates on the basis
of super-peers having f = log2 x finger connections to distinct nodes. Given a
maximum number m > 0 of edge peers a super-peer can handle per distinct
finger node, the equation below describes the composition of the overlay:

x · f · m + x = n (1)

ChordSPSA numerically solves this equation for x in a distributed way. Let g
be the number of edge peers currently managed by a particular super-peer. That
super-peer is able to handle as many edge peers as its limit, f · m, permits. If
the super-peer in its reorganization phase finds that g > f ·m holds, it promotes
one of its edge peers to super-peer level such that a portion of its edge peers
will relocate to the new super-peer. That way, the number of super-peers grows
as long as unserved edge peers require more super-peers. The growth stops once
every edge peer is under management by a super-peer, i. e. the minimum stable
number of super-peers is reached when every super-peer administrates the max-
imum number of edge peers. This reflects the optimal situation as described by
(1). A super-peer’s edge peer set grows merely logarithmically with the overlay
size n as f · m ∈ O(log2 n) compared to O(

√
n) in the fully meshed case.

Since the super-peer structure adds two additional hops to message paths
when two edge peers communicate, the choice of m determines the average hop
count. If m is sufficiently large to allow an x small enough, the average hop
count will diminish compared to pure Chord. The super-peer overlay’s average
hop count havg equals 2 + 1

2 · log2 x when two edge peers communicate. havg is
less when one or both communication endpoints are super-peers. However, we
use the given havg as the worst case average hop count for determining a bound
for m. The average hop length in the overlay is less than with pure Chord if
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0.5 · log2 n > 2 + 0.5 · log2 x which can be reshaped to log2
n
x > 4. Solving (1) for

n
x and putting the result into the reshaped inequality yields f ·m > 15, indicating
that already a small m suffices to lower the average hop count.

When edge peers leave the overlay, some super-peers may find themselves
underloaded. In their reorganization phase, super-peers downgrade to edge peer
level if they find that g < 1

k · f · m holds. k = 2 represents a lower bound
considering the requirement of viable edge peer sets after splitting: when a super-
peer finds its load too high (i. e. g = f ·m+1), it promotes one of its edge peers to
super-peer level and splits the remaining f ·m edge peers evenly among itself and
the new super-peer such that neither super-peer downgrades due to low load.

The selection that an overloaded super-peer P performs to promote an edge
peer to super-peer level assumes that since P is overloaded, its edge peer set
EP is non-empty. Based on the notion of edge peers connecting to their closest
super-peers, we filter EP to create the set E′

P holding all edge peers of EP

which, if selected as a super-peer, would cause the post-promotion edge peer
numbers of both itself and P to reach or exceed the lower bound to prevent
instant downgrades. P can accomplish this on its own by using its edge peers’
network coordinates to attain inter-peer delays. Out of all e ∈ E′

P , P picks e′ for
which the optimal Chord ID choice yields minimal total finger delay. e′ is asked
to become a new super-peer. The associated proximity-aware identifier picking
scheme will be discussed in detail in Section 4.2. If e′ declines or fails to respond,
P will retry in its next reorganization phase and may exclude e′ that time. Since
some edge peers can be unwilling to act as super-peers, announcing this to their
super-peers at connect time may prevent them from being asked for promotion.

Edge peers connect to their closest super-peers. We expect this property to
lift the actual number of super-peers above the optimal number, x, since some
super-peers will not reach their maximum edge peer limit while others will exceed
it, creating the need to promote more edge peers to super-peers.

ChordSPSA uses a subset of SPSA’s messages [13] plus messages to transport
the Chord overlay maintenance signals described in [11]. A super-peer taboo list
locally kept with every edge peer prevents the individual peer from consecutively
repeating an unsuccessful connection attempt to the same super-peer.

In an overlay of this kind, a broadcast can be efficiently performed. The ap-
proach corresponds to efficient broadcast in a Chord ring [15,16] with two ex-
tensions. First, an additional hop is taken to deliver the broadcast message to a
super-peer’s edge peers. Second, a sender should be able to restrict its broadcast
message to reach only a limited portion of the identifier space. This is useful for
Desktop Grids: a job-submitting peer needs a certain number of worker peers
to share the job’s computational burden. A regular broadcast covers the entire
overlay, probably resulting in an exceedingly large wave of responses.

3.2 Deterministic Gossip

A super-peer list containing all Chord ring members enables edge peers to con-
nect to their closest super-peers. Such a list may contain, for every super-peer,
its Chord ID, network address, network coordinates, and a sequence number in
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lieu of a timestamp. If a super-peer fails, its edge peers may connect to other
super-peers picked from the list. Furthermore, a super-peer list enables peers to
directly deliver urgent unicast messages to the destination super-peer if need be
(at the expense of an additional connection set-up), compute the ring size, and
use delay-optimized Chord ID selection as will be set forth in the next section.

To maintain a super-peer list, we deploy deterministic gossiping. Due to net-
work dynamics, super-peers are created and removed, causing the ring to change
continuously. Our gossip intends to capture perceived changes and to notify other
ring members about them. It is a method to perform anti-entropy super-peer list
synchronization [17]. The list is loosely consistent: gossip provides a best-effort
approach to continuously keeping the list’s contents current.

All peers log recorded ring changes to a locally stored update set. Each ele-
ment in this set contains the affected remote node’s Chord ID, its most recently
propagated network coordinates, a propagation counter, and a sequence number
allocated by a scheme presented in [18]. An entry with a higher sequence number
overrides an entry with a lower sequence number, provided that the same peer
is concerned. An odd sequence number marks a peer as not belonging to the
Chord ring, while an even sequence number marks it as an alive Chord node.

Information is propagated by every super-peer. A Chord node periodically
transmits super-peer list updates to one of its finger peers, iterating through its
finger set in a round-robin way, and requests the target peer to reply with its
own set of recent updates.

To deal with churn, the deterministic gossip scheme deploys redundancy. With
x Chord nodes, every update set entry is sent log2 x times, resulting in x · log2 x
messages. While x−1 messages would suffice using regular broadcast, the depar-
ture of a single node may severely hamper the propagation effort if broadcast is
used. If, for instance, the farthest finger node crashes, the broadcast will fail to
reach x

2 nodes. To this end, we find the gossip scheme to be more robust while
retaining adequate efficiency.

4 Delay Minimization

Originally, Chord considers the average number of hops as its main optimization
goal [11]. While the Chord-enhanced super-peer overlay can further reduce the
average hop count by shrinking the Chord ring, we concentrate on end-to-end
delay (i. e. message latency) [9] as our major optimization objective. This way,
messages may travel more hops but ultimately arrive faster. As pointed out in
[9], there is a tradeoff between reducing the average hop count and reducing the
average end-to-end latency. In a Desktop Grid context, we find latency to be more
important. Besides the benefit for Desktop Grids, a low delay will also improve
Chord’s self-stabilization properties since information about ring composition
changes is propagated faster.

In the first place, ChordSPSA provides locality by clustering edge peers around
their closest super-peers. Moreover, we present two Chord-related optimizations.
We refer to Proximity Route Selection (PRS) and Proximity Identifier Selection
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(PIS) as introduced in [9]; similar approaches are discussed in [14]. In line with
this scheme, we have designed PRS and PIS mechanisms for Chord to improve
Chord’s average message delay. They operate autonomously – neither need they
be used in combination nor do they need to be used in conjunction with a super-
peer structure. Hence, users of pure Chord may also benefit from them. However,
as we will show in Section 5, the largest gains are achieved if both mechanisms
are jointly deployed with the proposed super-peer overlay.

4.1 Finger Use in Routing

In original Chord, a node X routes a message onward by picking the finger node
which covers the largest portion of the identifier space. This makes for a greedy
finger selection process. We propose to refine this process as follows. Out of all
suitable fingers, we prefer the one with lowest delay per covered identifier space
unit. Since the super-peer list contains all finger nodes’ network coordinates, the
finger can be chosen instantly. Formally, with FX as X ’s finger set, we suggest
to pick X ’s finger node Y which satisfies

Y = argmin
Y ′∈FX

dNC(X, Y ′)
dID(X, Y ′)

(2)

as the next message hop. This plan corresponds to a PRS approach. While it
may incur additional hops, it reduces the average end-to-end message delay.

4.2 Chord ID Selection

A Chord peer picks a random ID from an identifier space whose size is publicly
known. The odds of assigning the same ID twice are negligible due to the sheer
size of that space and the uniform probability with which each ID is drawn.
However, this approach does not account for proximity awareness. Since a peer’s
ID choice determines the placement of its fingers, we wish to assign IDs that lead
to fast finger connections. With a super-peer list, a new Chord node may pick an
ID such that the sum of delays of its outbound finger connections is minimized.
Since the list contains network coordinates, the new node can select its optimal
position without sending any messages. Apart from the ID choice, ring joining
is performed as in original Chord.

In principle, every non-occupied element of the identifier space needs to be
checked because every ID leads to different fingers. To limit this effort, we now
propose a heuristic approach. The first peer picks an arbitrary ID. The second
peer picks its ID such that it places itself at maximum distance in the identifier
space from the first peer. All peers joining subsequently perform a gap check :
in a Chord ring with r peers, there are at most r gaps between peers. Peers
evaluate the positions marked by the middle ID of each gap, and choose the ID
for which the total finger delay is minimized.

The super-peer list may temporarily contain outdated information. For this
reason, two peers that join the ring concurrently or subsequently with only a
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brief time span in between could choose the same ID, causing a collision. Hence,
ring members need to reject prospective newcomers that request already occu-
pied IDs, instead providing them with an up-to-date super-peer list. Also, ring
members should periodically check if their super-peer list contains another peer
with the same ID. If the check yields a hit, the detecting peer can ask the remote
peer for an ID change, or change its own ID.

The delay-based ID selection corresponds to the PIS scheme [9]. It may cause
the message routing load to be unevenly distributed. However, since super-peers
can promote edge peers to super-peer level to relieve themselves from excessive
load, we expect the gains to outweigh the non-uniform load.

5 Experiments

We have conducted experiments to quantify the benefit of our concept. To this
end, we have assumed that all peers wish to communicate with each other to an
equal extent, and deployed an objective function Z to compute the total all-pairs
delay. Concisely, we defined Z as

Z =
∑

i

∑

j�=i

dRTT (i, s(i)) + dC(s(i), s(j)) + dRTT (s(j), j) (3)

where s(x) is the super-peer of x (with s(x) = x if x is a super-peer), and dC(a, b)
the sum of delays of the Chord ring hops required to travel from super-peer a
to super-peer b in the routing direction. The average message delay davg in a
n-node network can be obtained from Z by computing davg = Z

n·(n−1) .

5.1 Setup

Each experiment was implemented through event-oriented simulation that lasted
for 2500 seconds of simulated time. We have resorted to publicly accessible live
node-to-node delay information from PlanetLab [19], using matrices with all-
pairs RTT measurements [20]. We used the two largest matrices available with
419 and 414 nodes, and shall refer to them as Matrix A and Matrix B, respec-
tively. Since data were flawed, in particular incomplete, we have dealt with the
issue of missing distance information by computing a two-hop delay there.

We have measured ChordSPSA’s effects in a static environment. With regard
to Vivaldi, we have used a 4-dimensional Euclidean space and placed the nodes
initially at positions drawn from a uniform random distribution where each coor-
dinate was contained in the range [0; 500], such that in the 4-dimensional space,
the initial distance between any two nodes did not exceed 1000. Nodes sent
requests for distance estimation to other peers every 2 seconds, routed to ran-
dom peers via one of their super-peers’ fingers in a round-robin way, ultimately
establishing their pairwise force using a three-way handshake.

All peers were restricted to a local view of the network and equipped with a
possibly outdated super-peer list. We abstracted from the actual node coordi-
nates exchange and assumed that edge peers received super-peers’ coordinates



30 P. Merz et al.

Time in s

Chord PIS
PRSPIS+PRS

direct

d
a
v
g

in
m

s

0 500 1000 1500 2000 2500
0

200
400
600
800

1000
1200
1400
1600
1800

(a) Matrix A

Time in s

Chord PIS
PRSPIS+PRS

direct

0 500 1000 1500 2000 2500
0

200
400
600
800

1000
1200
1400
1600
1800

(b) Matrix B

Fig. 1. Impact of Chord improvements (PRS and PIS, on their own and combined) on
davg (Y axis)

via their assigned super-peer, while super-peers knew all remaining super-peers’
coordinates. All nodes joined the network at the same time. One node was ran-
domly chosen as the first super-peer. Each peer entered ChordSPSA’s periodical
reorganization phase with the default interval between cycles being γ = 4± 0.02
seconds. A gossip cycle was triggered in every reorganization phase. The lower
bound for super-peer downgrades was set to k = 4. Chord’s identifier space
contained 220 elements.

We have used the objective function (3) and the average message delay davg to
quantify an overlay’s performance. We have also computed a direct connection
lower bound which reflects the sum of communication costs in a non-hierarchical
fully meshed network, and designated this bound direct in our plots.

5.2 Results

All plots display the progress of simulated time on the horizontal axis. Plotted
values are averages over 30 runs.

Fig. 1 compares the performance of original Chord with that of enhanced
Chord, the latter variant incorporating our PIS and PRS improvements. This
experiment is based on m = 0, leading the topology to quickly converge to
a Chord ring after being a super-peer overlay for a brief span of time in the
beginning. While the benefit of delay-optimized ID assignment (PIS) on its own
is comparatively small, the delay-optimized finger picking scheme (PRS) achieves
a significant gain. The combination of PIS and PRS effectively halves the average
message delay compared to original Chord. For all remaining experiments, we
have implicitly included our PIS and PRS enhancements.

Fig. 2 depicts the effects of variations of m, the maximum number of edge peers
per distinct finger, on davg. Since m = 0 after stabilization equals Chord, the plot
labels the respective curve Chord. The figure shows the addition of super-peers to
the PIS and PRS optimizations to yield even larger savings. With rising m, davg
diminishes. However, an m which is too large would result in excessive load for
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Fig. 2. Effects of varying the maximum number of edge peers per distinct fingers on
davg (Y axis)

the super-peers in large networks where f , the number of distinct fingers, may
exceed 10. Hence, we have limited m to m = 20. Beyond these observations,
both Fig. 1 and Fig. 2 show the rapid convergence of ChordSPSA.

Fig. 3 plots the number of super-peers with reorganization phase interval
lengths of 1, 4 and 16 seconds, respectively. While a length of 1 second leads
to a growth that prevents the curve from converging within the simulation’s
timeframe, periods of 4 and 16 seconds both yield the desired numbers of super-
peers. Fig. 4 shows the effects of reorganization phase interval changes on the
average message delay, davg. Here, a short interval length of 1 second delivers
better results than longer interval lengths. Despite the savings, a shorter interval
leads to more reorganization phases, causing more ChordSPSA overlay control
messages to be sent as seen in Fig. 5. The goals of swift adaptation to a changing
underlay network and a low message amount are conflicting. Therefore, we have
opted for a default value of 4 seconds as a compromise between these goals.

6 Related Work

The importance of proximity awareness in P2P overlay management has been
stressed in [9,14]. While [14] centers on proximity-aware enhancements for Pastry,
[9] concentrates on various DHT geometries and finds the ring geometry, as
established by Chord, to be most flexible and resilient.

With a focus on performance, properties of gossip variants have been analyzed
in a survey [21]. This survey also contains the generic deterministic round-robin
scheme which we have modified for use within a Chord ring.

Related approaches to distributed super-peer topology construction include
SG-2 which also proposes the construction of a super-peer overlay topology with
the aid of network coordinates [6]. SG-2 mimics the social behavior of insects to
promote particular nodes to super-peer level and vice versa. Another procedure
to create super-peer topologies is based on Yao graphs and a clustering-based
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Fig. 3. Effects of variations of the reorganization phase interval on the number of
super-peers (Y axis)

Time in s

Interval 1 s
Interval 4 s
Interval 16 s

direct

d
a
v
g

in
m

s

0 500 1000 1500 2000 2500
0

100

200

300

400

500

600

700

(a) Matrix A
Time in s

Interval 1 s
Interval 4 s
Interval 16 s

direct

0 500 1000 1500 2000 2500
0

100

200

300

400

500

600

700

(b) Matrix B

Fig. 4. Effects of variations of the reorganization phase interval on davg (Y axis)

Time in s

Interval 1 s
Interval 4 s
Interval 16 s

N
u
m

b
er

of
m

es
sa

ge
s

[·1
06

]

0 500 1000 1500 2000 2500
0.0

1.0

2.0

3.0

0.5

1.5

2.5

3.5

(a) Matrix A
Time in s

Interval 1 s
Interval 4 s
Interval 16 s

0 500 1000 1500 2000 2500
0.0

1.0

2.0

3.0

0.5

1.5

2.5

3.5

(b) Matrix B

Fig. 5. Effects of variations of the reorganization phase interval on the number of
ChordSPSA messages sent (Y axis)



A Self-Organizing Super-Peer Overlay with a Chord Core for Desktop Grids 33

network coordinates generator [22]. It determines the role of a node statically
upon entrance into the overlay. However, neither approach has been geared to-
wards the needs of P2P Desktop Grids.

7 Conclusion

Desktop Grids require scalability and swift communication in a dynamic P2P
setting. In this context, we have discussed the benefits of a Chord-enhanced
super-peer overlay for P2P-based Desktop Grids, and presented ChordSPSA,
a distributed overlay management algorithm that maintains a topology of this
type in a proximity-aware way. We have introduced a deterministic variant of
gossiping that provides peers with a list of all Chord ring members. Moreover,
we have improved Chord’s ID assignment and routing processes to minimize
the average end-to-end message delay. Simulations have quantified the gains our
concept achieves, indicating that our Chord modifications alone suffice to cut
Chord’s average message delay in half and the addition of our proposed super-
peer structure to save even more. With these improvements, Desktop Grids may
operate more smoothly both in terms of overlay maintenance and job manage-
ment, delivering results faster.

Future work will continue to explore the aspects of adaptivity, proximity
awareness, and self-organization in distributed overlay management. The super-
peer list bears additional opportunities, e. g. the detection of ring partitions pro-
vided that peers’ successor IDs are also stored in the list, the direct delivery of
urgent messages, and convenient finger table updates. Another field concerns the
effects of churn and the super-peer overlay’s practical deployment in PlanetLab.
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Abstract. We present a replication algorithm for peer-to-peer networks
that automatically adapts to an increase of requests. If some information
is suddenly very popular, the algorithm distributes it in the peer-to-peer
system and reduces the replicas when the demand decreases. The algo-
rithm is totally self-organizing, i.e. it does not need any administration
and is very resilient to node failures. Furthermore, our algorithm uses the
concept of geographical proximity. Data is preferably replicated on peers
which are geographically close. This is especially useful for location-based
information, such as traffic information, tourist data and weather alerts.

1 Introduction

Peer-to-peer systems (p2p) are known to scale well with respect to the amount
of data offered by the system, thus they work perfectly for large video files
or software downloads. However, current systems fail to adapt to “hot topics”,
i.e. if a certain information suddenly attracts many users, the system should
replicate the data on an increasing number of peers [1]. Once the interest in the
topic has passed the peak, the number of replicas can be reduced again. This
is a serious issue: an open-source project offering high-resolution pictures on its
website “suffers” from a post on a major blog (e.g. engadget.com or slashdot.org).
The same may happen to a news website offering videos about special events
(e.g. an important soccer game). Both services are rendered unavailable in a
matter of hours, as the amount of request shortly surpasses the capabilities of
the respective service providers. However, a few days later this information will
hardly be requested any more.

The p2p replication mechanism we are presenting in this paper automatically
detects and replicates highly requested information. Furthermore, our system is
very resilient towards peer failures, because there is no central point of failure. In
contrast, systems such as Bittorrent [2] can easily be taken down by stopping the
so-called tracker. Our system is totally self-organizing. Thus, a highly requested
topic cannot become unavailable because a small set of peers goes offline.

Our approach bases on Geostry [3] considering locality of information. This
allows us to store and retrieve information for geographical regions. The repli-
cation mechanism presented in this paper always tries to replicate data on peers
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geographically close to the origin of the data. In the example of the soccer game,
this information will preferably be stored on peers near the game. One reason
for this is to reduce overall network load. For example, there is no reason to
host game information about Cologne on a peer in Madrid (unless it’s Cologne
vs. Madrid). Another reason is to avoid free riders [4], i.e. peers who download
but do not intend to upload data. If a peer computer hosts data that is relevant
to the owner of the computer, the owner has an incentive to offer some of his
network capacities for the topic.

Replication in peer-to-peer systems is fundamentally different from replication
in server-based environments. Servers are costly and therefore they are ideally
under load most of the time. In contrast, a peer-to-peer system consists of thou-
sands of personal or mobile computers which are idle most of the time. Thus,
it is relatively easy to find an idle peer. The major challenge in our scenario is
the self-organization, i.e. automatically detecting and replicating hot topics and
dealing with peers that suddenly leave the network.

Our paper is structured as follows. In the next section, we detail goals and
challenges of our algorithm, followed by a brief introduction of the underlying
peer-to-peer system Geostry in section three. In section four, we present our al-
gorithm and evaluate it in section five to show how it adapts to various scenarios.
Section six gives a detailed overview of the related work and section seven closes
with a summary, and an outlook on future works.

2 Replication Goals and Challenges

In this section we describe the requirements that should be met by a replica-
tion technique which is p2p-based and location-aware. Thereby, we illustrate the
challenges that arise when using replication in peer-to-peer systems. General re-
quirements for peer-to-peer systems [5] (e.g. scalability, efficiency...) are covered
by the peer-to-peer system itself and therefore not regarded in this paper.

1. Availability: Objects need to be accessible at all times. Therefore, replicas
need to be distributed over the network, thus minimizing the effect of network
failures.

2. Durability: The main objective of durability is that information should not
get lost. To strengthen this goal, data can be replicated to redundant loca-
tions.

3. Flash-Crowd-Proof: When a specific information abruptly receives a burst
in popularity, the host often becomes unavailable due to the sudden increase
in traffic. The server suffers from the so-called slashdot-effect [6,1]. To cope
with this effect, counter-measures have to be initiated in time.

4. Fast Discovery: Having many replicas does not necessarily improve the over-
all system performance. It is crucial to discover replicas efficiently.

5. Economic: A fast discovery can be easily implemented with a high number
of replicas. However, an intelligent and economic replication scheme should
only generate as much replicas as needed to satisfy all incoming request.
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6. Commitment: Peers implicitly have to accept to host information from for-
eign peers. Without this commitment peer-to-peer networks suffer from the
freerider problem. On one hand we rely on the enthusiasm to use our system
while on the other hand we refer to [4] to counter freeriders.

3 Geostry

In [3], [7] we presented Geostry, a peer-to-peer system for context-based infor-
mation. Geostry bases on Pastry [8] and thus belongs to the latest generation
of p2p systems. For addressing a value Distributed Hash Table (DHT) systems
mostly use a 128-bit identifier. In Pastry, these IDs are generated by applying a
hash function to the IP address, which guarantees unique IDs. Given a message
and a key, Pastry routes a message to the node with the node ID numerically
closest to the key. In each routing step the message reaches a node sharing an
ID-prefix (with the destination object) at least one digit longer, therefore reach-
ing the target in O(log(N)). As Pastry hashes over the IP address, a numerically
small hop may actually lead to a huge jump in terms of geographic distance.

In contrast to Pastry, with Geostry we want to achieve locality of data. Peers
which are geographically close to each other in the real world should therefore
exhibit numerically close IDs in the node ID space. Therefore, we need to link
the node IDs to the physical location of the node in a special way. In [7] we have
shown how to use space-filling curves to achieve that goal. Furthermore, nodes
in Pastry, as well as in Geostry, use a leafset to keep track of nodes with similar
node IDs. As Geostry implements locality, the leafset nodes (leafs) are also in
the near vicinity of the node. In the next section we will illustrate the use of
these nodes for replication purposes.

Additionally, the combination of locality and Distributed Hash Tables leads
to fast converging routes. That is, the distance per hop decreases in the direction
of the target node, quickly putting the query geographically close the original
provider of the data. This feature as well may be used for a fast information
retrieval, as can be seen in Section 4.5. In Geostry, the majority of peers runs
on a rather low load. This derives from the fact, that at one point in time only a
few peers offer highly interesting information. The main goal of the replication
mechanisms in Geostry therefore lies in dampening the peaks when many peers
request data from a single peer. In contrast, data center (e.g. Amazon) adminis-
trators usually expect their servers to run on continuously high loads (Google [9]
talks about 70-80%). Due to these different assumptions, we cannot adopt the
replication mechanisms used in data centers.

4 Replication Design

In Geostry as in other Distributed Hash Table-based p2p systems, nodes use
a hash function to calculate which peer is responsible for hosting the desired
information. More precisely, a peer applies the hash function on a topic or a
keyword, which leads to a key. In the next step, the peer generates a query
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Fig. 1. Illustration of Geostry’s replication behavior

with this key as a target address. The peer with the node ID closest to that
target address - the so called creator - is responsible for the sought-after topic
respectively keyword. Depending on the state of the peer the query is sent to,
different actions need to be taken.

4.1 State 1: Direct Object Access

In our peer-to-peer system, we subdivide the replication process into three states
(see Figure 1(a)). At the beginning, the creator is able to satisfy all incoming
requests reqin on its own. Therefore, no replication is needed in state 1.

4.2 State 2: Leafset Redirection

With an increasing interest in the information provided by a specific host, the
load increases as well. If no special action is taken, the load will increase until
the point where the bandwidth per request is getting lower and lower while new
requests cannot be answered at all. Therefore, as soon as the amount of incoming
requests reaches the LeafsetThreshold, the data is replicated on the leafset nodes
indicating state 2 (see Algorithm 1). Further incoming requests are not answered
anymore, but redirected to a node from leafset. For fairness reasons we use the
round robin method when choosing the redirection peer. In doing so, the creator
distributes the load to peers in the near geographical surrounding. Wolfson’s [10]
showed that requests for geographical-related information mostly originate from
the immediate vicinity. By distributing replicas to leafs - which in Geostry are
the closest peers nearby - we take advantage of this theorem. At this state, the
creator may leave the network as one of his leafs will take its place.

4.3 State 3: Timeout - Deterministic Alternatives

In the third state, the amount of incoming requests surpasses the limit of requests
that a peer can answer and redirect. Thus, some requesting peers will encounter a
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Table 1. Basic procedures during Replication

UsedBandwith(reqin) Returns the bandwidth for handling all incoming requests
SendReplica(peer ) Sends a snapshot to a given peer
HashKey(it, data ) Returns the itth hash value to a given datum
FreeReplica(id, peer ) Allows a peer to delete a replica with a specific ID
SendLowUsage(peer ) Informs a given peer about a decreased request rate
SendAck(bool, peer ) Allows/Denies a peer to leave the replica group
SendDeny(peer ) Informs the creator about its high load situation

Algorithm 1. Check whether to start Leafset Replication
1: procedure CheckLeafsetReplication()
2: if (UsedBandwidth() > LeafsetThreshold)

& (UsedBandwidth() < HashThreshold) then
3: for all (Peer in Leafset) do
4: SendReplica(Peer);
5: end for
6: end if

timeout while waiting for the creator to answer. As the requesting peers cannot
guess the creator ’s leafset, they need a well-known algorithm to find another
peer with a replica. To do so, the requesting peer applies the hash function:
HashKey(1, topic )=ID1 → HashKey(2, topic)=ID2 and so on. Each hash
operation results in a new key. This peer which is responsible for the new key
located far away, we call remote. This remote itself will start in state 1 and shift
to state 2 in case the incoming requests continue to increase.

The amount of replicas (NrOfRemotes) that are generated at remote peers
can be configured dynamically at the creator (see Algorithm 2), eliminating the
need for remotes to switch to state 3. To guarantee a fair load distribution, we
apply the SHA-1 [11] algorithm for the hash operations. Figure 1(b) illustrates
how replicas are distributed on the p2p ring. For this paper, we assume all nodes
have homogeneous capabilities. However, we can easily increase NrOfRemotes to
minimize the probability of choosing a weak node as remote.

In the unlikely event, that a chosen remote is already running on high load,
it may send a SendDeny(creator) message. In doing so, the creator simply
applies the Hashkey(i+1, topic) again to find the next suitable peer to take
the role of a remote. However, as we assume that the majority of peers runs on
low loads, this case is rather uncommon.

4.4 Replication Clean-Up

As the disk space on all participating peers is finite, we have to limit the degree
of replication over time. Without any further limitations, replicas would remain
on a multitude of peers though the demand for this specific information has
decreased or even ceased completely. On the other hand we want to guarantee
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Algorithm 2. Check whether to start Hash Replication
1: procedure CheckHashReplication()
2: if UsedBandwidth() > HashThreshold then
3: for (i = 0, i < NrOfRemotes, i + +) do
4: remote[i] := HashKey(i, datum);
5: SendReplica(remote[i]);
6: end for
7: end if

durability. Therefore, we have to find a trade-off between the amount of replicas
and the time the replicas are being hold at the foreign peers.

The creator solely decides on the amount of remotes, depending on the esti-
mated required bandwidth. After this, the remotes act autonomously and decide
on how many leafs they themselves send the replica to. In doing so, the remotes
fairly distribute the load to their neighbors. Considering the overall load for a
specific datum it is the highest at the creator, followed by its leafs and then the
remotes with their leafs. This makes it easy to adapt the amount of replicas to
the actual need in the network.

As the remotes decide locally when to forward replicas to their leafs, they can
also delete these replicas. In case the amount of arriving queries at the remote
drops under a certain threshold FreeLeafThreshold, it sends a Free(replica)
message to some or all of its leafs. This allows them to destroy their replicas and
free their memory. Later on, when the amount of queries has dropped under the
FreeRemoteThreshold, the remote informs the creator about this circumstance
(SendLowUsage(creator)) and waits for a reply. If the load at the creator is low
enough such that the creator can handle the remote’s incoming requests itself,
it accepts the remote’s request for leaving the replica group (SendAck(true,
remote)). Then, the remote frees its memory and makes it available for other
replicas. If the load at the creator is still too high, it denies the request and the
remote stays in the replica group.

4.5 Fast Converging Routes

As we mentioned before, Geostry features fast converging routes [7]. This feature
results from the prefix-routing and the locality of data. The first hops will differ
greatly in the first few bits, resulting in a large geographical distance being
traveled between these hops. As the key of the peers the query is passing gets
closer to the key of the target node, the geographical distance between the hops
gets lower.

For our replication purposes we can take advantage of this characteristic.
After the creator of a well-queried information changed to state 2, information
is replicated to other nodes of his leafset. These leafs are chosen as they are
listed in the creator’s leafset and thus are in its near geographical surrounding.
This in turn means, that the ID of those nodes does not differ a lot from the
creator. In doing so, we replicate information around the location it is about.
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This allows the creator to leave the network without rendering its information
unaccessible. Furthermore, there is the effect of the fast converging routes. As
the amount of queries for this specific information increases, queries eventually
pass by nodes, which already store a replica. This is due to the routing protocol
in Pastry. Peers, who do not know the creator (respectively have an entry in
their routing table) forward the query to a peer with a node ID which is closer
than their own. Thus, the query possibly hits a leaf and does not need to be
forwarded any more, but can be answered locally. Thereby, in addition to the
replication itself, the load on the creator can be further reduced.

5 Evaluation

To document the adaptability under varying load situations we implemented a
simulator in C#. We consecutively generate 1000 nodes and integrate them into
the overlay using Pastry’s Join method. Thereby, the routing tables of each peer
are getting filled and each peer keeps an average of 6 connections to other peers.
Incoming requests are answered directly by the responsible peer (called the cre-
ator) if possible. If more requests arrive, they are redirected to the leafs until the
peer processes up to 30 requests in parallel. From this point on, queries remain
unanswered and their senders thus have to use the HashKey(topic) method
to find a suitable remote. In our evaluation peers need between 30 and 180 ms
to process a query, resulting in an average throughput of 9.5 requests/second.
For the evaluation we assign eight leafs to each peer and calculate four re-
motes.

5.1 Scenarios

Our evaluation is based on the three most typical usage patterns.

Constant: By simulating a nearly constant rate of interest for a specific piece
of information, we can simulate the general behavior for information of average
interest. The request rate for a specific piece of information in this scenario is
cycling between 12 and 14 requests/second.

Wave: The interest in some data changes periodically. For example, traffic
data is most relevant during the rush hour and almost obsolete at midnight.
This leads to a wave-like behavior in regular recurrences. We simulated this by
using a request rate cycling periodically between 10 and a 100 requests/second.

Surge: In case a certain piece of information becomes important for a large
group of peers (e.g. an earthquake happened and lots of users want to check for
available information about it), the request rate will erratically rise far above
the capabilities a peer can handle. Therefore, all states of the replication pro-
cess will be used. To simulate this behavior, we set the request rate to 8.3
requests/second at the beginning, which is then rapidly rising to a maximum of
50 requests/second.
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Fig. 2. Replication simulation using 1000 peers

5.2 Results and Analysis

One of the major challenges we address in this paper is the ability to adapt the
replication to various different scenarios. We had six runs per scenario with a
duration of 15 minutes each, all showing the same behavior. A measurement as
depicted in Fig. 2 illustrates how often a request was handled by each “role”.

We have classified these scenarios into three categories according to their stress
level. As we can see in Fig. 2(a), a constant low level of queries leads to the fact that
the creator is able to handle most of the queries on its own. After eight seconds,
the time to answer a query takes longer (simulating more complex queries) and
thus a few more peers (leafs and remotes) are needed to compensate the amount
of queries. Fig. 2(b) shows that over time, the creator is able to handle around
90% of queries on its own. In the wave scenario (see Fig. 2(c)), we see that the
creator handles all queries until the interest in a topic gets too high. Then, the
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leafs and the remotes take part in the replication process and answer queries, too.
As the interest decreases, the replica clean-up phase starts and removes replicas
from leafs and remotes. Thus, the creator solely answers all queries, not needing
further peers any more. On average, the creator answers around 50% itself (see
Fig. 2(d)), leaving the remainder for the leafs and remotes. The surge scenario
(see Fig. 2(e)) shows what happens in times of high loads. All participating peers
run at their limit to answer the incoming queries. In general (see Fig. 2(f)), the
creator answers even less queries than the peers hosting the replicas. The kind of
peer answering a query changes in relation to the current load. In times of low
loads, the creator handles all traffic, whereas in times of high interest in its data,
the leafs and remotes add to the creator’s bandwidth and answer a major part of
the queries. This shows, that our replication scheme is able to adapt to the required
bandwidth and processing load.

6 Related Work

Research in the area of replication produced some interesting techniques. Our
approach does not fall completely into one of the following categories, but rather
combines concepts of them with new aspects.

6.1 Cache-Based Replication

In most p2p protocols intermediate nodes participate in the object transfer
and query forwarding [12] process (e.g. routing). These protocols include e.g.
OceanStore [13] and Freenet [14]. Observing passing objects and queries enables
the creation of copies of popular objects for caching reasons. This reduces the
response time and transfer overhead and may also reduce the load on the orig-
inal creator of the object. One of the major drawbacks of this approach is the
fact that a large hop count between two peers nodes will result in replicas on all
nodes along the way. This leads to a large storage overhead, which is especially
critical at nodes with low storage capacities.

6.2 Active Content Replication

Active content replication (ACP) was designed to achieve the goal of increasing
availability, performance and locality of data. ACP is common, but not limited
to unstructured overlays where a non-deterministic search is used. It is used
in protocols like Scan [15], Freenet, and Gnutella [16], where it is also known
as dynamic or proactive replication. Scan applies the smart dynamic replication
strategy, which performs best in terms of bandwidth consumption. The Gnutella
protocol [17,18] had a rather statistical approach to assign replication weights to
each node. Comparing p2p network performance in case of uniform replication on
one hand and linearly proportional replication related to popularity on the other
hand, the replication designers have concluded that an intermediate solution
through proportional square-root replication will achieve best performance and
least replication overhead [19]. The focus of ACP however lies on unstructured
overlays and is hard to implement in DHT-based systems.
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6.3 OceanStore’s Replica Management

OceanStore, a distributed storage architecture built on Tapestry [20], uses in-
telligent replication management to keep efficient and consistent storage and
versioning services. At the same time, it uses security mechanisms to keep ob-
ject integrity and provide secure access to data.

The focus of OceanStore is on the persistence of data i.e. preventing data loss.
However, it does not provide mechanisms to dynamically adapt to changing re-
quest rates. Each version of data is stored in a read-only form, which is encoded
using erasure-codes and then spread over thousands of servers. In a flash-crowd
scenario, OceanStore produces high costs for the generation of these erasure-
encoded fragments. To satisfy the requests the consistency restrictions may be
lowered, however clients will receive older versions then. Additionally, the cre-
ated fragments cause an overhead through the additionally needed storage [21],
thereby violating the efficiency requirement.

6.4 Initial Factor Assignment

PAST [22] uses location randomization to place copies of its replicas. This results
in geographically diverse locations and ownerships for replicas. PAST differs
from the other protocols in adding an initial replication factor k to each object.
This factor depends on the estimated availability and persistence requirements
for a certain object. The k peers having the closest ID to the most significant
bits of the object identifier shall maintain replicas of this object. However, the
assignment of an initial factor at the insertion time poses to be the drawback of
this schema as it is not able to consider future changes for an object’s popularity.

6.5 Static Replication Schemes

Chord [23] - not providing a replication by itself - however does provide an
infrastructure suitable for replication. These successor lists contain the nodes
succeeding the peer’s key. The application using the replication can decide on
the amount of entries it needs. According to the protocol, the node keeps track
of these nodes and update the successor lists as they join and leave the network.
This allows for a simple replication of data to the peers in the successor list,
however without any geographic relation.

CAN [24] is another well-analyzed p2p system. In CAN, the ID space is divided
in so-called zones, where there is at least one peer per zone. CAN offers two
mechanisms, which can be exploited for replication. On the one hand, CAN
supports realities, allowing in each reality a different peer is responsible for a
certain piece of information. On the other hand, CAN can be configured such
that it allows multiple peers in one zone, each one responsible for the same data.
Though this procedure allows for load-balancing, it is not dynamic and lacks
mechanisms to minimize the effect of peaks.
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7 Conclusion

Solving the replication problem within peer-to-peer systems is a challenging task.
The adaptation to flash-crowds requires a dynamic replication scheme, which also
provides robustness in terms of node churn. In this paper we presented a solution
- solely based on local decision making - to overcome this challenge. Thereby, we
combine existing concepts from PAST and enhance them by an efficient replica
distribution and a dynamic replication factor.

In the event of a high interest in a certain topic, data is replicated to nearby
nodes at first. If the arising load exceeds the bandwidth, being offered by
thecreator and its leaf nodes, a hash function is used to determine other peers,
which will store further replicas. In this case, a peer searching for information
about this ”hot topic” will possibly receive a timeout when searching for the
information at the creator. Therefore, it applies a well-known hash function to
find other peers, which also provide this information. The amount of replicas
self-adapts to the demand, in terms of replicas being generated in times of great
demand and deleted when the demand falls. Thus, we can eliminate the effect of
peaks and satisfy the replication goals (see Section 2). Though algorithms are op-
timized for location-based information, due to the underlying Pastry framework
it can be easily adapted to standard DHT-based systems.

In the future, we will run more experiments and study the effects of our
parameters to optimize the efficiency of the replication process. Furthermore,
we plan to overcome the problem of “impatient” peers. In high load situations,
these greedy peers send n-queries in parallel instead of waiting for an answer
from the first node. We think about using an exponential back-off, growing with
the distance from the creator, to cope this problem.
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Abstract. This paper discusses the efficiency of audits as incentives for reduc-
ing free-riding in P2P storage applications, that is, lessening the number of 
peers that can store their data without contributing to the storage infrastructure. 
Audits are remote data verifications that can also be used to decide whether to 
cooperate with a given peer based on its behavior. We demonstrate how an au-
dit-based strategy can dominate or outperform the free-riding strategy by exhi-
biting the equilibria of our evolutionary game theoretical model of a P2P  
storage application. 

Keywords: evolutionary game, trust establishment, audit, cooperation, P2P  
storage. 

1   Introduction 

Peer-to-peer (P2P) is an emerging technology in the storage system area whereby data 
are distributed in a self-organizing manner to multiple peers instead of using a central 
storage outsourcing server. Such a distributed storage in particular aims at maintain-
ing a reliable storage without a single point of failure, although without the need for 
an expensive and energy-consuming storage infrastructure as offered by data centers. 
Peers volunteer for holding data within their own storage space on a long term basis 
while they expect a reciprocal behavior from other peers. Just like in P2P file sharing, 
cooperation incentives have to be used to prevent selfish behaviors whereby peers 
free-ride the storage system by storing data onto other peers without contributing to 
the storage infrastructure. Selfishness is however likely more attractive in P2P data 
storage since unduly gained storage might be used for an extensive period of time 
contrary to bandwidth which is related to only one file sharing operation. Remote data 
verification protocols have recently appeared (e.g., [2], [5], [6], [7], [8], [9], [10], and 
[11]) that aim at auditing peers so as to detect misbehaving ones that claim to hold 
some data which they in fact destroyed. We claim that such auditing protocols form 
the basis of an efficient cooperation incentive mechanism. Generally, such a mechan-
ism is proven to be effective if it is demonstrated that any rational peer will always 
choose to cooperate whenever it interacts with another cooperative peer. We evaluate 
this mechanism using an evolutionary game model describing the evolution of strate-
gies within large populations as a result of many local interactions, each involving a 
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small number of randomly selected individuals. We propose in this paper an evolutio-
nary game model of a P2P storage system that we use to study under which conditions 
an audit-based strategy wins over self-interested strategies. 

The rest of this paper is organized as follows: in Section 2, an outline of the P2P 
storage system is first provided. An evolutionary game model of such system is de-
scribed in Section 3 and the solution of the model, the evolutionary stable strategy, is 
derived. Results obtained through numerical simulation experiments are finally ana-
lyzed in Section 4. 

2   A P2P Storage System 

We consider a P2P storage system in which peers can store their personal data at other 
peers. The latter, called holders, should store data until the owner retrieves them. The 
availability and correctness of stored data is periodically checked by the owner or its 
delegates, called verifiers. However, holders or verifiers may still misbehave in vari-
ous ways to optimize their own resource usage.  

We assume that the storage application enforces a random selection of holders and 
verifiers (for instance using the method outlined in [13]). This strategy aims at pre-
venting collusions between peers trying to gain an unfair advantage out of the storage 
system. Behavior assessment relies on an audit-based verification (see [13] for more 
details) of the cooperation of peers as holders. This assessment is the basis for decid-
ing whether to accept to store or to audit another holder on behalf of a given peer. 
Audits result from the execution of a remote data possession protocol (see [4]) period-
ically performed by verifiers. A peer chooses to cooperate with other peers that have 
proven to be reliable in the past based on audits. 

One-stage or repeated games model interactions that only involve the participants 
to the storage of one piece of data. Modeling the storage of multiple data as a  
one-stage game would lead to overly complex games otherwise. In contrast, an evolu-
tionary game makes it easy to model the macroscopic aspects of such interactions 
occurring within populations of peers. An evolutionary game model describes interac-
tions between randomly chosen players, thus practically portraying the random selec-
tion of holders and verifiers in the audit-based approach outlined above. 

3   Evolutionary Game 

We propose in this paper an evolutionary game model of a cooperative storage system 
with which we endeavor to evaluate under which conditions peers using the audit-
based strategy will dominate the system.  

3.1   Game Model  

In the proposed system, an owner stores data replicas at r holders. It appoints m ve-
rifiers for its data replica that will periodically check storage at holders.  

The system is modeled as an evolutionary game. According to Friedman [1], “an 
evolutionary game is a dynamic model of strategic interaction with the following 
characteristics: (a) higher payoff strategies tend over time to displace lower payoff 
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strategies; (b) there is inertia; (c) players do not intentionally influence other players’ 
future actions”. 

 

One-stage game: The one-stage game represents an interaction between one data 
owner, r data holders, and m verifiers randomly chosen. Thus, the considered game 
players are an owner, r holders, and m verifiers. The one-stage interaction consists of 
several phases: 
 

- Storage phase: the owner stores data at the r holders. At this phase, holders may 
decide to keep data stored or to destroy them depending on their strategy (see next 
paragraph “Evolutionary game”). Holders that crash or leave the system without 
any notice are considered as defectors contrary to our previous work [14]. 

- Delegation phase: the owner sends verification information to the m verifiers in 
order to be able to periodically check data at holders. Whether to cooperate with 
the owner in verifying data is determined by each verifier’s strategy (see next pa-
ragraph “Evolutionary game”). 

- Verification phase: a verifier can decide whether the holder has been cooperative 
based on the results of a verification protocol such as [2] and take potential action 
depending on its strategy. A verifier whose strategy is to cooperate will send the 
owner the results it obtained by auditing the holder. A non-cooperative verifier 
may mimic a cooperative strategy by sending a bogus result. Verifiers are not 
more trusted than other peers and may lie about verification, for instance reporting 
an absence of response to a challenge for a cooperative holder. A verifier might 
also be framed by a malicious holder trying to make it appear as a non-cooperative 
verifier. Some verifiers may also crash or leave the system, and be unable to 
communicate results of verifications. The owner therefore cannot determine with 
certainty whether a verifier chose to adopt a cooperative strategy. One negative re-
sult from a verifier is also not enough for the owner to decide that the holder is 
non cooperative. Such a notification may however be used as a warning that the 
holder may have destroyed its data. Based on such a warning, the owner would 
replicate the endangered data, therefore maintaining or even increasing storage re-
liability to his advantage.  

- Retrieval phase: the owner retrieves its data from the r holders. If one holder de-
stroyed the data, the owner decides on potential action towards that holder de-
pending on its strategy (see next paragraph “Evolutionary game”). 

 

Data storage is a long-term process during which several peers may have been stor-
ing data from multiple owners; we define the evolutionary game that models our P2P 
storage application as a sequence of a random number of such simultaneous one-stage 
interactions. 
 

Evolutionary game: Our proposed game is similar to the game in [2] where players 
have either the role of the donor or the role of the recipient. The donor can confer a 
benefit b to the recipient, at a cost -c to the donor. We consider three roles in our 
game: owner, holder, and verifier; any peer may play several of these roles throughout 
the game. In a one-stage game, the owner is considered a recipient, the r holders and 
m verifiers are donors. The owner gains b if at least one holder donates at a cost –c; 
however if no holder donates then the owner gains βb if at least one verifier donates at 
a cost –αc (α≤1) for each verifier. The latter case corresponds to the situation where 
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the cooperative verifier informs the owner of the data destruction, and then the owner 
may replicate its data elsewhere in the network thus maintaining the security of its 
data storage.  

Holders and verifiers have the choice between cooperating, which we call inter-
changeably donate, or defecting: 

 

- Cooperation whereby the peer is expected to keep others’ data in its memory and 
to verify data held by other peers on behalf of the owner. 

- Defection whereby the peer destroys the data it has accepted to hold, and also 
does not verify others’ data as it promised to. 

The peers’ strategies that we consider for study are: 

- Always cooperate (AllC): the peer always decides to donate, when in the role of 
the donor. 

- Always defect (AllD): the peer never donates in the role of the donor. 
- Discriminate (D): the discriminator donates under conditions: if the discriminator 

does not know its co-player, it will always donate; however, if it had previously 
played with its co-player, it will only donate if its co-player donates in the pre-
vious game. This strategy resembles Tit-For-Tat but differs from it in that both 
the owner (the donor) and its verifiers may decide to stop cooperating with the 
holder in the future. 

3.2   Observations  

Let’s consider a scheme (see Fig. 1) inspired from epidemic models which categorize 
the population into groups depending on their state [12]. Two states are distinguished: 
“not known” and “known” states. Because of the random selection of holders and 
verifiers among all peers and given the presence of churn, there are always nodes 
potentially in the “not known” state.  

 

Fig. 1. System dynamics 

We denote the number of peers that a given peer in average does not know at a cer-
tain time t by D and the number of peers that it knows on average at time t by K. Peers 
that may join the system are peers who were invited by other members with a fixed 
invitation rate λ. Peers are leaving the system with a fixed departure rate of μ. The rate 
σ designates the frequency of encounter between two peers, one of them being the 
holder (i.e., the probability that a peer knows about the behavior of another peer). 
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We denote the total number of peers in the storage system - excluding the observ-
ing peer - as n = D + K. The dynamics of K and D are given by the following  
equations: ݀݀ݐܦ ൌ ݊ߣ െ ሺߪ ൅ ݐܭ݀݀ ܦሻߤ ൌ ܦߪ െ ܭߤ ൌ ݊ߪ െ ሺߪ ൅  ܭሻߤ

Since n = D + K: ݀݊݀ݐ ൌ ሺߣ െ  ሻ݊ߤ
 

Let q be the probability that the discriminator knows what a randomly chosen co-
player chose as a holder strategy in a previous one-stage game (the discriminator 
being an owner or verifier in that game). The probability q is equal to K/n, hence: ݀ݐ݀ݍ ൌ ݊ݐ݀/ܭ݀ െ ଶ݊ݐ݀/݊݀ܭ  

Thus,  ݀ݐ݀ݍ ൌ ߪ െ ሺߪ ൅  ݍሻߣ

At time t=0, the set of peers in state K is empty. Over time, peers in state D enter 
state K with rate σ. A new peer joining the system is assigned state D meaning that 
initially q(0)=0. The result of the above differential equation is thus: ݍሺݐሻ ൌ ߪߪ ൅ ߣ ሺ1 െ ݁ିሺఙାఒሻ௧ሻ 

The limit of q(t) when t → ∞ is σ/( σ+ λ). If we consider a system without churn 
(λ=0), the limit becomes 1. 

3.3   Fitness  

We respectively denote the frequency (i.e., fraction in the population of playing peers) 
of strategies AllC by x, AllD by y, and D by z. The expected values for the total payoff 
obtained by the three strategies are denoted by UAllC, UAllD and UD, and the average 
payoff in the population by: ܷ ൌ ݔ ൈ ஺ܷ௅௅஼ ൅ ݕ ൈ ஺ܷ௅௅஽ ൅ ݖ ൈ ܷ஽ 

The average payoffs that are also called fitness for each strategy are defined in the 
following.  

At time t, a participating peer will have r times more chances to be chosen as a 
holder and m times more chances to be chosen as verifier than to be chosen as an 
owner.  

A peer playing the strategy ALLC will always cooperate: it will donate at a cost –c 
if it is chosen as a holder or at a cost –αc if it is chosen as a verifier. It will gain a 
benefit b if it is chosen as an owner and at least one of its data holders is not a defec-
tor, otherwise, it may gain a benefit βb if at least one of its verifiers is not a defector.  
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஺ܷ௅௅஼ ൌ െܿݎ െ ܿߙ݉ ൅ ܾሺ1 െ ௥ሻݕ ൅ ௥ሺ1ݕ൫ܾߚ െ ௠ሻ൯           ൌݕ െܿሺݎ ൅ ሻߙ݉ ൅ ܾሺ1 െ ௥ݕ ൅ ௥ሺ1ݕߚ െ  ௠ሻሻݕ

A peer playing the strategy ALLD will never cooperate, so it will never donate. It 
will gain a benefit b if it is chosen as an owner and at least one of its data holders is 
not any of these types: a defector (type occurs with frequency, i.e., probability y) or a 
discriminator that knows the peer (type occurs with probability qz on average). Oth-
erwise, the peer may gain a benefit βb if at least one of its verifiers is not of any of the 
former two types.   ஺ܷ௅௅஽ ൌ ܾሺ1 െ ሺݕ ൅ ሻ௥ሻݖݍ ൅ ݕ൫ሺܾߚ ൅ ሻ௥ሺ1ݖݍ െ ሺݕ ൅ ሻ௠ሻ൯      ൌݖݍ ܾሺ1 െ ሺݕ ൅ ሻ௥ݖݍ ൅ ݕሺߚ ൅ ሻ௥ሺ1ݖݍ െ ሺݕ ൅  ሻ௠ሻሻݖݍ

A peer playing the strategy D will always cooperate if it does not know the reci-
pient or the latter was cooperative in a previous interaction. It will donate at a cost –c 
if it is chosen as a holder or at a cost –αc if it is chosen as a verifier. It will gain a 
benefit b if it is chosen as an owner and at least one of its data holders is not a defec-
tor, otherwise, it may gain a benefit βb if at least one of its verifiers is not a defector.  ܷ஽ ൌ െܿሺݎ ൅ ሻሺ1ߙ݉ െ ሻݕݍ ൅ ܾሺ1 െ ௥ݕ ൅ ௥ሺ1ݕߚ െ  ௠ሻሻݕ

Strategies with higher fitness are expected to propagate faster in the population and 
become more common. This process is called natural selection. 

3.4   Replicator Dynamics  

The basic concept of replicator dynamics is that the growth rate of peers taking a 
strategy is proportional to the fitness acquired by the strategy. Thus, the strategy that 
yields more fitness than the average fitness of the whole system increases, and vice 
versa. We will use the well known differential replicator equations: ݀ݐ݀ݔ ൌ ሺݔ ஺ܷ௅௅஼ െ ܷሻ ݀ݐ݀ݕ ൌ ሺݕ ஺ܷ௅௅஽ െ ܷሻ ݀ݐ݀ݖ ൌ ሺܷ஽ݖ െ ܷሻ 

3.5   Evolutionary Stable Strategy  

A Strategy is said to invade a population of strategy players if its fitness when inte-
racting with the other strategy is higher than the fitness of the other strategy when 
interacting with the same strategy. An evolutionarily stable strategy (ESS) is a strate-
gy which no other strategy can invade if all peers adopt it. 

Case x≠0, y=0, z≠0: This case corresponds to a fixed point in the replicator dynamics, 
which means that a mixture of discriminating and altruistic population can coexist and 
are in equilibrium. 

Case x≠0, y≠0, z=0: In this case, the replicator dynamics of both altruistic and defec-
tor populations are: 
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ݐ݀ݔ݀ ൌ െܿݕݔሺݎ ൅ ሻߙ݉ ൑ ݐ݀ݕ݀ 0 ൌ ݎሺܿݕݔ ൅ ሻߙ݉ ൒ 0 
 

The population of defectors wins the game and the ESS is attained at x=0 and y=1. 

Case x=0, y≠0, z≠0:  There is an equilibrium point for which defectors and discrimi-
nators coexist (x=0, y=y0, z=z0) which corresponds to: ݀ݐ݀ݕ ൌ ݐ݀ݖ݀ ൌ 0 

The equilibrium point is then solution of the following equation: ܿሺݎ ൅ ሻሺ1ߙ݉ െ ଴ሻൌݕݍ ܾ ቀሺݕ଴ ൅ ଴ሻ௥ݖݍ െ ଴௥൅ݕ ଴௥ሺ1ݕ൫ߚ െ ଴௠ሻݕ െ ሺݕ଴ ൅ ଴ሻ௥ሺ1ݖݍ െ ሺݕ଴ ൅  ଴ሻ௠ሻ൯ቁݖݍ

Table 1 describes equilibrium values in some particular cases. More cases for equi-
librium values will be examined in Section 4. 

Table 1. Finding the equilibrium for x=0, y≠0, z≠0 

Conditions y0 z0 
r=1, m=0, b≠c, ݍሺݐሻ ௧՜ஶሱۛ ሮ ఙఙାఒ min ቆmax ቆܾߪ െ ܿሺߪ ൅ ሻሺܾߣ െ ܿሻߪ , 0ቇ , 1ቇ min ൬max ൬ ሺܾߣܿ െ ܿሻߪ , 0൰ , 1൰ 

r=0, m=1, b≠c, ݍሺݐሻ ௧՜ஶሱۛ ሮ ఙఙାఒ 
min ൬max ൬ߪܾߚ െ ߪሺܿߙ ൅ ܾߚሻሺߣ െ ߪሻܿߙ , 0൰ , 1൰ min ൬max ൬ ܾߚሺߣܿߙ െ ߪሻܿߙ , 0൰ , 1൰ 

r=1, m=1,  ݍሺݐሻ ௧՜ஶሱۛ ሮ 1 min ቆmax ቆܿሺ1 ൅ ሻߙ െ ܾߚܾ , 0ቇ , 1ቇ min ቆmax ቆሺ1 ൅ ሻܾߚ െ ܿሺ1 ൅ ܾߚሻߙ , 0ቇ , 1ቇ 

 
Case x≠0, y≠0, z≠0: There is one stationary point (x=0, y=y0, z=z0) for which defec-
tors will exploit and eventually deplete all cooperators. The amount of defectors will 
first increase, and then converges to the equilibrium where there is either coexistence 
with discriminators, or winning over them, or losing to them depending on storage 
system parameters.  

4   Numerical Evaluation 

The evolutionary game is simulated with a custom simulator using the differential 
equations of subsection 3.4, and within several scenarios varying storage system’s 
parameters.  

Initial frequency of strategies: Fig. 2 shows the frequency of cooperators and defec-
tors over time, and demonstrates that with time cooperators will be eliminated from 
the system by these defectors. The presence of discriminators in the system does not 
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Fig. 2. Frequency of cooperators vs. defectors over time. m=5, r=7, β=0.1, α=0.001, λ=0.01, 
σ=0.05, b=0.05, c=0.01, x(0)=0.9, y(0)=0.1, and z(0)=0. 

prevent cooperators from being evicted from the system; however, discriminators and 
defectors will converge to an equilibrium where both coexist (see Fig. 3). 

This equilibrium is perturbed by the injection of a large population of defectors, as 
illustrated in Fig. 4 (by varying the initial frequency of z). If discrimination becomes a 
minor strategy in the population (frequency ≤ 0.1), it is completely eliminated from 
the system. However, if a small population of defectors is injected, discriminators 
converge to the same equilibrium. So, there are two equilibria that are determined by 
the initial population of discriminators:  (x=0, y=1, z=0) and (x=0, y=y0, z=z0).  

 

Fig. 3. Frequency of the three strategies over time. m=5, r=7, β=0.1, α=0.001, λ=0.01, σ=0.05, 
b=0.05, c=0.01, x(0)=0.6, y(0)=0.1, and z(0)=0.3. 

The discriminators do not win over defectors, because the latter may still have a 
good payoff if they interact with some discriminators that do not know them yet, for 
instance for discriminators that just entered the system, or defectors that just joined in. 
Additionally, defectors do not always win over the discriminators because there are 
discriminators that already know them and that always choose to defect with them. 
The figure shows also a little decrease in the frequency of discriminators before con-
verging to the equilibrium. The decrease is due to the fact that discriminators act as 
cooperators in the beginning of the game since they do not know the behavior of de-
fectors yet.  
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Fig. 4. Frequency of discriminators over time varying z(0). m=5, r=7, β=0.1, α=0.001, λ=0.01, 
σ=0.05, b=0.05, c=0.01, and x(0)=0. 

Number of verifiers and replicas: Varying the number r of data replicas or the 
number m of verifiers changes the equilibrium point. Increasing r favors defectors 
(see Fig. 5a).  

 

(a)                                                    (b) 

Fig. 5. Frequency of discriminators at equilibrium varying (a) r and m. r=7, m=5, β=0.1, 
α=0.001, λ=0.01, σ=0.05, b=0.05, c=0.01, x(0)=0, y(0)=0.5, and z(0)=0.5 

This is because the fitness gain of discriminating owners is overwhelmed by the 
fitness loss that results from data storage cost -c that is always paid by discriminating 
holders. Increasing r increases data reliability, thus increasing chances of having the 
benefit b. But, this benefit is perceived by both populations of discriminators and 
defectors without favoring one over the other.  

Increasing m decreases the equilibrium value of discriminators frequency (see Fig. 
5b). This is due to the fact that increasing m increases the cost of data verification -αc. 
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Fig. 6. Frequency of discriminators at equilibrium varying the probability of encounter σ. m=5, 
r=7, β=0.1, α=0.001, λ=0.01, b=0.05, c=0.01, x(0)=0, y(0)=0.5, and z(0)=0.5 

This cost is just paid by discriminating verifiers. That’s why increasing m reduces 
their fitness. Fig. 6 also illustrates the fact that increasing the probability of encounter 
σ leads to an increase in the equilibrium value of discriminators’ frequency because 
more discriminators get acquainted with more defectors. 
 

Churn: The peer arrival rate λ affects the probability q, and hence the equilibrium 
point of the game (see Fig. 7). For a low churnout value (small λ), the frequency of 
discriminators at equilibrium is high; whereas for a high churnout value (large λ) the 
frequency at equilibrium decreases. For high churnout, peers are not able to get ac-
quainted with all peers since there are always new peers in the system, and defectors 
may take advantage of the lack of knowledge of discriminators about the system to 
gain benefit and remain in the game. For a system without churnout (λ=0), discrimina-
tors win against defectors that are eliminated from the game. 

 

Fig. 7. Frequency of discriminators at equilibrium varying the arrival rate λ. m=5, r=7, β=0.1, 
α=0.001, σ=0.05, b=0.05, c=0.01, x(0)=0, y(0)=0.5, and z(0)=0.5 

Benefit and cost: Fig. 8 depicts the impact of the benefit b and of the cost c on the 
frequency of discriminators at equilibrium. The figure shows that b and c have oppo-
site effects on the equilibrium frequency of discriminators: increasing b increases the 
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Fig. 8. Frequency of discriminators at equilibrium varying the ratio c/b. m=5, r=7, β=0.1, 
α=0.001, λ=0.01, σ=0.05, b=0.05, x(0)=0, y(0)=0.5, and z(0)=0.5 

frequency whereas increasing c makes it decrease. If the storage cost is small, it will 
be compensated by the benefit. In contrast, if the storage cost is high (c≥0.3×b), dis-
criminators cannot cope with this high cost and they will be eliminated from the sys-
tem by defectors. 
 

Summary: Simulation results prove that there exist parameter values for which discrimi-
nators, who use an audit-based mechanism, may win against free-riding defectors. Discri-
minators are not hopeless when confronting defectors, even if the latter may dominate 
altruists (always cooperate strategy). At the equilibrium of the game, both discriminators 
and defectors may coexist if there is churn in the system otherwise discriminators will 
dominate. The replication rate r and the number of verifiers m decreases the frequency of 
discriminators at the equilibrium for a small value for r. Additionally, a costly storage or 
an increase in the number of verifications performed reduce this frequency.  

5   Conclusion 

In this paper, we validated an audit-based strategy as an evolutionary stable strategy 
under some conditions as the basis for a P2P storage system. The results obtained 
show that such a strategy wins over a free-riding strategy in a closed system. Given 
reasonable constraints, they also show that this strategy can coexist with free-riders, 
and even achieve a high frequency. The fact that cryptographic primitives exist that 
make the implementation of appropriate audit mechanisms possible without unrealis-
tic network bandwidth requirements is noteworthy for practical implementation. We 
are currently investigating other security issues of P2P storage systems, notably those 
raised by maliciousness. 
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Abstract. Hierarchical approaches, where nodes are clustered based on their net-
work distances, have been shown to allow for robust and scalable topology-aware
overlays. Moreover, recent research works have shown that cluster-based deploy-
ments of Internet Coordinates Systems (ICS), where nodes estimate both intra-
cluster and inter-cluster distances, do mitigate the impact of Triangle Inequality
Violations (TIVs) on the distance predictions, and hence offer more accurate in-
ternet latency estimations. To allow the construction of such useful clusters we
propose a self-organized distributed clustering scheme. For better scalability and
efficiency, our algorithm uses the coordinates of a subset of nodes, known by run-
ning an ICS system, as first approximations of node positions. We designed and
evaluated two variants of this algorithm. The first one, based on some coopera-
tion among nodes, aims at reducing the expected time to construct clusters. The
second variant, where nodes are selfish, aims at reducing the induced communi-
cation overhead.

Keywords: ICS, Clustering, Triangle Inequality Violations, Performance.

1 Introduction

Recent years have seen the advent of Internet applications which are built upon and
benefit from topology-aware overlays. In particular, most if not all of these applica-
tions and associated overlays rely on the notion of network proximity, usually defined
in terms of network delays or round-trip times (RTTs), for optimal neighbor selection.
Recent research has focused on proposing elegant solutions to the problem of proxim-
ity retrieval while avoiding algorithms that can prove to be very onerous in terms of
measurement overheads, and significant bandwidth consumption (ping storms). In this
context, network positioning systems, such as [1,2], were introduced. The key idea is
that if each node can be associated with a “virtual” coordinate in an appropriate space,
distance between nodes can be trivially computed without the overhead of a direct mea-
surement. Despite the elegance from a theoretical perspective, these systems have some
practical limitations. In particular, Internet latencies that do violate triangle inequalities,
in the actual Internet [3], degrade both coordinates’ accuracy and stability [4,5].

Recent research works, however, have shown that shorter internet paths are less likely
victims of severe TIVs. Following these observations, in [5] we evaluated the efficiency
of a hierarchical approach for ICS. In this approach, nodes that are near each other are
clustered, and an independent ICS runs in each cluster. These independent ICS are used
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to estimate intra-cluster distances, whereas inter-cluster distances are simply estimated
by using an ICS involving all nodes. Since only short paths remain inside the clus-
ters, there are less TIVs in these subspaces. Consequently, the hierarchical ICS offers
more accurate latency estimations for intra-cluster distances. More generally, hierarchi-
cal overlay approaches, where nodes are clustered based on their network distances,
have been shown to allow for robust and scalable network-aware overlays [6,7,8]. In
such case, scalability is achieved by drastically reducing the bandwidth requirements
and management overhead for overlay maintenance. Moreover, robustness is obtained
by mitigating the effect of dynamic environment as most changes are quickly recovered
and not seen beyond the clustered set of nodes.

In this paper we propose a self-organized clustering scheme whose goal is twofold.
Firstly we address the problem of constructing efficient clusters in an autonomous way
by building on an existing ICS system. Secondly our clustering scheme aims at pro-
viding a self-managed clustering structure to overlay-based applications, to allow both
topology awareness and scalability of these applications. The novelty of our approach
lies in simultaneously relying on the partial knowledge of coordinates of nodes involved
in ICS operations, and on a distributed clustering algorithm based on adaptive back-off
strategy, to construct efficient network topology-aware clusters in a load-balancing way.
The main idea is to allow each node to identify a set of clusters in the network, using
its own knowledge of a set of nodes’ coordinates (as provided by the ICS in which it is
involved), and to verify the validity of such clusters using a few measurements towards
the identified cluster heads. The distributed algorithm is scheduled using an exponen-
tial back-off strategy, where nodes plan their own wake-up time to verify the existence
of clusters in their proximity or not. Our main objective behind this strategy is to load
balance the clustering process, while adapting to previous clusters creation, and hence
optimize the maintenance and measurements overhead.

We provide two variants of our distributed algorithm: a first variant, called “Cooper-
ative”, aims at reducing the expected time to construct clusters for the whole network.
This approach induces some overhead to inform other nodes that they are likely to be-
long to a newly created cluster. A second “Selfish variant” is also introduced, where
nodes are more selfish and can only form and/or join clusters when they wake up, with-
out any assistance (or guidance) from other nodes that woke up earlier. In both cases
nodes use only knowledge provided by a subset of other nodes, in some neighborhood
as explained later, and obtain the needed pieces of information (coordinates, existing
cluster heads) by piggybacking them in the messages exchanged by the ICS system.

We analyze the performance of our distributed self-clustering algorithm consider-
ing clusters efficiency in terms of actual latency existing between members of such
clusters, and considering their size. We also observe the time needed to construct effi-
cient clusters, and the induced overhead. By measuring both exchanged messages and
measurement rates, we show that our distributed clustering algorithm is fit for purpose,
providing a simple, practical and efficient way to build useful topology-aware clusters.

The remainder of the paper is as follows: in section 2, we describe briefly the quality
threshold clustering algorithm on which we based our self-organized clustering scheme,
and we discuss the reasons that motivate the choice of such an algorithm. In section 3,
we introduce the proposed algorithm to allow nodes to identify clusters they belong
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to. We also discuss the variants of our distributed algorithm, with their pros and cons.
Section 4 presents the clustering results in terms of achieved performance, induced
overhead and convergence time. Section 5 concludes the paper.

2 QT (Quality Threshold ) Clustering Algorithm

Clustering is defined as a process of partitioning a set of elements into a number of
groups based on a measure of similarity between the data (distance-based approaches)
or relying on the assumption that the data come from a known distribution (model-based
approaches). For our self-clustering process, we aim at exploiting nodes’ coordinates as
a first approximation of the inter-node distances existing in the actual network topology.
As nodes’ coordinates do not follow any a priori distribution, we will focus on distance-
based clustering. Moreover, since we aim at providing a self-clustering process that is
performed in a distributed way among all the nodes of the network, the optimal num-
ber of clusters that can be created is not known in advance. Approaches that do set a
constraint on the number of clusters to be formed (such as K-means, C-Means Fuzzy
Clustering, etc. ) are thus inappropriate.

Having in mind these facts, we choose to leverage the Quality Threshold algorithm
(QT clustering) to propose our self-organized clustering scheme. This algorithm has
been initially proposed by Heyer et al. [9] for genetic sequence clustering. It is based
on the unique constraint of the cluster diameter, as a user-defined parameter. For the
QT clustering and for the remainder of this paper we define the cluster diameter as the
maximal distance existing among any two members of the cluster. The QT clustering
is an iterative algorithm and starts with a global set that includes all the elements (e.g
node coordinates) of the data set, and then returns a set of clusters that respect the
quality threshold. Such threshold is defined in terms of the cluster diameter.

First, for each element, a candidate cluster seeded by this element is formed. Such
cluster is iteratively added by other elements. Each iteration adds the element that min-
imizes the increase in cluster diameter. The process continues until no element can be
added without surpassing the diameter threshold. A second candidate cluster is formed
by starting with the second element and repeating the procedure. Note that all elements
are made available to the second candidate cluster. That is, the elements from the first
candidate cluster are not removed from consideration. The process continues for all el-
ements. At the conclusion of this stage, we have a set of candidate clusters. The number
of candidate clusters is equal to the number of elements, and many candidate clusters
overlap. At this point, the largest candidate cluster is selected and retained. The ele-
ments it contains are removed from consideration and the entire procedure is repeated
on the smaller set. A possible termination criterion is when the largest remaining cluster
has fewer elements than some specified threshold.

3 Self-Clustering Process

In this section we describe how we exploit the QT clustering algorithm to provide a dis-
tributed self-organized clustering process, based on the knowledge of a subset of nodes’
coordinates in a metric space, resulting from running a positioning system to estimate
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network distances. We will denote by (direct) neighbors the set of peer nodes that are
used as neighbors in the ICS for the purpose of coordinate computation. We will also
denote by long-sight neighbors, the union of these (direct) neighbors and the neighbors’
neighbors (i.e., node’s 2-hop neighbors). For instance, if a node has 32 neighbors in or-
der to estimate its coordinates, its long-sight neighbors will be formed by at most 1024
nodes.

3.1 Description

The general idea of our clustering algorithm is to distribute the clustering tasks among
nodes in the network relying not only on measurements towards a potential existing
cluster, but also on their knowledge of the coordinates of their long-sight neighbors. In
other words, if a node wakes up (with respect to the clusters algorithm) and does not
find directly an existing cluster it may belong to, it tries to construct such cluster based
on the coordinates as provided by the ICS it is running. In such a way, nodes that do
wake up earlier try to create clusters that their peers waking up later may join. Put sim-
ply, nodes perform trailblazing of the network conditions, to construct the clusters in a
distributed way, while optimizing the needed overhead. Three main advantages could
then be considered. Firstly nodes do not need global knowledge of nodes in the network,
nor distances between these nodes, nor a common landmark/anchor infrastructure. Sec-
ondly the network is not overloaded by measurements performed to obtain the cluster
structure. And thirdly the network is able to self-construct the clusters that may exist.

During the cluster forming phase, nodes are initially in a waiting mode. Each node
waits for an initiator timer according to an exponential random distribution, computed
as described in section 3.2. The clustering process follows the procedure presented in
Algorithm 1 and can be described as follows: each time a node wakes up, it gets the list
of existing cluster heads in the network. Although such information could be obtained
by requesting the set of long-sight neighbors that the node is aware of, we choose to
perform this information retrieval by exploiting the communication already established
at the level of the ICS. Existing cluster heads are propagated in the network by simply
piggybacking in the classical ICS messages the identity of the cluster head(s) of clus-
ter(s) a node belongs to. Considering these already existing clusters, each node verifies
its membership to one of them. If the measurement towards the cluster head satisfies
the cluster diameter, say D, meaning that such distance is less than D/2, the node sim-
ply joins such cluster by sending a JOIN message to the cluster head. Our previous
study [5] showed that when the cluster diameter does not exceed a fixed threshold (e.g
140ms), intra-cluster paths are less likely victims of severe TIVs. Following this obser-
vation, for our simulations, we set the upper bound of the cluster diameter D to 140ms.
Finding a way to adapt automatically this upper bound to the network is one of our fu-
ture work. Depending on the maximum number of clusters a node can join, say k, such
procedure could be repeated with other cluster heads.

Nevertheless if none of the distances to existing cluster heads satisfies the clustering
criterion, the node starts the QT-clustering algorithm on the basis of the coordinates of
its long-sight neighbors. It is worth noticing that this clustering is just a first approxima-
tion. Indeed coordinates may be subject to distance estimations errors, resulting from
inaccuracies in coordinates. However this gives the node an approximate view of its
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Algorithm 1. Procedure when a node wakes up
1: if The node is already in at least one cluster then
2: The node goes back to sleep;
3: else
4: The node gets the list of existing cluster heads (known by its long-sight neighbors);
5: The node measures RTTs to all existing cluster heads;
6: Let C be the list of existing cluster heads within a range RTT < D;
7: if C �= ∅ then
8: The node joins at most the k nearest clusters whose heads are in C;
9: else

10: Let S be the list of coordinates of the node’s long-sight (1-hop and 2-hop) neighbors;
11: The node runs a QT-Clustering on S ⇒ This returns a set of clusters;
12: if The node is in none of these clusters then
13: The node goes back to sleep;
14: else
15: The node selects a cluster head in its cluster;
16: The node measures the RTT to this new potential cluster head;
17: if RTT > D/2 then
18: The node goes back to sleep;
19: else
20: The node freezes all of its long-sight neighbors (by sending them a message);
21: if A neighbor answers that it is already frozen by another node then
22: The node goes back to sleep;
23: else
24: After a short while the node notifies the selected cluster head and waits for

confirmation;
25: if Confirmation is positive then
26: The node joins the cluster;
27: else
28: The node goes back to sleep;

neighbors positions, and in particular of the clusters that could be formed from this ap-
proximation. This first coordinate-based clustering phase allows the node to identify a
set of clusters in the metric space of the ICS. This set of clusters is then subject to a
verification according to direct measurements.

When a node has verified that its distance to an identified cluster head satisfies the
clustering criterion, it decides to inform this potential cluster head that it should create
a cluster, and waits for a confirmation. The cluster creation is conditioned by the accep-
tance of the requested cluster head. In fact, a potential cluster head could refuse to lead
a cluster because of load constraints, or more specifically because its actual distance
to an already existing cluster head has been considered too short. To this end, when a
node is informed that it is a potential cluster head, it measures its distance to the list
of cluster heads it is aware of. If at least one of these distances is less than α × D/2,
for some 1 < α < 2, distance between the two cluster heads is considered too short to
construct a new cluster, and the request is refused. In this case, the node that identifies
this cluster head is informed of this refusal and goes back to sleep. Otherwise, i.e. if the
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cluster is created, nodes that wake up later follow this decision and consider the cluster
head among the list of existing cluster heads.

The algorithm relies on self-organization of nodes. When a node decides to join a
cluster, two variants could drive the process of nodes joining the identified clusters.
The first variant, with the main goal of speeding the clustering process, is to inform
all identified nodes in a cluster of their potential membership to such cluster, and let
them check this fact with direct measurements. The second variant trades off the speed
of cluster creation against a reduced measurement overhead. In this case nodes never
inform others that they may belong to a newly created cluster, and let them discover this
fact when they wake up.

Finally it is worth noticing that the wake-up procedure allows also some adaptation to
changes in the network. Since distances in the network may evolve over time, including
the distances of nodes towards their identified cluster head(s), a node should not stick
to any cluster, and should also verify its membership to additional clusters due to new
network conditions. Waking up from time to time, following the distributed scheduling
as presented in 3.2, allows them to check their membership to existing clusters, and
thereby adapt to changes in network conditions.

3.2 Distributed Scheduling of Wake-Up Timers

During the cluster forming phase, nodes are initially in a waiting mode. Each node
waits for an initiator timer according to an exponential random distribution, i.e. f(ti) =
λi.e

−λi.ti , where λi = λ0.(ni/Ni); ni being the number of non already clustered
nearby neighbors, and Ni being the total number of known long-sight nearby neigh-
bors. By nearby nodes we refer to nodes whose coordinates indicate that they are
(likely to be) within some specified range. To set the timer according to an expo-
nential random distribution, we set pt = random(0,1), compute λi as described above
and let ti = (−1/λi).ln(1 − pt). The wake-up timer could then be computed as
timer = min(ti, MAX Timer). From the expression of ti it is obvious that the timer
decreases when λi increases. Therefore such timer will ensure that the nodes with more
residual non-clustered neighbors have more opportunities to (re)initiate the clustering
algorithm, since their timer is more likely to elapse before other nodes. The main idea
behind this exponential backoff scheduling is to load-balance the clustering process as
initiated by nodes in the network, while optimizing the time needed to construct and
join the clusters.

We can also expect that in one MAX Timer period enough nodes initiate the clus-
tering algorithm. To this end the selection of λ should satisfy the following inequation:

Prob(t > MAX Timer) ≤ 1 − p

where p is the expected percentage of nodes initiating the algorithm. Therefore, in such
a case

∫ +∞

MAX Timer

f(t)dt ≤ 1 − p => λ ≥ −(ln(1 − p)/MAX Timer)) (1)
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Based on (1) we can calculate λ needed to ensure that a percentage of nodes initiate
the algorithm, at least in the initial state, when nodes are not clustered yet. From (1) we
can conclude that λmin = −(ln(1 − p)/MAX Timer) is sufficient to ensure this.

4 Analyzing the Clusters

In this section we present the results of an extensive simulation study of the self-
organised clustering process. We performed a set of simulations using two datasets: the
p2psim data, a set of 1740 nodes [10] and Meridian data, comprising 2500 nodes [11]
to model Internet latencies based on real world measurements.

In our simulations, we allowed nodes to join at most two clusters (k = 2) and we set
the expected maximum cluster diameter D to 140ms for the King dataset and to 80ms
for the Meridian dataset, following recommendations in [5]. The maximal timer for a
sleeping node is set to 5 minutes and the minimum distance between any two cluster
heads is fixed to 3/2 × D/2 (i.e. α = 3/2). As we used coordinates as provided by an
ICS in the first step of our self-organised clustering, we deployed the Vivaldi system [2]
as a prominent representative of purely P2P coordinate systems. Each node runs the Vi-
valdi system, setting the number of its neighbors to 32 and our results are obtained for a
2-dimensional coordinate space. In [2], authors show that the more dimensions an Eu-
clidean space has, the more accurate the coordinates are. Similarly, the more neighbors
a node has, the more accurate the system is1. However, we choose not to illustrate our
results by using more accurate coordinates, for ease of deployment and low computing
loads, at the cost of some loss in clusters accuracy.

We evaluate the performance of our clustering algorithm with respect to three main
indicators. (i) The clusters quality: it is the deviation between the expected cluster di-
ameter and the actual diameter. (ii) The convergence time: it is the time needed by our
distributed algorithm to cluster 95% of the nodes in the system. This allows us to differ-
entiate between the initial phase of the algorithm, when clusters are yet in the construc-
tion process, and the steady state, when nodes continue to manage their membership to
already constructed clusters. Finally, we measured (iii) The overhead: it is the number of
exchanged messages and the number of measurements performed. We can further split
the overhead during the initial phase and during the steady state. We compare the two
variants of our algorithm, and when needed we compare our distributed self-clustering
algorithm to a centralized approach. All algorithms used are implemented and evaluated
in R environment [12].

4.1 Clusters Quality

We can evaluate the cluster quality according to the deviation between the expected
cluster diameter, as we set it in the QT clustering and the actual diameter as obtained
after our self-organised clustering process reaches its steady state. However, the cluster
size is also an important parameter we should mention. A cluster populated with only a
few nodes, even though its diameter is optimal, may be of little use.

1 As shown in [5], the triangle inequality violations phenomena prevents a perfect mapping
between latency and coordinates, even for high-dimensional spaces. Coordinates are deemed
to be inaccurate.



66 F. Cantin et al.

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  100  200  300  400  500  600  700  800

C
D

F

RTT ms

Centralized variant
Cooperative variant

Selfish variant

(a) King dataset

 0

 0.1

 0.2

 0.3

 0.4

 0.5

 0.6

 0.7

 0.8

 0.9

 1

 0  100  200  300  400  500  600  700  800

C
D

F

RTT ms

Centralized variant
Cooperative variant

Selfish variant

(b) Meridian dataset

Fig. 1. CDF of the RTT of the intra-cluster paths

To evaluate the clustering quality in terms of cluster diameter, we observe in fig-
ures 1(a) and 1(b), the Cumulative Distribution of the actual delays (RTTs) between the
members of the same identified cluster (called intra-cluster RTTs). These figures show,
for both data sets, the proportion of nodes that actually violate the diameter constraint.
We compare the proportion of these violations for the two variants of our clustering
algorithm, and for a centralized approach. In this case, a centralized approach consists
in emulating a centralized entity that collects the coordinates of all nodes in the sys-
tem, computes in a centralized way clusters resulting from these coordinates using the
QT clustering and then informs all nodes of the identified cluster heads. These nodes
verify their membership to these clusters, and join clusters if the diameter constraint
with their cluster heads is verified. Otherwise, they are considered as outliers. The main
reason why we compare our algorithm to such a centralized algorithm is to evaluate how
partial knowledge of neighborhood and coordinates impact our clustering performance.

Figure 1(a) shows that more than 85% of the intra-cluster links satisfy the cluster
diameter constraint, with an RTT less than the expected diameter. The same trend is
observed in Figure 1(b) for the Meridian dataset, with more than 95% of clustered
nodes scattered in delimited clusters, respecting the expected cluster diameter of 140ms.
We also note that both variants are achieving the same performance, which is actually
not surprising, since the main difference between our two variants is when nodes join a
cluster, and not how they join it. The centralized approach creates slightly more accurate
clusters. However, this little difference is overwhelmed by onerous cost induced by a
centralized approach that needs global knowledge of both coordinates and nodes in the
system.

Performing a QT clustering based on coordinates of long-sight neighbors gives us
a first approximation of nodes positioning. Even though nodes measure network dis-
tances, as RTTs, towards identified cluster heads, this does not prevent some mutual
distances between cluster members to be above the expected diameter, due to TIVs.
Using coordinates reduces the proportion of diameter violations, but since coordinates
“only” provide distance estimates, with intrinsic errors, errors may always exist.

As shown in Table 1, the number of clusters identified by our algorithm ranges from
9 to 11 for both variants. However, we can in both cases consider 3 main clusters, with
an average population of 700 nodes each for the King dataset, and 1260 nodes as an
average population of each cluster in the Meridian dataset. The percentage of nodes
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Table 1. Characteristics of the clustering process

Cooperative Variant Selfish Variant
King Meridian King Meridian

Number of clusters 9 9 11 9
Number of outliers (unclustered nodes) 67 81 68 102
Total Number of pings 11116 17003 20125 18075
Total Number of messages (excluding pings) 1582 2300 843 246
Convergence time (seconds) 1875 1658 1658 2300
Ping rate before convergence (pings/s) 4.48 8.05 9.95 6.45
Mean ping rate before convergence (pings/node×s) 0.0026 0.003 0.0057 0.0026
Max ping rate before convergence (pings/node×s) 0.027 0.038 0.0398 0.023
Mean msg rate before convergence (msg/node×s) 0.0005 0.0006 0.0003 4 10−5

Max msg rate before convergence (msg/node×s) 0.403 0.635 0.23 0.049
Mean ping rate after convergence (pings/node×s) 0.0002 0.0002 0.0002 0.0002
Max ping rate after convergence (pings/node×s) 0.03 0.032 0.034 0.022
Mean msg rate after convergence (msg/node×s) 10−6 6 10−7 3 10−7 6 10−7

Max msg rate after convergence (msg/node×s) 0.0007 0.0003 0.0002 0.0005

that have not been clustered are roughly 3.8% of nodes existing in the system. The
bottom part of Table 1 will be presented later.

4.2 Convergence Time

To separate the initial phase from steady state, we analyze the evolution of the num-
ber of clustered nodes versus the number of awakenings (and hence versus the number
of clustering process calls) for both variants. As depicted in Figures 2(a) and 2(b), the
curves labeled “Selfish Variant” follow linear evolutions. Such observation is expected
since at most one node can join a cluster at each awakening, and then the growth of
the number of clustered nodes can be at best linear. Clusters in the “Cooperative” vari-
ant may cumulate node membership with each node’s awakening, because information
of potential membership to a newly created cluster is sent by the creator of a cluster
to identified members. In the curves labeled “Cooperative approach”, we can then ob-
serve for both data sets the steps corresponding to a set of nodes joining simultaneously
a defined cluster. Such steps allow this variant to cluster more than 95% of nodes in
1210 awakenings for the King dataset and in 1854 awakenings for the Meridian dataset,
whereas the “Selfish” takes more occurrences, up to 2749 awakenings. Such faster clus-
tering comes at the expense of costs of spreading information and exchanged messages,
we will discuss in the following section.

Let us consider that our system is in the steady state if at least 95% of existing nodes
have been clustered. Although such parameter relies on our a priori knowledge of the
number of outliers in the system, and hence on the minimum number of nodes that
can be clustered, it gives us however a suitable way to separate the initial phase from
the steady state. It is important to notice that the convergence time, although differ-
ent in terms of number of awakenings, is roughly the same in real time (in seconds)
spent to cluster 95% of the nodes, as shown in table 1. This confirms our choice of the
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Fig. 2. Evolution of the number of clustered nodes

exponential-backoff strategy to set timers. Recall from section 3.2, that our algorithm
will ensure that the greater the λ, the lower the timer, giving hence more opportunity
to (re)initiate the clustering algorithm. This guarantees a higher probability to initiate
the clustering algorithm in a “area” populated by nodes that have not been clustered
yet. This gives a way to adjust the awakening rate according to the number of clustered
nodes independently from the number of nodes existing in the system. Such trend is
emphasized in the “Cooperative variant” where the convergence time is less than 2000
seconds for both data sets. Next we discuss the cost of the self-clustering algorithm.

4.3 Overhead

To observe the control messages and measurement overhead, we differentiate between
the two states of the system: the initial phase (when clusters are built) and the steady
state. We observe the induced overhead as the number of measurements performed, but
also as the number of exchanged messages during the clustering process. Figure 3(a)
depicts the cumulative number of exchanged messages versus time (up to one hour).
We do not consider the JOIN messages sent by clustered nodes to their cluster heads,
but focus on the difference that may exist between the two variants of the algorithm.
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The sharp rise of the curves in the initial phase is due to the fact that, at the beginning
of the algorithm, nodes have the same probability to wake-up, since all nearby neigh-
bors are not clustered yet. We manage to resolve such potential conflictual situation
using the Freeze messages, sent to the long-sight neighbors, when a node identifies a
cluster head, and waits for its confirmation. We are more likely to encounter such sit-
uations at the beginning of the algorithm. Moreover as very few nodes are clustered in
the initial phase, more clusters are created, leading to more exchanged messages and
measurements.

We can observe from figure 3(a) that, as expected, the cumulative number of mes-
sages by the “Selfish variant” is less important than the “Cooperative variant”. It is
however important to observe that the number of exchanged messages induced by newly
created clusters is very low after the initial phase. Once the system reaches the steady
state, no more messages, are exchanged. The low message exchange rate observed dur-
ing the initial phase is confirmed by our results in table 1 with very low message rates
of the scale of 10−4 per node per second as average values, and a maximum of 0.635
message/node×second.

In figure 3(b) we observe the cumulative number of measurements performed to-
wards the identified cluster heads (typically ping messages). We see again that the ma-
jor overhead is induced during the initial phase. We observe more pings initially, when
nodes initiate their clustering process, with a maximum ping rate of 0.034 ping/node×
second. Such very low overall ping rate per node is promising for large scale deploy-
ment of our clustering scheme.

5 Conclusion

We have presented a distributed self-organized clustering process suitable for both
ICS accuracy enhancement, and scalable network-aware overlay deployment. We have
shown that, although ICS systems suffer from inaccuracies resulting from triangle in-
equality violations in the Internet, they can be exploited to construct efficient clustering
schemes in a distributed way. Indeed, the proposed clustering process is based on a first
approximation of node positioning using coordinates, along with an adaptive back-off
strategy that allows load-balanced construction of clusters. We also present two vari-
ants of such clustering process that trade off the convergence time against the induced
overhead. However, the two variants have been shown to be effective, enjoying good
clustering performance, while achieving a very good trade-off between scalability and
convergence time. Indeed, nodes are able to identify and join their clusters in a reason-
able amount of time, while rarely violating the diameter constraints, and they still do
not trigger too frequent measurements.

Although this paper focused on Vivaldi for distance estimates and experimentations,
the algorithm proposed for clustering is independent of the coordinate system used.
Our proposed scheme would then be general enough to be applied in the context of
coordinates computed by any Internet coordinate systems.

The reader should note though, that we do not yet consider churn situations, when
nodes join and leave the system running the Internet Coordinate System in an asyn-
chronous way. If we consider highly-dynamic networks, the differentiation between the
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initial phase and the steady state may fade away. However, our clustering process would
adapt to situations when only few nodes are existing in the system, by simply not cre-
ating clusters if they are “useless”. Basically, by setting a minimum number of nodes
per cluster at the level of the QT clustering, low populated clusters could be avoided.
It is also important to note that in churn situations, ping and message rates would be
moderate, and that considering a non-dynamic network in our simulations gives us a
worst-case of the cost of the system, at least in its initial phase. Finally, even though
this paper does not address the problem of clusters maintenance, we note that differ-
ent solutions to such issues have been proposed elsewhere (e.g. [13]). Our future work
would then consist in integrating such maintenance techniques in our distributed clus-
tering scheme.
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Abstract. Structured overlay networks have recently received much at-
tention due to their self-* properties under dynamic and decentralized
settings. The number of nodes in an overlay fluctuates all the time due
to churn. Since knowledge of the size of the overlay is a core require-
ment for many systems, estimating the size in a decentralized manner is
a challenge taken up by recent research activities. Gossip-based Aggre-
gation has been shown to give accurate estimates for the network size,
but previous work done is highly sensitive to node failures. In this pa-
per, we present a gossip-based aggregation-style network size estimation
algorithm. We discuss shortcomings of existing aggregation-based size
estimation algorithms, and give a solution that is highly robust to node
failures and is adaptive to network delays. We examine our solution in
various scenarios to demonstrate its effectiveness.

1 Introduction

Structured peer-to-peer systems such as Chord [20] and Pastry [18] have received
much attention by the research community recently. These systems are typically
very scalable and the number of nodes in the system immensely varies. The
network size is, however, a global variable which is not accessible to individual
nodes in the system as they only know a subset of the other nodes. This infor-
mation is, nevertheless, of great importance to many structured p2p systems, as
it can be used to tune the rates at which the topology is maintained. Moreover,
it can be used in structured overlays for load-balancing purposes [4], deciding
successor-lists size for resilience to churn [12], choosing a level to determine out-
going links [14], and for designing algorithms that adapt their actions depending
on the system size [1].

Due to the importance of knowing the network size, several algorithms have
been proposed for this purpose. Out of these, gossip-based aggregation algo-
rithms [8], though having higher overhead, provide the best accuracy [17]. Con-
sequently, we focus on gossip-based aggregation algorithms in this paper. While
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aggregation algorithms can be used to calculate different aggregates, e.g. aver-
age, maximum, minimum, variance etc., our focus is on counting the number of
nodes in the system.

Although Aggregation [8] provides accurate estimates, it suffers from a few
problems. First, Aggregation is highly sensitive to the overlay topology that it is
used with. Convergence of the estimate to the real network size is slow for non-
random topologies. On the contrary, the majority of structured p2p overlays have
non-random topologies. Thus, it is not viable to directly use Aggregation in these
systems. Second, Aggregation works in rounds, and the estimate is considered
converged after a predefined number of rounds. As we discuss in section 4.1, this
can be problematic. Finally, Aggregation is highly sensitive to node failures.

In this paper, we suggest a gossip algorithm based on Aggregation to be
executed continously on every node to estimate the total number of nodes in
the system. The algorithm is aimed to work on structured overlay networks.
Furthermore, the algorithm is robust to failures and adaptive to the network
delays in the system.

Outline. Section 2 serves as a background for our work. Section 3 describes our
solution and discusses how the proposed solution handles the dynamism in the
network. Thereafter, section 4 gives a detailed evaluation of our work. Section 5
discusses the related work, and finally, section 6 concludes.

2 Background

In this section, we briefly define a model of a ring-based structured overlay
underlying our algorithm. We also describe the original Aggregation algorithm
suggested by Jelasity et. al. [8].

2.1 A Model of a Ring-Based Structured Overlay Network

A ring-based structured overlay network consists of nodes which are assigned
unique identifiers belonging to a ring of identifiers I = {0, 1, · · · , N − 1} for
some large constant N . This is general enough to encompass many existing
structured peer-to-peer systems such as Chord[20], Pastry[18] and many others.

Every node has a pointer to its successor, which is the first node met going
clockwise on the ring. Every node also has a pointer to its predecessor, which
is first node met going anti-clockwise on the ring. For instance, in a ring of size
N = 1024 containing the nodes P = {10, 235, 903}, we have that succP(10) =
235, succP(903) = 10, predP(235) = 10, and predP (10) = 903.

In this paper, we assume that there exists an out-of-bound mechanism to make
all of the predecessor and successor pointers correct. This can, for example, be
achieved by using periodic stabilization[20].

Apart from successor and predecessor pointers, each node has additional long
pointers in the ring for efficient routing. Different structured overlays use differ-
ent schemes to place these extra pointers. Our work is independent of how the
extra pointers are placed.
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While this model looks specific to ring topologies, other structured topologies
use similar metrics, for instance, the XOR-metric [16] or butterfly networks [14]
Our work can be extended to incorporate metrics other then that employed in
ring-based overlays.

2.2 Gossip-Based Aggregation

The Aggregation algorithm suggested by Jelasity et. al. [8] is based on push-pull
gossiping, shown in Algorithm 1.

Algorithm 1. Push-pull gossip executed by node p in Aggregation [8]
1: do periodically every δ time units do forever
2: q ← getneighbour() sq ← receive(*)
3: send sp to q send sp to sender(sq)
4: sq ← receive(q) sq ← update(sp, sq)
5: sq ← update(sp, sq)

(a) Active thread (b) Passive thread

The method GetNeighbour returns a uniform random sampled node over
the entire set of nodes provided by an underlying sampling service like News-
cast [7]. The method Update computes a new local state based on the node p’s
current local state sp and the remote node’s state sq.

The time interval δ after which the active thread initiates an exchange is
called a cycle. Given that all nodes use the same value of δ, each node roughly
participates in two exchanges in each cycle, one as an initiator and the other as
a receipient of an exchange request. Thus, the total number of exchanges in a
cycle are roughly equal to 2 · n, where n is the network size.

For network size estimation, one random node sets its local state to 1 while
all other nodes set their local states to 0. The global average is thus 1

n , where
n is the number of nodes. Executing the aggregation algorithm for a number of
cycles decreases the variance of local states of nodes but keeps the global average
the same. Thus, after convergence, a node p can estimate the network size as 1

sp
.

For network size estimation, Update(sp, sq) returns sp+sq

2 .
Aggregation [8] achieves up-to-date estimates by periodically restarting the

protocol, i.e. local values are re-initialized and aggregation starts again. This is
done after a predefined number of cycles γ, called an epoch.

The main disadvantage of Aggregation is that a failure of a single node early
in an epoch can severely effect the estimate. For example, if the node with
local state 1 crashes after executing a single exchange, 50% of the value will
disappear, giving 2 · n as the final size estimate. This issue is further elaborated
in section 4.3. Another disadvantage, as we discuss in section 4.1, is predefining
the epoch length γ.
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3 The Network Size Estimation Algorithm

A naive approach to estimate the network size in a ring-based overlay would
be pass a token around the ring, starting from, say node i and containing a
variable v initialized to 1. Each node increments v and forwards the token to
its successor i.e. the next node on the ring. When the token reaches back at i,
v will contain the network size. While this solution seems simple and efficient,
it suffers from multiple problems. First, it is not fault-tolerant as the node with
the token may fail. This will require complicated modifications for regenerating
the token with the current value of v. Second, the naive approach will be quite
slow, as it will take O(n) time to complete. Since peer-to-peer systems are highly
dynamic, the actual size may have changed completed by the time the algorithm
finishes. Lastly, at the end of the naive approach, the estimate will be known
only to node i which will have to broadcast it to all nodes in the system. Our
solution aims at solving all these problems at the expense of a higher message
complexity than the naive approach.

Our goal is to make an algorithm where each node tries to estimate the average
inter-node distance, Δ, on the identifier space, i.e. the average distance between
two consecutive nodes on the ring. Given a correct value of Δ, the number of
nodes in the system can be estimated as N

Δ , N being the size of the identifier
space.

Every node p in the system keeps a local estimate of the average inter-node
distance in a local variable dp. Our goal is to compute

∑
i∈P di

|P| . The philoso-
phy underlying our algorithm is the observation that at any time the following
invariant should always be satisfied: N =

∑
i∈P di.

We achieve this by letting each node p initialize its estimate dp to the distance
to its successor on the identifier space. In other words, dp = succ(p) � p, where
� represents subtraction modulo N . Note that if the system only contains one
node, then dp = N . Clearly, a correctly initialized network satisfies the mentioned
invariant as the sum of the estimates is equal to N .

To estimate Δ, we employ a modified aggregation algorithm. Since we do
not have access to random nodes, we implement the GetNeighbour method
in Alg. 1 by returning a node reached by making a random walk of length h.
For instance, to perform an exchange, p sends an exchange request to one of
its neighbours, selected randomly, with a hop value h. Upon receiving such a
request, a node r decrements h and forwards the request to one of its own
neighbours, again selected randomly. This is repeated until h reaches 0, after
which the exchange takes place between p and the last node getting the request.

Given that GetNeighbour returns random nodes, after a number of ex-
changes (logarithmic number of steps, to the network size, as show in [8]), every
node will have dp =

∑
i∈P di

|P| . On average in each cycle, each node initiates an
exchange once, which takes h hops, and replies to one exchange. Consequently,
the number of messages for the aggregation algorithm are roughly hops × n + n
per cycle.
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3.1 Handling Churn

The protocol described so far does not take into account the dynamicity of
large scale peer-to-peer systems. In this section, we present our solution as an
extension of the basic algorithm described in section 3 to handle dynamism in
the network.

The basic idea of our solution is that each node keeps different levels of esti-
mates, each with a different accuracy. The lowest level estimate is the same as
dn in the basic algorithm. As the value in the lowest level converges, it is moved
to the next level. While this helps by having high accuracy in upper levels, it
also gives a continuous access to a correct estimated value while the lowest level
is re-initialized. Furthermore, we restart the protocol adaptively, instead at a
predefined interval.

Our solution is shown in Algorithm 2. Each node n keeps track of the current
epoch in nEpoch and stores the estimate in a local variable ndvalue instead of
dn in the basic algorithm. ndvalue is a tuple of size l, i.e.

ndvalue = (ndvaluel−1, ndvaluel−2, · · · , ndvalue0)

The tuple values are called levels. The value at level 0 is the same as dn in the
basic algorithm and has the most recent updated estimate but with high error,
while level l−1 has the most accurate estimate but incorporates updates slowly.

A node n initializes its estimate, method InitializeEstimate in Alg. 2, by
setting level 0 to succP(n) � n. The method LeftShiftLevels moves the esti-
mate of each level one level up, e.g. left shifting a tuple e = (el−1, el−2, · · · , e0)
gives (el−2, el−3, · · · , e0, nil). The method Update(a, b) returns an average of
each level, i.e. (al−1+bl−1

2 , al−2+bl−2
2 , · · · , a0+b0

2 ).
To incorporate changes in the network size due to churn, we also restart the

algorithm, though not after a predefined number of cycles, but adaptively by
analyzing the variance. We let the lowest level converge and then restart. This
duration may be larger than a predefined γ or less, depending on the system-
wide variance in the system of the value being estimated. We achieve adaptivity
by using a sliding window at each node. Each node stores values of the lowest
level estimate for each cycle in a sliding window W of length w. If the coefficient
of variance of the sliding window is less than a desired accuracy e.g. 10−2, the
value is considered converged, denoted by the method Converged in Alg. 2.

Once the value is considered to have converged based on the sliding window,
there are different methods of deciding which node will restart the protocol,
denoted by the method IAmStarter in Alg. 2. One way is as used in [8],
each node restarts the protocol with probability 1/n̂, where n̂ is the estimated
network size. Given a reasonable estimate in the previous epoch, this will lead to
one node restarting the protocol with high probability. It does not matter if more
than one node restarts the protocol in our solution. On the contrary, multiple
nodes restarting an epoch in [8] is problematic since only one node should set
its local estimate to 1 in an epoch. Consequently, an epoch has to be marked
with a unique identifier in [8]. Another method is that a node n restarts the
protocol which has 0 ∈ [n, n.succ). For our simulations, we use the first method.
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Algorithm 2. Network size estimation
1: every δ time units at n
2: if converged() and iamstarter() then
3: simpleBroadcast(nEpoch)
4: end if
5: sendto randomNeighbour() : ReqExchange(hops, nEpoch, ndvalue)
6: end event

7: receipt of ReqExchange(hops, mEpoch,mdvalue) from m at n
8: if hops > 1 then
9: hops := hops − 1

10: sendto randomNeighbour() : ReqExchange(hops, mEpoch, mdvalue)
11: else
12: if nEpoch > mEpoch then
13: sendto m : ResExchange(false, nEpoch, ndvalue)
14: else
15: trigger 〈 MoveToNewEpoch | mEpoch 〉
16: ndvalue := update(ndvalue,mdvalue)
17: updateSlidingWindow(ndvalue)
18: sendto m : ResExchange(true, nEpoch, ndvalue)
19: end if
20: end if
21: end event

22: receipt of ResExchange(updated,mEpoch, mdvalues) from m at n
23: if updated = false then
24: trigger 〈 MoveToNewEpoch | mEpoch 〉
25: else
26: if nEpoch = mEpoch then
27: dvalue := mdvalues
28: end if
29: end if
30: end event

31: receipt of DeliverSimpleBroadcast(mEpoch) from m at n
32: trigger 〈 MoveToNewEpoch | mEpoch 〉
33: end event

34: upon event 〈 MoveToNewEpoch | epoch 〉 at n
35: if nEpoch < mEpoch then
36: leftShiftLevels()
37: initializeEstimate()
38: nEpoch := epoch
39: end if
40: end event
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Once a new epoch starts, all nodes should join it quickly. Aggregation [8]
achieves this by the logarithmic epidemic spreading property of random net-
works. Since we do not have access to random nodes, we use a simple broadcast
scheme [3] for this purpose, which is both inexpensive (O(n) messages) and fast
(O(log n) steps). The broadcast is best-effort, as even if it fails, the new epoch
number is spread through exchanges.

When a new node joins the system, it starts participating in the size estima-
tion protocol when the next epoch starts. This happens either when it receives
the broadcast, or its predecessor initializes its estimate. Until then, it keeps
forwarding any requests for exchange to a randomly selected neighbour.

Handling churn in our protocol is much simpler and less expensive on band-
width than other aggregation algorithms. Instead of running multiple epochs as
in [8], we rely on the fact that a crash in our system does not effect the end
estimate as much as in [8]. This is explored in detail in section 4.3.

4 Evaluation

To evaluate our solution, we implemented the Chord [20] overlay in an event-
based simulator [19]. For the first set of experiments, the results are for a network
size of 5000 nodes using the King dataset [5] for message latencies. Since we do
not have the King dataset for a 5000 node topology, we derive the 5000 node
pair-wise latencies from the distance between two random points in a Euclidean
space. The mean RTT remains the same as in the King data. This technique is
the same as used in [11]. For larger network sizes, the results are for 105 nodes
using exponentially distributed message latencies with mean 5 simulation time
units. For the figures, δ = 8 ∗ mean-com means the cycle length is 8 × 5.

4.1 Epoch Length γ

We investigated the effect of δ on convergence of the algorithm. The results are
shown in Figure 1, where error= 1

n

∑n
i=1 |di − N

n |. It shows that when the ratio
between communication delay and δ is significant, e.g. δ = 0.5 secs or 8 ∗ mean-
com, the aggregate converges slowly and to a value with higher error. For cases
where the ratio is insignificant, e.g. δ = 5 secs or 24∗mean-com, the convergence
is faster and the converged value has lower error. The reason for this behaviour is
that when δ is small, the expected number of exchanges per cycle do not occur.

Since δ and γ effect convergence rate and accuracy, our solution aims at having
adaptive epoch lengths. Another benefit of using an adaptive approach as ours
is that the protocol may converge much before a predefined γ, thus sending
messages in vain. If the protocol was restarted, these extra cycles could have
been used to get updated aggregate value or include churn effects faster.

4.2 Effect of the Number of Hops

Figure 2 shows convergence of the algorithm for different values of δ and number
of hops h to get a random node. For small values of δ, e.g. 0.5 secs and 8 ∗
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mean-com, h = 0 gives best convergence. The reason for this behaviour is that
since δ is very small (thus, is comparative to communication delays), having
multiple hops will not have enough exchanges in a cycle. Thus, convergence
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Fig. 3. Estimated size when 50% of the nodes out of 5000 fail suddenly. X-axis gives
the cycle at which the sudden death occured in the epoch.

takes longer time and the error is larger for larger values of h. On the contrary,
as we increase δ, higher values of h give convergence in lesser time and lower
error. These results also advocate to have an adaptive epoch length.

4.3 Churn

Flash Crowds. Next, we evaluated a scenario where a massive node failure
occurs. Contrary to [8] where failure of nodes with higher local estimate effects
the end estimate more than with lower local estimate, failure of any node is
equal in our protocol. The results for a scenario where 50% of the nodes fail
at different cycles of an epoch is shown in Figure 3. Our modified aggregation
solution, Fig. 3(a), is not as severly affected by the sudden death as the original
Aggregation algorithm, fig. 3(b). Infact, in some experiments with Aggregation,
the estimate became infinite (not shown in the figure). This happens when all
the nodes with non-zero local estimates fail. For our solution, the effect of a
sudden death is already negligible if the nodes crash after the third cycle.

Continuous Churn. We ran simulations for a scenario with churn, where nodes
join and fail. The results are shown in figure 4, 5 and 7. The results are for
extreme churn cases, i.e. 50% nodes fail within a few cycles and afterwards, 50%
nodes join within a few cycles. The graphs show how the estimation follows the
actual network size. The standard deviation of level 2 is shown as vertical bars,
which depicts that all nodes estimate the same size. The standard deviation
is high only when a new epoch starts, because while evaluating the mean and
standard deviation, some nodes have moved to the new epoch, while others are
still in the older epoch. The estimate at level 1 converges to the actual size faster
than level 2, but the estimates has higher variance as the standard deviation for
level 1 (not shown) is higher than for level 2. Figure 5 also shows that compared
to h = 0, higher values of h follow the trend of the actual size faster.

Next, we simulated a network of size 4500 and evaluated our algorithm under
continous churn. In each cycle, we failed some random nodes and joined new
nodes. As explained in section 3, new nodes do not participate in the algorithm
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till the next epoch starts, yet they can forward requests. Figure 6 shows the
results. The plotted dots correspond to the converged mean estimate after 15
cycles for each experiment. The x-axis gives the percentage of churn events,
including both failures and joins, that occur in each cycle. Thus, 10% means
that 4500 × 10

100 × 15 churn events occured before the plotted converged value.
Figure 6 shows that the algorithm handles continous churn reasonably well.

5 Related Work

Network size estimation in the context of peer-to-peer systems is challenging
as these systems are completely decentralized, nodes may fail anytime, the net-
work size varies dynamically over time, and the estimation algorithm needs to
continuously update its estimation to reflect the current number of nodes.
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Fig. 7. Mean estimated size by each node with standard deviation

Merrer et. al. [17] compare three existing size estimation algorithms, Sample
& Collide [15], Hops Sampling [10] and Aggregation [8], which are representative
of three main classes of network size estimation algorithms. Their study yields
that although Aggregation is expensive, it produces the most accurate results.
Aggregation also has the additional benefit that the estimamte is available on
all nodes compared to only at the initiator in the case of Sample & Collide and
Hops Sampling. Our work can be seen as an extension of Aggregation, to handle
its shortcomings and extend it to non-random topologies, such as structured
overlay networks.

The work by Horowitz et. al. [6] is similar to ours in the sense that they also
utilize the structure of the system. They use a localized probabilistic technique
to estimate the network size by maintaining a structure: a logical ring. Each node
estimates the network size locally based on the estimates of its neighbours on the
ring. While their technique has less overhead, the estimates are not accurate, the
expected accuracy being in the range n/2 · · ·n. Their work has been extended
by Andreas et. al. [2] specifically for Chord, yet the extended work also suffers
similar inaccuracy range for the estimated size. Mahajan et. al. [13] also estimate
the network size through the density of node identifiers in Pastry’s leafset, yet
they neither prove any accuracy range, nor provide any simulation results to
show the effectiveness of their technique.

Kempe et. al. [9] have also suggested a gossip-based aggregation scheme, yet
their solution focuses only on push-based gossiping. Using push-based gossiping
complicates the update and exchange process as a normalization factor needs
to be kept track of. On the same, as noted by Jelasity et. al. [8], push-based
gossiping suffers from problems when the underlying directed graph used is not
strongly connected. Thus, we build our work on push-pull gossip-based aggre-
gation [8]. Similarly, to estimate the network size, Kempe et. al. also propose
that one node should initialize its weight to 1, while the other nodes initialize
to weight 0, making it highly sensitive to failures early in the algorithm.

The authors of Viceroy [14] and Mercury [1] mention that a nodes distance
to its successor can be used to calculate the number of nodes in the system,



82 T.M. Shafaat, A. Ghodsi, and S. Haridi

but provide no reasoning that the value always converges exactly to the correct
value, and thus that their estimate is unbiased.

6 Conclusion

Knowledge of the current network size of a structured p2p system is a prime
requirement for many systems, which prompted to finding solutions for size esti-
mation. Previous studies have shown that gossip-based aggregation algorithms,
though being expensive, produce accurate estimates of the network size. We have
demonstrated the shortcomings in existing aggregation approaches to network
size estimation and have presented a solution that overcomes the deficiencies. In
this paper, we have argued for an adaptive approach to convergence in gossip-
based aggregation algorithms. Our solution is resilient to massive node failures
and is aimed to work on non-random topologies such as structured overlay net-
works.
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Abstract. Applications based on overlays have become very popular, due to the
separation they provide and the improvement of perceived QoS by the end-user.
Recent studies show that overlays have a significant impact on the traffic man-
agement and the expenditures of the underlying network operators. In this paper,
we define a framework for Economic Traffic Management (ETM) mechanisms
that optimize the traffic impact of overlay applications on ISP and telecommu-
nication operator networks based on the interaction of network operators, over-
lay providers and users. We first provide a definition and an overview of Self-
Organization Mechanisms (SOMs) and ETM for overlays. We then describe a
basic framework for the interaction of components of SOMs and ETM, in terms
of information and metrics provided, decisions made etc. Finally, we describe in
detail how SOMs can be used to support ETM and we illustrate our approach and
its implications by means of a specific example.

1 Introduction

Today’s largest contributor to internet traffic is Peer-to-Peer (P2P) in its different forms.
While up to now, P2P file-sharing caused the bulk of the traffic, recently Video-on-
Demand applications that are also partly based on P2P are on the rise. What makes P2P
traffic disadvantageous for Internet Service Providers (ISPs) is the fact that traffic is
forwarded via logical overlay connections. These do not normally take into account the
structure or load in the physical network, leading to the usage of many cross-ISP links,
which incurs a high cost.

As a result, some providers have started to influence this traffic by throttling or even
terminating P2P connections that leave their ISP network. As a short-term solution, it
has the desired effect of lowering the provider’s cost for forwarding traffic to a remote
network. In the long run, however, the service quality for the ISP’s customers is dimin-
ished, possibly leading to dissatisfaction and less income.

K.A. Hummel and J.P.G. Sterbenz (Eds.): IWSOS 2008, LNCS 5343, pp. 84–96, 2008.
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To overcome this dilemma, a solution needs to be found that does not negatively
affect the service of the end users, but still lowers the cost for the providers. This is
termed Economic Traffic Management (ETM). Currently, several research efforts are
aiming at the shaping of P2P traffic according to Economic Traffic Management princi-
ples. One of these efforts is the ICT project SmoothIT[1], the main objective of which
is to employ ETM to traffic generated by overlay applications in a way that is beneficial
to all players involved.

In this work, we want to describe the general interaction possibilities between the
physical network and ISP on one hand and the overlay on the other hand. To this end, we
will first provide an overview of the related work and we continue by giving definitions
and descriptions of the main two concepts used in this paper, Self-Organization (SO)
and ETM. The notion of economic incentives in this context is also discussed. Then,
we describe how overlays can be influenced and present an example for an architecture
that includes these concepts. Finally, we provide some concluding remarks.

2 Background and Related Work

Since P2P systems organize nodes in an overlay network, a significant research effort is
currently devoted to the design of scalable, fault-tolerant and communication-efficient
overlay topologies. The third objective has become the most important since several
studies, such as [2] and [3], show that especially peer-to-peer traffic has the largest
share of the Internet traffic. Also, other ones indicate that emerging overlay services
have rendered current traffic engineering techniques used by ISPs inadequate to keep
the networks performance at a desired level [4].

In initial overlay construction algorithms, especially deterministic ones like CHORD
[5], neighbors were chosen at random without any knowledge about the underlying
physical topology [6]. This approach offered relatively simple overlay maintenance,
but caused significant problems [7]; a packet along an overlay path may visit the same
physical node several times [8], a low-bandwidth physical link may be shared by many
overlays leading to high congestion and performance degradation, and traditional traffic
management techniques may collide with overlay reorganization causing traffic oscil-
lations [4].

In order to avoid such undesirable effects certain researchers proposed overlay con-
struction and maintenance algorithms trying to bridge the gap between the overlay
topology and the physical (underlay) network. Most approaches, like [9], [10], [11],
probe candidate neighbors in order to select those that are relatively close. But having
a large number of independent overlays performing network-layer measurements cre-
ates significant traffic. The authors of [12], trying to mitigate this problem, proposed a
routing-underlay for overlays and an architecture for inter-overlay cooperation respec-
tively, aiming to reuse underlay information by many different overlay applications.
The performance of these approaches is evaluated to a very limited extent. Moreover,
there is very little analysis of the issue of players incentives that would make such a
collaboration and sharing of information achievable.

The well known capability of overlay networks to launch a new service globally
on the Internet with a minimum of network resources being involved from the service
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provider’s point of view has to be emphasized as a strong design approach for commer-
cially successful applications. Therefore, the efficiency of support by caches in network
nodes and in terminal equipment has to be considered a key factor with regard to all
overlay structures, providing a benefit for ISPs and end-users. An economical evalua-
tion of this practice can be found in [13].

3 Main Concepts

In this section, we will give definitions of the main concepts used in our framework, and
we will also briefly discuss the importance of the correct incentives for the stakeholders.

3.1 Self-Organization

The term self-organization (SO) is, in the following, defined on the level of overlay
networks, i.e. logical networks above the physical network. In the context of overlays,
SO means that a overlay network structure evolves by local decisions made by the peers
participating in the network, without any higher authority directly intervening.

A SOM is a concrete algorithm implemented at each peer forming the overlay. It
makes the local decisions that, in interplay with the decisions made at other peers,
achieve self-organization. In order to influence the overlay network, the SOMs pre-
sented here make some kind of choice, e.g. between peers used as overlay neighbors.
This choice is based on locally available data that is the input to the algorithm.

Examples for SOMs are the peer and chunk selection processes in file-sharing net-
works, such as tit-for-tat or Least-Shared-First [14]. Proximity Neighbor Selection and
Geographic Layout in DHTs [15] are examples where underlay information is taken
into account to form a structured overlay.

The data used as input for a SOM may be provided by other peers or by the underlay.
The choice is made by applying a metric to this input. This metric provides semantics
to the choice process by defining what makes one alternative ’better’ than the other. To
give a short example, using RTT as a metric in a SOM would structure an overlay com-
pletely differently than using the similarity in shared content as a criterion for selecting
an overlay neighbor.

If the input for the SOM can not be provided by the peers themselves, the results
of the SO depend on the quality of information available to the mechanism. A RTT
measurement done by a peer, for example, may not be as reliable as similar information
provided by the underlay itself.

3.2 Incentives for Stakeholders

Stakeholders in the content of this paper are the end-users, the overlay providers and
the network operators. As already mentioned, there are various implications of overlay
traffic to the cost structure of an ISP that lead to a tussle between ISPs and overlay
networks.

There are many types of incentives per stakeholder that favor (or not) the existence
of overlay networks. The two most important ones, common for all the stakeholders,
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are the monetary benefits and the performance improvements. A common phenomenon
is that incentives provided to one stakeholder may introduce negative effects to another
one. For example, the performance improvements that an overlay provider may want
to introduce may come in direct conflict with the economic incentives for the operator
(ISP), since such improvements may change the traffic patterns, affecting the intercon-
nection agreements and charges for the specific ISP. Furthermore, an action taken on
the overlay may provide both monetary benefits and performance improvements for the
same stakeholder, i.e., reduction of inter-domain traffic causes interconnection costs to
decrease while the performance of the network might increase.

At this point, it is necessary to make an important observation: although the stake-
holders in this environment are three, conflicts may appear only between the underlay
(network operator) and the overlay (end-users and overlay provider) entities. Indeed,
conflicts between the end-user and the overlay provider can only occur in the (improb-
able) case that the provider makes some drastic changes to the overlay application that
alter the nature of the service provided, rendering it not beneficial for the end users.

Below, we provide a list of principals that may hold, so that we can reach a situation
where all stakeholders are better off with the existence of an overlay network, i.e., such
that a win-win-win situation occurs.

– Monetary benefits can offer the desired outcome, if there is a possibility of trans-
ferring/recovering costs through charging schemes.

– Monetary benefits can also apply when combined with performance improvements
or with service differentiation in general.

– Performance improvements should not be considered as substitutes but as comple-
mentary to monetary benefits.

– Performance improvements for one stakeholder can provide monetary benefits for
another one or vice versa. In other words, the type of incentives provided may not
be the same for all stakeholders.

3.3 Economic Traffic Management

Economic Traffic Management (ETM) is one of the key concepts of this work and was
already described in [16]. Its main objective is to achieve the co-operation between the
overlay and the underlay, resulting in traffic patterns that optimize the use of network
resources according to some given criteria. This is attained by means of ETM mech-
anisms that are beneficial for all players involved. That is, such mechanisms promote
mutual compatibility of the incentives mentioned in the previous subsection.

In particular, ETM employs mechanisms that are related to economic incentives of
the users in the overlay. That is, they affect (overlay and underlay) decisions, leading to
a) a reduction of the economic cost incurred by the user and/or b) an improvement of
the performance as perceived by the user.

At the same time, the way these incentive mechanisms operate and the state to which
they lead the overlay is affected by information generated by the underlay and/or by
policies employed therein. This way, the outcome of ETM is influenced by the underlay
and its objectives. The objective of the ISP is to render this influence beneficial for
himself as well.
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The main toolkit of ETM is based on incentive mechanisms. The objective of such
a mechanism is to shape the behavior of a participating agent by offering choices to
him. The agent responds selfishly to the existence of the incentive mechanism and to
choices he is offered. In particular, he performs such a selection so as to optimize his
own objective function, in this case the performance of the service he is using. That is,
he adopts among the valid alternatives the one that optimizes this index. Usually, each
choice represents a trade-off between: a) the utility for the agent by the outcome given
his choice and b) the relevant cost for him.

To illustrate this, we consider an ISP offering certain ADSL packages, namely differ-
ent download rates at different charges. Some cases of the customers’ objectives include
the selection of: a) the highest rate that does not exceed a certain budget threshold, b)
the lowest-cost package that exceeds a certain rate threshold, c) the package that repre-
sents the best value-for-money, i.e. the best trade-off between download rate and charge
where both are considered as flexible.

A widely accepted objective function that quantifies such a trade-off is the net ben-
efit, which equals the difference between the utility and the charge. In general, it is
assumed that in order for a choice to be acceptable by an agent the resulting net benefit
has to be non-negative.

To summarize what applies to our case: the provider (or in general the entity set-
ting the mechanism) imposes a mechanism, to which the participating agents respond
selfishly and there arises an overall outcome; the mechanism should be such that the
objective function of the provider is optimized; in this case, his costs are minimized.
Of course, the provider should also take into account the fact that certain agents may
not participate due to the mechanism, which would, e.g., be the case for the bandwidth
throttling mentioned before.

In the context of an overlay offering a specific service, e.g., file download or VoD,
an increase in the service quality may always be considered as a benefit to the end user.
Therefore, it should be the aim of ETM to encourage peer behaviour that incurs traffic
where a provider prefers it, while simultaneously improving the quality of the service
it is offering to the user. If it is not technically possible to do this, the user should be
compensated in a different way. Still, a win-win situation is sought by ETM.

4 Interaction Possibilities between SOMs and ETM

What makes SOMs useful to ETM is the fact that they run in the overlay; in fact most
of the SOMs are already in place with the existing protocols. Of course, not all SOMs
are appropriate for ETM. To see why this applies, we first classify the SOMs according
to the selections they provide to the users in the overlay. In particular, the following
possibilities apply:

1. SOMs offering no selections; e.g. DHT-based content location in Chord.
2. SOMs offering to the user selections that are not based on immediate incentives:

e.g. the list of Kademlia-based “neighboring” peers, which, apart from preferring
peers with a longer uptime, does not relate directly to any actual distance or other
performance-related improvement.
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3. Selections based on immediate application-layer incentives: e.g. which chunk to
download first in BitTorrent (“rarest first replication”); this does relate to a
performance-related improvement , which however is not related to the underlay
conditions.

4. Selections based on immediate incentives that are related to the underlay: e.g.
bandwidth-based selection of peer to download from in BitTorrent.

It is mainly the last category of SOMs that can serve as enablers of ETM. In par-
ticular, the underlay provides agents (i.e. users) participating in such SOMs with the
information employed in order to make the selections that the SOM actually prescribes;
e.g. RTT or other physical proximity metrics, for SOMs that prescribe that the selec-
tion of preferred peers is based on such metrics. This might, for example, be done by
a) including such information to the tracker in BitTorrent, which will in turn provide it
to the peers b) introducing a separate tracker in a BitTorrent like system that provides
additional information about the network location of peers in a swarm, or c) having the
underlay provide an interface for more reliable RTT measurements.

Furthermore, the selections made in the context of SOMs influence the traffic actu-
ally arising in the underlay, since they influence both the demand for traffic as well as
the way it is routed. These interactions are depicted in Figure 1. Of course, the cases and
the methods how the underlay can influence such SOMs for the benefit of all players
involved are matters for further study, falling out of the scope of the present paper.

Since most of the applications considered are already implemented and working
without the application of ETM, the latter should indeed provide extra benefits to the
overlay layer, in order for these applications to adopt changes. This is to be achieved by
offering incentives to all parties involved, e.g. better QoS/QoE for end users and less

Fig. 1. Interactions among underlay, ETM, SOMs and overlay
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cost for ISPs, as discussed in Section 3.2. It should also be noted that SOMs already run
under the existing protocols. On the one hand, this imposes constraints to the way ETM
can be realistically applied, but on the other hand does provide an opportunity and a
challenge for their implementation.

4.1 Realization of Interworking

The purpose of the interworking between ETM and SOMs is the improvement of all
players’ payoff. That is, the end-users, the overlay provider and the ISP should all ben-
efit from such an interworking, which should thus lead to a win-win-win situation.

Realization of ETM can be divided into two major categories of approaches based on
the ”transparency” of those mechanisms as it is seen from the point of view of the over-
lay. In particular, the first category comprises non- transparent ETM approaches where
ETM is not enforced, but there are incentives given to the overlay provider in order
to adopt ETM with them, e.g. by means of price differentiation, QoE, etc. The second
category comprises transparent (for the overlay provider) ETM approaches where the
overlay provider is not involved; on the contrary either the user is given incentives to al-
ter his behaviour according to the information provider by ETM, or ETM is performed
”directly” by introduction of hardware components or other network entities, etc. Three
major approaches that reflect the above discrimination are described below.

1. Interworking of SOM and ETM Performed by the Overlay Provider - Non-
transparent ETM. In this case, the overlay provider can be given incentives in order
to modify his overlay protocol, although these incentives are rather indirect. Here, the
interaction between the overlay provider and the operator leads to a win-win situation.
Indirectly, ’win’ for the overlay provider implies also ’win’ for the end-users (see Sec-
tion 3.2). In order to perform SOMs, it is necessary that the overlay provider is aware of
underlay information, e.g. proximity measurements, RTT, link congestion, link costs,
etc. This information is provided to the overlay provider by the ETM mechanism. The
changes to the overlay protocol that are required have to be implemented, perhaps by
means of plugins to the existing software, but have to be carefully done in order to be
compatible with older versions of the protocol. In fact, provision of two versions of the
software may lead to an even higher benefit for the overlay provider besides the extra
satisfaction of the users. For example, he may introduce some charge to the improved
version, while keeping the standard version for free. Another possible gain for the over-
lay provider can be imagined in a scenario where the content is originally offered by
the overlay provider, e.g., software patches distributed via BitTorrent. In this case, a fast
and efficient download directly influences the popularity of the content provider (which
is here the overlay/tracker provider) with his customers.

2. Interworking of SOM and ETM Performed by the End-Users - Transparent
ETM. In this case, we assume that the overlay provider is reluctant to modify the ap-
plication protocol, although this does not necessarily imply that such a modification
would not be beneficial to him. So, the interworking between ETM and SOM leads to
a win-win situation for the end-users and the operator. Here, the end-users can be given
incentives, e.g. QoE, price differentiation, in order to make different choices based
on new criteria that would complement or substitute the existing ones. Again, all the
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information that is necessary is provided to the end-users’ clients by the ETM, e.g. by
an ISP-provided information service.

Other example of this approach could be the QoS differentiation according to the
end users’ requests that is being defined in the ITU-T NGN or in ETSI/TISPAN. In this
scenario, the end users could request enhanced network performance for overlay based
applications in order to optimise the different traffic profiles. In particular, according
to the Y.1541[17] the classes of services HighThroughputData and MMStreaming are
specified, the provisioning of network performance guarantees could benefit BitTorrent
and/or Joost users.

Effectively, in this scenario, the user could request enhanced capabilities for its over-
lay application. In this case the ETM must be able to dynamically configure the network
resources according to the end users’ demands. This request could be also associated
with a locality manager. In order to meet this requirement, the ETM could take ad-
vantage of the control planes of the next generation networks that allows the dynamic
configuration of network resources. Therefore, the ETM must also cover the interac-
tion with the management modules in charge of reserving and configuring network
resources, such as the ETSI/TISPAN RACS [18].

This could be the way to build carrier class services based on overlay networks: the
ETM mechanisms will receive the request to improve the performance for the over-
lay application and the ETM could apply different algorithms, such as the combination
of locality with QoS guarantees. This could be the basis to implement differentiated
pricing schemes: for all those end users that will like to enjoy improved quality, differ-
entiated services will be available, not only for specific operators services but also for
overlay applications.

3. Intervention of ISP to SOMs -Transparent ETM. In this case, the operator inter-
feres in the overlay protocol and plays an active role in the re-organization of the overlay
network. This can be implemented by introducing extra equipment to its premises. For
instance the operator inserts new entities in the overlay network, e.g. caches, ISP-owned
peers, etc., that affect the overlay formation. While the mechanisms described there are
somewhat artificial with respect to the SO aspect of the overlay, they may provide the
possibility for a more direct influence for an ISP.

In this case, the underlay operator participates in the SOMs through these entities
in order to achieve its own performance and cost optimization, e.g. reduction of re-
sources consumption, reduction of inter-domain traffic, reduction of monetary cost paid
to other operators (transit agreements). There are examples where an ISP just considers
its own advantage, e.g., by throttling P2P traffic, regardless of the wishes of its cus-
tomers. However, the operator must also ensure that the end-users’ performance does
not degrade; otherwise he will end up losing customers. Here, the interaction of ETM
and SOMs results in a win- non-lose situation, because it is enough if the end-users’
performance remains the same. In addition, when intervention to SOMs is performed
by the operator, all necessary underlay information is directly available by the operator
himself. ETM, also by the operator, is necessary in order to concentrate and organize
this information.
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4.2 Other Issues

There are several other issues concerning the aforementioned interactions. The infor-
mation exchange between the overlay and the underlay plays a large role, making the
timescale of updates and the reliability of information important considerations. Also,
it is unclear how the provision of information about the underlay structure may be ex-
ploited by malicious peers or overlays. Due to space limitations we will not provide a
detailed discussion about these topics here.

5 Application of Interworking Approaches to BitTorrent

In this section, we will provide an example to illustrate how our framework applies to
a concrete P2P system. We consider the application file-download, supported by the
BitTorrent overlay. The main objective to achieve by implementing changes to this P2P
network is to lower the traffic in the inter-ISP links between providers, while improving
(or at least without diminishing) the QoS/QoE of the user.

To achieve a traffic reduction on transit links purely by overlay means, a SOM is
utilized here. The aim is that peers should prefer download connections to other peers
in the same AS instead of exchanging data with remote peers. The SOM used to achieve
this goal is the neighbor selection done at the tracker. The tracker assembles a list of
peers and returns this list to the querying peer. The decision on which peers to include
in that list is made so that the ETM aim is supported. Since in BitTorrent a new peer,
who wants to download a specific piece of content, must contact the tracker for that file,
this affects every peer in the network.

To this end, information describing the underlay situation must be made available
to the overlay. In this case, this is less complicated than in a completely distributed
scenario, since only the tracker has to be informed. A possible implementation of this
information exchange follows the pull model, where the tracker contacts a separate,
ISP-provided information service with the IP of the peer requesting neighbor data. Thus,
this method is a non-transparent ETM as described in the previous section. An example
of such a service is presented in [19]. The information service is also informed about all
peers currently participating, and in case of peers connected via the local ISP also their
location and other characteristics. It selects the peers it deems beneficial to both the
network and the peer in question using a metric. Then it returns this list to the tracker,
which may forward or modify it. To this end, a mapping of peers to ISPs has to take
place, in order to allow the tracker to contact the information service of the correct ISP.
Alternatively, one central information service might be created, with different impli-
cations for the distribution of provider-dependent information. The interface between
the tracker and the ISP-provided information service thus serves as an information ex-
change between the over- and the underlay.

A metric reflecting the ETM purpose described is, e.g., the cost generated by a con-
nection between the local peer and the peer that is evaluated by the metric. This need
not be the actual money that has to be spent by the ISP to maintain that connection, but
may be normalized. It also could reflect link utilization, i.e., less congested links are
treated as less costly. In general, this metric should return better values for peers close
to the local peer, i.e., that have short physical links in the same ISP network. The metric



A Framework of ETM Employing Self-Organization Overlay Mechanisms 93

0 2 4 6 8 10
10

15

20

25

30

35

40

45

50

time [Δ t]

po
pu

la
tio

n 
si

ze

 

 

x
2
(t) = downloading

peers of ISP 2

x
1
(t) = downloading peers of ISP 1

y
1
(t) = seeder of ISP 1

y
2
(t) = seeder of ISP 2

(a) Population sizes

0 0.2 0.4 0.6 0.8 1
0

2

4

6

8

10

12

ratio ρ of inter−domain traffic

no
rm

al
iz

ed
 d

ow
nl

oa
d 

tim
e

normalized download times
of peers of ISP 1

peers of ISP 2

(b) Normalized download times

Fig. 2. Qualitative performance results when ISP 1 blocks incoming traffic

allows for an ordering of the peers the tracker knows with respect to the peer requesting
a neighbor list. The n best peers are put on the list, perhaps along with a small selection
of random peers in order to enhance the stability of the overlay.

As a result in the above example, the response times of the chosen peers are expected to
be shorter, and the available bandwidth in a link between the local peer and these peers is
expected to be higher, since physical links with low utilization are preferred. Data trans-
fer connections between the local peer and his neighbors therefore may expect higher
throughput. This, however, has to be weighted against the different selection of down-
load sources for peers. If extreme precedence is given to peers in the same ISP network
as neighbors, the danger of a network separation is created. In this case, peers would ex-
perience a much worse download performance, since the resources of all peers sharing
the same file are no longer pooled. In general, the neighbor selection process has to avoid
compromising the overlay network stability and performance. If it can not be avoided that
peers experience a performance degradation, alternatively, other methods of compensa-
tion have to be provided by the ISP in order to secure the participation of the users.

Another example for a negative influence of an ETM mechanisms on overlay per-
formance is the naive implementation of peer selection together with traffic blocking.
In this scenario, a modified tracker responds to a client’s request only with a share ρ
of clients in remote ISPs’ networks. Additionally, one ISP in this scenario blocks all
incoming P2P traffic. We assume that outgoing traffic is not blocked.

To illustrate the impact of ETM on the performance of the peers in that ISP’s net-
work, we use the simple fluid model for BitTorrent in [20] and modify it appropriately
to take several ISP’s networks into account. This allows for a first, rough estimation of
the effects of ETM in some abstract scenarios. In the model xi(t) and yi(t) is the num-
ber of downloaders and seeds within ISP i at time t, respectively. File requests follow
a Poisson process with rate λi within ISP i. The seeds within ISP i leave the system at
rate γi. The uploading and downloading bandwidth of a peer is μ and c, respectively.
The parameter η describes the effectiveness of the file sharing system and is derived in
[20]. The parameter ρ describes the ratio of inter-domain traffic between different ISPs.
Then, the system can be described by the following equations:
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r1 = min{cx1(t), μ(1 − ρ) (ηx1(t) + y1(t))} (1)

r2 = min{cx2(t), μρ (ηx1(t) + y1(t)) + μ (ηx2(t) + y2(t))} (2)

dxi

dt
= λi − ri ,

dyi

dt
= ri − γiyi(t) (3)

Fig. 2 shows that the peers in question experience longer download times due to a
lower number of eligible sources. Of course, this very coarse-grained model can only
give qualitative results hinting at the real system behavior. As a consequence, we plan
to investigate such dependencies in-depth in our future work. In general, the incentive
for the ISP to provide cost information is the fact that if the overlay prefers to estab-
lish low-cost connections, the cost for the ISP to handle the traffic now flowing over
these connections is lowered. On the other hand, the end user should be able to observe
shorter download times, i.e., a better service quality. Since both parties involved gain
an advantage by using the described system instead of the original implementation, it is
likely to be accepted.

A transparent alternative to reduce inter-ISP traffic without diminishing the appli-
cation performance is to attract traffic away from remote networks by simply offering
better conditions for downloads in the local network. This can be achieved by placing
caches or provider-owned peers that have a high amount of resources to offer.

Due to peer selection mechanisms like tit-for-tat, these entities can bind traffic to
them by offering higher upload rates and shorter answer times than remote peers. The
client ’chooses’ to download from the local caches instead of from remote peers because
it experiences a higher throughput by doing so. Therefore, the incentive for the user
can be assumed, even if there is no conscious choice, in contrast to the first example,
where the overlay/tracker provider or the client version can be changed. Additionally,
no information about the underlay is explicitly disclosed to the overlay, which might be
an important issue with an ISP.

If popular files are cached, a large portion of the data traffic from the overlay can
be affected. No changes in the protocol are necessary for the original peers, making
this method transparent to the overlay. The provider alone can implement it without
being dependent on a cooperation with the users or overlay providers. Additionally,
the provider is able to gather more information about the traffic characteristics of that
application and feed it into its network management process.

However, this mechanism has several disadvantages as well. Since much more traffic
is created by provider controlled peers than by the information service described above,
the resulting cost is also higher. Also, not all peers may be attracted to the provider
peers, leading to a comparably lower reduction of traffic on the inter-ISP links. Apart
from this, legal issues might prevent a provider from offering storage space for data
exchanged in a file-sharing network.

6 Conclusions

In this paper we have investigated the interaction possibilities between the overlay and
underlay network. More specifically, due to the tussle between overlay providers and



A Framework of ETM Employing Self-Organization Overlay Mechanisms 95

network operators, there exists the need to provide common incentives to all stakehold-
ers to achieve an efficient co-existence of overlay and underlay networks. Initially, we
propose to use SOMs as a mean to deploy economic-aware traffic management tech-
niques, leading to minimization of expenditures for the network operators, while offer-
ing performance improvements for the end-users. The main contribution of this work
is the investigation of the cooperation possibilities that exist between SOMs and ETM.
We examine all different approaches to achieve this and we further illustrate our vision
by means of a realistic example, specific to the BitTorrent application.
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Abstract. Data Centers usually host different third party applications,
each of them possibly having different requirements in terms of QoS. To
achieve them, sufficient resources, like CPU and memory, must be allo-
cated to each application. However, workload fluctuations might arise,
and so, resource demands will vary. Allocations based on worst/average
case scenarios can lead to non-desirable results. A better approach is
then to assign resources on demand. Also, due to the complexity and
size of current and future systems, self-adaptive solutions are essential.
In this paper, we then present Grains, a self-adaptive approach for re-
source management in Data Centers under varying workload.

1 Introduction

Data Centers usually host different third party applications (e.g., web sites),
each of them possibly having different requirements in terms of Quality of Ser-
vice (QoS) [1,2]. To achieve that goal, however, sufficient resources, like CPU,
memory, and storage, must be allocated to each application. One way of achiev-
ing this is through a dedicated model [3], where sets of servers are exclusively
assigned to different application classes. The issue here is to decide the number
of servers to be allocated to each class. Another way is through a shared server
model [3], where a server can host different application classes at the same time.
In this case, each class will be assigned a different fraction of the server resources.

The problem is that, in both cases, workload fluctuations might arise [3,4,5],
and as a consequence, resource demands across the different application classes
will vary [6]. Defining the resources available to a particular application class is
thus not an easy task. On the one hand, allocations based on worst-case scenarios
could lead to a waste of resources, as most of the times the application class would
use less resources than what it currently holds. Average-case scenarios, on the
other hand, might cause an application class to be overloaded and thus not
able to keep the QoS requirements within reasonable values. A more interesting
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approach is then to assign resources on demand [1], in this case, based on current
requirements and availability of resources.

As systems become larger and larger, however, it is unlikely that system ad-
ministrators will be able to respond to changes in resource demands on time.
Also, the frequency upon which that occurs is an issue that further complicates
this matter. With this view in mind, it is clear that self-adaptive techniques
for dynamically deciding the resources available to application classes are re-
quired [4]. In this case, that would mean techniques that calculate and assign
resource partitions to each class, over time, based on the current state of the
system and its goals.

Based on the above, in this paper we present Grains, an approach for adap-
tively managing the resources, more specifically CPU, assigned to the different
application classes in a Data Center under varying workload. The rest of this
paper is then organized as follows: in Section 2 we present related works in this
area and from that we draw the contributions of our work. Next, in Section 3,
we present how our approach contemplates the contributions we are aiming. In
Section 4 we then illustrate how our work could be used for managing a system’s
resources through a simulated case study. Finally, in Section 5, the conclusions
and future directions of this work are presented.

2 Background

Resource management has received recent attention from the research commu-
nity, and consequently, a number of solutions have been proposed. Many of them,
e.g., [7,8,9,6,3,10], are focused on the shared server model. More precisely, the
different application classes running on each server will receive different resource
shares over time. In this case, usually, a controller running on each server will
decide at runtime the resource shares each class will hold at a particular time t.

Solutions focused on the dedicated model have also been developed. In [1],
for example, the notion of Application Environments (AEs) is defined. In this
case, AEs hold one or more Virtual Server (VS), which are deployed in different
physical machines. The goal then consists in finding the optimal number of
VS each AE will hold and in which machines they will be hosted. When more
resources are necessary, new VSs will then have to be created and initialized.
The amount of resources assigned to the new VS, however, has to be the same
as the amount held by the other VSs hosted in a physical machine, thus leading
to allocations which are potentially too large.

In [4] and [11], similar approaches are presented. The main difference is that
each AE has a fixed number of VSs, matching the number of tiers of each AE.
Therefore, the goal of this solution is to determine the resource capacity allocated
to each VS of each AE. Problems will happen, though, if the resources held by
a particular AE are not enough for the current demand, as it has no further
sources of resources, even if there are idle resources available elsewhere.

Another approach in this context is presented in [12]. In such a work, a Cluster
Reserve holds a number of Resource Containers. The goal is then find, for each
Cluster Reserve, the allocation each of its Resource Containers will hold in the
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physical machines available. In this case, a minimum allocation has to be assigned
to each Cluster Reserve in each server, even if they don’t need it. This means
that resources can be wasted if there are many idle service classes.

A similar approach has been proposed in [13], where the servers of the system
are partitioned into as many subsets as the number of classes of users. A server
can then be shared by different classes of users. However, only up to two classes
can be sharing the same server. The works presented in [14] and [15] propose
similar ideas. The major difference is that each server in the system is allowed
to serve only one application class/tier at a particular moment. Allocating an
entire server to an application class/tier, however, can cause over-provisioning.

The assignment of processors to applications is investigated in [5]. More pre-
cisely, a CPU Manager is in charge of deciding how many processors to assign to
an application class so that its Service Level Agreements can be met. As some
of the approaches discussed so far, over-provisioning might happen, since entire
processors are assigned to an application.

We then summarize the limitations in current resource management solutions
for the dedicated model in the following way:

– Static allocations: fixed number of resources available to an application
class [4,11]. If an application class is idle, its resources can not be used by
one that is under heavy load.

– Coarse allocations: entire servers [1,14,15] or processors [5] are assigned to
application classes. Allowing servers/processors to be split between different
application classes is essential (i.e., fine-grained allocation [16]), since one
processor/server dedicated to an application might be too much.

– Limitations on resource shares: even when allocations can be fine-
grained, either a minimum [12], and possibly idle, or pre-defined [1] allo-
cation is required, or a limited number application shares are allowed to
coexist on the server/processor [13].

Based on the above, this work will then extend current resource allocation
methods for the dedicated model, by providing Grains, GRanular Allocation In
Networked Systems, a solution that aggregates the following characteristics:

– Dynamic allocations: resource allocations across the system will change
over time to match current needs. Also, consumers (i.e., anything that can
use resources) will be using resources from a time-varying set of servers,
instead of having a static number of them.

– Fine-grained allocations: resources provided by a server can be used by
any number of consumers, not being restricted to one or a few application
classes.

– On demand allocations: allocations across the system will be created and
defined on-demand, instead of having a pre-defined or minimum size.

– Hybrid: a fine-grained feature will imply in a model that combines charac-
teristics from both the dedicated and shared server models. It will be dedi-
cated in the sense that a specific, but variable, number of resource shares will
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be serving an application class at each moment. But it will also be shared,
in the sense that a server will be hosting requests from different application
classes.

3 Grains

In this section, we describe Grains, the solution we are proposing for the resource
management problem. We start by describing the high level details of Grains, i.e.,
definitions and architecture, and from that, we present the model that defines
in more details how the different parts of the architecture interact and also the
optimization problem whose solution will give us the best resource partitioning.

3.1 Concepts and Architecture

In our architecture, a system is viewed as a set of Servers. A Server, in this
case, is anything that can offer and/or use CPU shares. The CPU resources of
a Server are split into two partitions. One of these partitions, called Dedicated
Partition1, is to be used exclusively by the Server itself. The other partition,
Donation Partition, is to be used not only by its own Server but also by any
other Server in the system. The size of both partitions are defined in terms of
percentage (e.g., the size of a Dedicated Partition might be 65% of the Server’s
CPU with the remaining 35% being allocated to the Donation Partition). In a
multi-core architecture, for example, one of the cores could be defined as the
Dedicated Partition and the remaining ones as different shares of the Donation
Partition.

A Server can then act as: 1) an application class, thus using its own or another
server’s CPU shares to fulfill its QoS requirements; 2) a resource provider (like
Virtual Servers and Resource Containers described in Section 2), thus providing
resources to other Servers; or 3) both. Note that we are not making any assump-
tion about the nature of the Server in terms of how it is deployed. It can be an
actual physical server or even a virtual one running on a host operating system
in a physical machine.

The CPU shares in a Donation Partition can be allocated to more than one
Server at the same time. Shares are allocated in Blocks of a specific size, which
are the atomic unit (i.e., grains) of allocation and determines the percentage
of the Donation Partition that will be allocated. For example, if the size of the
Block is 10%, shares in the Donation Partition will have a size which is a multiple
of 10 (e.g., 20%, 30%). This way, two different Servers A and B could then hold
different shares in another Server’s Donation Partition, say, 20% for A and 30%
for B. Besides, these shares could have their size changed at any time.

Note that, by having a Donation Partition that uses 100% of a Server’s CPU
resources, and blocks with sizes of 100%, we then reduce our solution to the case
where Servers are allocated exclusively for an application class. This is the case
1 The Dedicated Partition is defined only for modelling purposes, as it does not play

any role in the rest of our solution.



A Fine-Grained Model for Adaptive On-Demand Provisioning of CPU Shares 101

Server 1Server 3 Server 1Server 4

Server 1Server 2Server 1Server 1

Fig. 1. Possible configuration of a system with four Servers

with some related works in this area. As one can notice, then, we enable this
same kind of allocation in a single model, with the advantage of still being fine-
grained. It just depends on how the size of the block and the Donation Partitions
are set.

In Figure 1 we illustrate a sample configuration of a system, focusing on how
Servers, Donation Partitions, and shares relate to each other. In the figure, the
gray rectangles on each Server indicate different shares in the Server’s Donation
Partition. The arrows, on the other hand, indicate which share is assigned to
which Server, by pointing from the Server that is holding the share to the one
that is providing it.

The extra CPU shares a Server will receive, coming either from its own Do-
nation Partition or from a remote Server’s one, will be based on the Server’s
Utility Function. In short, the Utility Function of a Server will indicate, at any
point in time, how useful it is for that Server to receive extra CPU shares.

By taking the Utility Functions of all Servers together, a Global Controller
will then take care of deciding the shares that each Server will receive, and where
they will come from. Therefore, the Utility Function of the Servers should be
designed in a way that, by having the Global Controller to decide the best CPU
shares for each Server over time, the system as whole is driven towards a common
goal (i.e., load balancing, improving overall response time).

3.2 Model

From the concepts presented so far, a formal model of the system has been
defined. In such a model, let S be the set of Servers in the system, then:

S = {si : i ∈ � ∧ i ∈ [1, n]}

where n is the number of Servers in the system. As we’ve mentioned, the Dona-
tion Partition is a share of a Server’s CPU that is available to be used by the
Server itself as well as by other Servers in the system. Let pi be the current size
of Server’s i Donation Partition, then:

∀si ∈ S
(
pi = n.R

)
,
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where R is the size of the allocation block, 0 ≤ R ≤ 1, and n is the number of
blocks available in the Donation Partition to be assigned. Consequently,

(n ∈ �) ∧
(

0 ≤ n ≤
⌊

1
R

⌋)
. (1)

With that, we then model the fact that Donation Partitions have to have a size
defined in terms of a block, and that such a size will be within 0% and 100% of
the total server CPU capacity.

Since in each Donation Partition shares can be allocated to one or more
Servers, we then have to keep track of the current shares being held in each
Server’s Donation Partition. Based on that, let di be the set of the current
shares allocated in the donation partition of server i, then:

di = {{sk, rk}∗} (2)

where sk is a server having a share in si’s Donation Partition, sk, si ∈ S, and
rk is the share held by sk. As mentioned before, shares are allocated in blocks,
just like in the definition of the Donation Partition’s size. Consequently, each
allocation rk in di is of the form rk = n.R and 1 holds. Given the total size of a
Server i’s Donation Partition (pi) and the current allocations on it (di), we then
denote the amount of free shares, f i, in such a Donation Partition, by:

f i = pi −
|di|∑

j=1

di
j2

Since the size of the Donation Partition can be changed at runtime, we need to
specify which properties we would like to hold once that happens. For example,
we do not want a Donation Partition to be resized to less than the amount of
shares currently in use on it, as that would imply reducing each of the shares
accordingly. We then denote by zi(r) the function that will cause the Donation
Partition of a Server i to be resized by the amount r, zi(r) = pi + r. Clearly, if
r > 0, the Partition is having its size increased. If r < 0, on the other hand, its
size is being decreased. For that, however, the following has to hold:

(
pi ≥ pi − f i

)
∧

(
∀j ∈

[
0, |di|

] (
di

j2 = di
j2

))
(3)

Basically, we are asserting that the size of a Donation Partition can never be
less than what is currently being used on it and also that all shares from the
different Servers on it will remain the same.

As we are talking about shares being allocated in a Server’s Donation Partition
to other Servers, we need to formalize that in terms of the system properties
that have to hold after an allocation is defined. For that, then, asisk(r) denotes
a function that allocates a share r in the Donation Partition of Server i to Server
k. Clearly, if i = k, then Server i is receiving extra CPU shares from its own
Donation Partition. For that to happen, the following has to hold:

(
∃j ∈

[
0, |di|

] (
di

j = {sk, r}
))

∧
(
∀w ∈ [0, |di|]

(
w �= j → di

j1 �= sk

))
,
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which states that one, and only one, pair <server, allocation>, where server is
sk, should exist in the current set of allocations of Server’s i Donation Partition.
In this case, all properties of 2 must hold.

Finally, we denote by ui(l, r) the utility function of Server i, where l is the
new share that Server i will receive from its own Donation Partition and r is
a vector of the new shares that Server i will receive from remote Servers. More
formally:

ui :
[
−li, f i

]
×

[
−rik, fk

]|S| → [0, 1] (4)

where li is the current share Server i holds in its own Donation Partition and
rik is the current share Server i holds in the Donation Partition of Server k,
∀k, i ∈ [0, |S|] (k �= i).

From the constructs defined so far, we can then model the optimization prob-
lem the Global Controller is supposed to solve. We assume that the controller
will execute continuously over time, over a fixed or varying frequency. Every time
it runs, it thus has to find the best way of distributing shares in the Donated
Partition of all Servers among them. That will consist of solving the following
optimization problem:

max
Rl,Rm

|S|∑

i=1

ui(li, ri) (5)

where Rl = {l1∗, l2∗, ..., ln∗}, Rm = {r1∗, r2∗, ..., rn∗}, li∗ is Server i’s optimal
CPU share coming from its own Donation Partition, and ri∗ is Server i’s optimal
CPU share coming from remote Servers’ Donation Partition, given that the
following constraint hold:

N ≤ f i,

where N is the sum of the new shares allocated on Server i, N = Rl
i +

∑
Rm

k2,
∀k ∈ [0, |Rm|] (Rm

k1 = si). This constraint simply states that the sum of new
shares on each Server has to be less than the current amount of free shares on it.

4 Case Study

In this section, we present a case study to illustrate the use of Grains in the
resource management problem. In our case study, we consider a scenario with
two physical machines, each of them running a Server, as defined in our model.
Each server is associated with an application class (A and B). The global goal
of the system is to keep the average response time of the requests in each Server
as bellow as possible from a target value (e.g., 3s).

To achieve that, the CPU shares each Server holds will be reallocated on
demand, based on the aggregate utility of their utility functions. We consider
that the Global Controller executes continuously, at specific intervals, which we
will call iteration. At each iteration, the Global Controller decides the best CPU
shares for each Server, and performs the allocation, which will then hold until
the next iteration. In this case, the best CPU shares for the Servers will be those
that will cause their response time to be as less as possible from the target value.
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The utility function u of a Server is then defined in the following way:

ui(l, r) =

{
ti(l, r) , if ri = ∅
hi(l)+yi(r)

2 , if ri �= ∅
(6)

where 1) ri is the set of the current shares held by Server i that come from
remote Servers’ Donation Partition, and, since we have only two servers, |ri| = 1
(i.e., a Server i can only have shares from up to one remote Server); 2) ti(l, r) is
the utility of Server i receiving shares l and r, respectively from its own Donation
Partition and from a remote Server’s one, given that it does not hold any remote
share yet (ri = ∅); 3) hi(l) is the utility of Server i receiving the new share l from
its own Donation Partition considering that it already holds a remote share; and
finally 4) yi(r) is the utility of the remote share held by Server i receiving the
new share r.

Function ti(l, r) in Equation 6 is then defined in the following way:

ti(l, r) =

⎛

⎜
⎝ 1(

1+λ∗e(
−(1/b(l))

η )
) + 1(

1+θ∗e(
−(1/a(l,r))

ζ )
)

⎞

⎟
⎠

2
,

where b(l) is the expected response time in Server i until the next iteration, given
the extra local share l, a(l, r) is the expected remaining response time in Server
i given that it will receive the extra share l from its own Donation Partition and
also the extra share r from a remote Server’s Donation Partition, and η and ζ
are specific constant values for defining the growth of ti(l, r) over the x and y
axis.

The general idea of this utility function is to make it grow fast to 1 along
the x axis (i.e., local share received), once the target response time is reached,
indicating the fact that achieving a response time that is less than the target
one with a particular local share is of high utility (requests won’t have to be
redirected from the Server to a remote share). This is the case illustrated in
the graph of Figure 2a. The value on the x axis where this growth occurs is
controlled by λ, which is calculated by finding λ such that ∂2t

∂l2 = 0, with θ = 0
and l being the result of solving b(l) = 2, with 2 being the target response time
to be reached.

However, when the local share received is not enough to cause the response
time to be less than the target one, the utility still increases considerably as
the remote share received increases. This is the case illustrated in the graph
of Figure 2b. The growth of the function in this direction is controlled by θ,
calculated by finding θ such that ∂2t

∂r2 = 0, with λ = 0, l = 0, and r being the
result of solving a(l, r) = 2. Notice that, in this case, there is no point along the
x axis to cause the utility to grow fast to 1, which would be the case if the target
response time is reached. But still, the utility continues to grow as more remote
shares are provided.

As for the utility functions hi(l) and yi(r) of a Server i, they behave similarly
to ti(l, r). The difference is that each of these functions only consider either the
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Fig. 2. Graph of t (a) with enough local shares (b) without enough local shares

share received from i’s Donation Partition, for hi(l), or the share received from
a remote Server’s Donation Partition, for yi(r). The definitions for both of these
functions have thus been omitted from this paper.

Now we’ll illustrate a scenario where the extra CPU shares of Server 1 will be
dynamically adjusted to meet current demand. In this scenario, we will be look-
ing at the following aspects: 1) the current extra CPU share held by the Server
coming from its own Donation Partition, 2) the current extra CPU share held
by the Server coming from Server 2’s Donation Partition, and 3) the response
time in Server 1. The idea with this scenario is illustrate not only the shares of
Server 1 being dynamically adjusted but also the fact that it will receive remote
shares on demand, when the local shares it holds is no longer enough to keep the
response time bellow or equal to the target value. Initially, Server 1’s Donation
Partition uses 50% of its CPU, which means that the other 50% are to be used
exclusively by it. The total local share held by Server 1 is then 50%, as illustrated
by the solid line in the graph of Figure 3a (in the graph, values are in between
0 and 1).

1. Server 1 initiates with a response time of 1.5s, with 2s being the target value,
as illustrated in Figure 3b.

2. At iteration 5, the expected response time increases to 2.65s. The Global
Controller then decides that the best allocation is to give an extra 20% of
local share to Server 1, resulting in a response time around 1.8s. For that,
the Global Controller then calls as1s1(0.2), as specified in the model.

3. At iteration 10, the expected response time increases again, now to 4s. In
this case, even by providing the remaining local share (i.e., 30%) to Server
1, the response time on it would not be less than the target value. In this
case, the Global Controller then decides to allocate 40% of the Donation
Partition of Server 2 to Server 1 (dashed line in the graph of Figure 3a), in a
way that by redirecting requests to Server 2, a better response time can be
achieved. The result of this decision is then calling as1s1(0.3) and as1s2(0.4),
to apply the changes in Server 1’s local and remote shares. By doing that,
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Fig. 3. (a) Variation of the local shares (solid line) and remote shares (dashed line)
held by Server 1. (b) Variation of the response time.

the resulting response time of Server 1 is around 1.9, thus bellow the target
value.

4. At iteration 15 then, all requests occupying the remote share used by Server
1 are finished, so such a share is revoked by the Donation Partition of Server
2, causing the remote share of Server 1 to go to 0 again. Also, the expected
response time in Server 1 drops to 1s, causing the Global Controller to de-
crease the extra local share held by Server 1 to 10%, since the current local
share it holds is too much for that response time. Server 1 then ends up with
a total local CPU share of 60%, a setting that causes the response time to be
exactly 2, still within the specified target value (in this case, we have chosen
to keep the response time bellow the target value but without overusing the
CPU resources).

Note that, in item 3, Server 1 had no pre-defined or minimum share in Server
2, as is the case with some approaches. Instead, its remote share was allocated
at runtime and only when necessary. Also, from then on, Server 1 remote share’s
utility, yi(r) in Equation 6, would affect the optimization process, by speci-
fying which size would be the most useful for it in a particular iteration. This
means that if it needs more resources, its size would simply be increased, instead
of creating more and more shares on different Servers, as some of the current
solutions do.

Even though we have not illustrated changes in the size of the Donation
Partition, it is worth stressing the fact that, as we have showed, this is supported
by the model, using the function zi(r), as explained in Section 3.2. If at some
point, it is decided that the Donation Partition of Server 2, for instance, should
be resized to, lets say, 70% of its CPU capacity, all it would need to be done is
a call to zi(0.2) (since it currently has a size of 0.5). This way, more resources
would be available on this Donation Partition to be used by Server 1, with all
the important properties regarding the allocated shares still holding.
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5 Conclusions

In this paper we presented Grains, an approach for dynamically managing CPU
resources in Data Centers under varying workload. A formal model for that has
been proposed, thus clearly defining relationships within the system as well as
properties that have to hold over its execution. As we have showed, a number
of solutions within this context can be found. However, limitations in these
solutions have been pointed out, such as 1) being fixed to a specific number of
servers, 2) creating/initializing new Virtual Machines when remote shares are
necessary, instead of just resizing their shares, or 3) creating idle shares to satisfy
a minimum allocation constraint. In our case, we were able to cope with the
resource management problem with a solution that overcomes such limitations
(e.g., resources from a Server can be assigned to a number of other Servers and
shares are dynamically allocated with no minimum/pre-defined values). Even
though we have focused on CPU assignment, the Grains model could well be
used for other kinds of resources, as long as they can be divided and shared (e.g.,
storage).

Whereas the approach we propose in this paper is interesting, there are issues
to consider in the future. Dynamically deciding the proper size for a Server’s
Donation Partition, for example, is an issue to be further investigated. By that
we mean finding what is the best size for the Donation Partition of a Server,
considering parameters like how often it uses extra shares and how idle its Ded-
icated Partition is. That would allow us to make a better usage of the CPU
resources, by setting the size of each Server’s Donation Partition to the minimal
CPU requirements it would need, and allocate the rest on demand. Another
approach would be to set the size to zero, so that all resources a Server holds
would be decided based on its current needs. As one can note, our approach is
flexible enough for both cases, an aspect that is not found in other solutions.

Another area of future work is to decentralize the control over the system.
In this case, the idea is to design algorithms that will converge to the optimal
allocation by having different Servers in the system taking decisions using as
much local information as possible. The best allocation, in this case, would thus
emerge as the result of local interactions between the Servers of the system.
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Abstract. Service oriented middleware draws a lot of attention in cur-
rent research on sensor networks. The automatic distribution of services
within a network and the preservation of this distribution is a funda-
mental aspect of network applications with self-x properties. The net-
work gains the ability to react on mobility, network fragmentation, node
failures and new user demands. This paper proposes a distributed self-
organizing algorithm for service distribution and preservation of this dis-
tribution using demanded coverages for the services. After discussing
the theory of the convergence of the algorithm, this paper presents a
real-world deployment of a sensor network scenario and evaluates the
performance of the algorithm.

1 Introduction

Wireless sensor networks consist of hundreds or thousands of tiny sensor devices
with limited resources. These sensor devices collaborate in order to perform
complex tasks like observing their environment. For this purpose the sensor
nodes must be programmed with application software. In current deployments,
all nodes are programmed with an application before deployment, leaving the
network inflexible to react on changes in environmental conditions or user de-
mands. In order to increase flexibility and performance of sensor networks, cur-
rent research examines heterogeneous networks, where nodes perform different
tasks and therefore can vary in software setup as well as in hardware. In such
networks nodes adopt different roles, e. g. recording sensor data or replicating
recorded data, based on which they execute specific functions or program parts.
In the following we will refer to these functions as services. Every service uses
resources on the node such as dynamically allocated memory, radio, sensors and
ultimately energy. The ability to activate and deactivate services as shown in
Figure 1(a) allows the nodes to perform their designated task without wast-
ing resources for unneeded services. Alternatively, services can migrate onto the
nodes as depicted in Figure 1(b), if the hardware is suitable for the migration
of program code. The migrated service is then executed on the node. The mi-
gration of services ensures that only the functionality is present on the node,
which is required for its designated task. Both schemes allow an adaptation of
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(a) Activated services
(white) and deactivated
services (gray)

(b) Migration of a service onto a
node

Fig. 1. Scenarios for heterogeneous software setup on sensor nodes

software during the runtime and are important concepts for self-x properties in
sensor networks, like self-organization, self-configuration, self-optimization and
self-healing. This enables the network to optimize and adapt to changed condi-
tions single-handed without any user interactions.

In this paper, we focus on distributing functionality in sensor networks. For a
lot of applications it is sufficient to have a certain density or coverage of a service
within the network. This distribution can not be done in a static manner, since
it would require additional administration and would be inflexible to new user
requirements, mobility, node failures and network fragmentation. We propose a
decentralized, self-organizing algorithm that achieves and preserves a uniform
service coverage in the network during the deployment. The algorithm is based
on local knowledge of the nodes about available services and the global coverage
demanded by the application for each service. By adapting to the coverage of a
service locally by activation or migration the algorithm achieves a global cover-
age of the service in the whole network. The service information (or in case of
migration the service itself) is propagated through the network without being
dependent on any routing schemes. Our algorithm can be used either for acti-
vating sensor node program parts or for replicating and migrating code in sensor
networks. For the rest of the paper we will use the term activation of a service
as a synonym for both, migration and activation of functionality.

Because of their ability of self-organization, the sensor nodes are able to react
on node failures and newly included nodes by adding and removing services
during runtime without intervention of the user. Additionally the sensor network
can adapt to changed user demands, like a demand for higher granularity of the
monitored data or higher reliability.

The rest of the paper is organized as follows: First we outline related work in
the field of code propagation and service placement in Section 2. We describe
the functionality of the algorithm in Section 3. Section 4 presents theoretical
considerations of the convergence of the algorithm. In Section 5 we present a
deployment of sensor nodes demonstrating the usability of the algorithm under
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real-world conditions and evaluate the algorithm on basis of suitable metrics.
Finally, Section 6 presents the conclusion and future work.

2 Related Work

In this section, we outline related research which concentrates on code distri-
bution and service placement in sensor networks and mobile ad-hoc networks.
Injecting and distributing code throughout the network is an important aspect in
the field of (re)programming sensor networks in order to achieve self-organizing
behavior. Different code distribution approaches have been developed [9,4]. The
code is mostly distributed per gossiping or flooding to every node in the sensor
network [4]. However, in [9] nodes have different predefined roles depending on
their functionalities. Using this, the code will be propagated only to nodes of
the suitable role. Other approaches focus on mobile agents in order to distribute
functionalities in sensor networks [5,3,2]. In contrast to services, which offer spe-
cific functionalities that are used by the application, mobile agents are dynamic,
autonomous, intelligent programs, which migrate and replicate themselves de-
pending on their tasks. Levis et al. [5] proposed a virtual machine on each node
to install code. In order to program the nodes of the network, the code replicates
itself and is flooded throughout the network. However, these approaches do not
concentrate on distributing functionality on basis of suitable metrics, but on how
migration is technically realized.

Similar to code propagation, service placement is used to add selective func-
tionalities to the network in the field of service centric architectures. By now,
there are many approaches which concentrate on discovering and using services
in sensor networks and mobile ad-hoc networks [8,7,1]. Though, they either do
not focus on how services are getting into the network or presume that services
are installed on the nodes before deployment. [10] summarizes service placement
strategies only for mobile ad-hoc networks. The goal of these strategies is to
place single services within a network at an optimal location determined by a
given metric. By contrast, we aim to achieve a global service coverage within the
whole network by replicating different services in order to distribute the func-
tionality among the nodes. To our knowledge, distributing code or functionality
with demanded coverage throughout the network and preserving this coverage
in a distributed manner has not been examined yet.

3 The Protocol

How can we achieve an uniformly distributed coverage of a service in a sensor
network? One way is to forward the information of the service coverage and the
service itself through the network. Additionally, we must determine the nodes
that activate the service. An algorithm must adapt the distribution of the service
to network changes and perform correctly even under radio transmission char-
acteristics that cause e. g. undirectional links. At the same time the algorithm
must be lightweight in terms of code size and complexity and cause only little
traffic.
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3.1 Overview

The DySSCo algorithm is a distributed algorithm that achieves a demanded
coverage for a service within a network without being dependent on any routing
schemes. We define the percentage of nodes in the network that at least must
run the service s as demanded coverage cdemanded(s). The demanded coverage
for each service s is previously specified by the user. By trying to fulfill the de-
manded coverage locally within the one-hop neighborhood, the algorithm affects
the coverage globally in the whole network. In order to achieve this demanded
coverage, every node sends within a given time interval t a beacon with the
globally unique service identifiers s id of its currently active services s and the
demanded coverage cdemanded(s) in percent for each of them. Table 3.1 shows an
example of such a beacon. Note that a node might not provide any active ser-
vices. Hence, the beacon is empty, but has to be sent anyway in order to provide
information about the number of direct neighbors, their activated services and
their coverage within his direct neighborhood for each node.

Table 1. Content of a DySSCo beacon

s id cdemanded(s)

5 50
12 33
17 75
... ...

Based on this information, each node can determine whether the coverage of a
service is fullfilled within its direct neighborhood and whether it should activate
or deactivate a service.

3.2 Decision Process

In contrast to the demanded coverage, we define the currently achieved percent-
age of nodes runnig the service s in the direct neighborhood of a node n as
current coverage ccurrent(s). In order to decide whether to activate or deactivate
a specific service s, each node n has to calculate its current coverage ccurrent(s)
among the direct neighbors and compare it to the demanded coverage given by
cdemanded in the beacon. Let N(n) be the number of direct neighbors of the node
n and Ss(n) the number of direct neighbors of n that have activated the service
s. Ss(n) includes the node n itself, if n has activated the service s. The current
coverage ccurrent(s) of the service s can be easily calculated in percent by:

ccurrent(s) =
Ss(n) ∗ 100
N(n) + 1

(1)

The decision process based on the current coverage ccurrent(s) is shown in Al-
gorithm 1. Whenever a DySSCo beacon is received, the receiving node chooses a



DySSCo - A Protocol for Dynamic Self-Organizing Service Coverage 113

random backoff time backoff for a callback (lines 6 - 8). This backoff prevents the
nodes from reacting simultaniously, what would lead to an alternating process of
activation and deactivation. If the backoff expires (line 9), each node checks the
current coverage ccurrent(s) for each service s (line 11 - 23). If the current cover-
age ccurrent(s) is lower than the demanded coverage cdemanded(s) for s and the
node n has not already activated the service s, n activates the service s (line 13).
If ccurrent(s) is higher than the demanded coverage cdemanded(s) for the service
s and n has activated the service s, the node n calculates the reachable coverage
creachable(s). The reachable coverage creachable(s) is the current coverage which
results if the node deactivates its service s.

Only if the creachable(s) is still higher than the demanded coverage
cdemanded(s), the node n deactivates the service s (line 16 - 21). If a nodes
changes the status of one of the services, it immediately sends a DySSCo bea-
con, to keep the direct neighborhood informed about the current coverage of the
services (line 24 - 25). Services that do not appear in the beacon are no longer
active on the node.

Changes in current service coverage in a neighborhood are influencing indi-
rectly surrounding neighborhoods and thus global network service coverage. In
that way, the network is able to balance the global coverage of services.

3.3 Adjustments and Parameters

When looking at the algorithm, some parameters must be chosen like the interval
t for the DySSCo beacon, the maximum length of the random backoff interval
and the demanded coverage cdemanded(s) for a service.

Based on the DySSCo beacon that is sent every t intervals, the nodes update
the size of their neighborhood as well as the current coverage of the services.
Therefore the choice of t is dependent on the network characteristics, the mobil-
ity, the traffic, and the needed flexibility as well as on the presumption, whether
to migrate code or just activate program parts. It becomes clear that the smaller
the size of t, the faster the network reacts on topology changes. The main draw-
back is, that this leads to higher traffic, especially when whole code segments
must be migrated. Additionally, some changes in the topology might be just
some fluctuations on the radio channel. So there is no general advice for the
choice of t.

As mentioned above, the backoff interval prevents nodes from reacting on a
change in service coverage simultaniously. As an example, let us consider three
nodes, that are directly connected. If one node activates a service with a de-
manded coverage of 50%, both remaining nodes without backoff will activate
this service simultaniously. Afterwards, all nodes will deactivate the service be-
cause the coverage is too high. This can lead to an infinite alternating process of
activation and deactivation. Therefore, a random backoff is needed. In order to
preserve a quick reaction of the nodes, we make the maximum value dependent
on the size of the neighborhood. The more neighbors, the higher the maximal
random value in order to minimize the chances of concurrent reactions of the
nodes.
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Algorithm 1. The DySSCo Algorithm
1: while TRUE do // runs periodically

2: on timeout callback // time t expired
3: sendBeacon() // sending DySSCo beacon
4: updateNeighborList() // updates the number of direct neighbors
5: register timeout callback // register callback in t for next beacon

6: on receive DySSCo Beacon // receiving a DySSCo beacon
7: updateServiceList() // update list known services
8: register/reset backoff callback // register/reset callback in a random backoff

time

9: on backoff callback // backoff time expired
10: changed = false
11: for each s in known services do // loop over all known services
12: if ccurrent(s) < cdemanded(s) ∧ s inactive then
13: activate(s) // activate service s
14: changed = true
15: else
16: if ccurrent(s) > cdemanded(s) ∧ s active then
17: if creachable(s) > cdemanded(s) then
18: deactivate(s) // deactivate service s
19: changed = true
20: end if
21: end if
22: end if
23: end for
24: if changed == true then
25: sendBeacon() // sending DySSCo beacon
26: end if
27: end while

The demanded coverage cdemanded(s) for a service s is dependent on the appli-
cations requirements for this service. However, to achieve the global effect of the
DySSCo algorithm, the demanded coverage in a network with a neighborhood
size of k must be larger than 1

k . Otherwise no direct neighbor would activate
the service since the coverage is already fulfilled. By this, the information of the
service would not be forwarded to further nodes throughout the network.

4 Convergence Considerations

When looking at the simplicity of the distributed algorithm, one question be-
comes obvious: Is the algorithm able to find a stable distribution of services in
any network? In a stable distribution of services, the algorithm does not perform
any changes, if the network topology and the demanded coverage remain con-
stant. It is easy to see that, e.g. in a network with an odd number of nodes, the
algorithm cannot achieve a global coverage of 50%. Having an even number of
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direct neighbours, the coverage c calculated by a node n can also not be exactly
a coverage of 50%. Due to this reason, the nodes precedingly calculate whether
a deactivation of its service is still above the demanded coverage, which thereby
is a lower bound for the coverage.

We analyzed all possible graphs with a size of 3, 4 and 5 nodes. Note that
the graphs with more nodes inherently include the graphs with less nodes by
including cases with isolated subgraphs. The number of graphs for each node-
count is shown in Table 2. We calculated all possible distributions of a service
with different given demanded coverages. The results in Table 3 show that for
different demanded coverages only about 5% of the graphs do not have a possible
stable distribution of the services.

Table 2. Graphs for different nodecounts

nodecount 3 4 5

valid graphs 64 4096 1048576

Table 3. Percentage of graphs with no solution for different nodecounts coverages

coverage nodecount
(in %) 3 4 5

25 2 (3%) 214 (5%) 56392 (5%)
33 2 (3%) 178 (4%) 53532 (5%)
50 2 (3%) 178 (4%) 53532 (5%)
66 0 (0%) 30 (<1%) 39988 (4%)
75 0 (0%) 0 (0%) 2324 (<1%)

The analysis of the graphs with no stable solution shows that most of these
graphs have unidirectional cycles. Figure 2 shows the graphs with node count
3, where the algorithm does not find a stable state for a demanded coverage of
50%. When a node in these graphs activates the service s, it causes the down-
stream neighbour to deactivate the service. Having an odd number of nodes in
this unidirectional cycle causes an infinitive loop of successive activation and
deactivation. In order to find out the practical relevance of these results, we
conducted an experimental deployment described in the next section.

5 Deployment and Evaluation

In order to show the functionality of the DySSCo algorithm, we implemented
the algorithm on the pacemate [6] sensor node platform. We placed 20 pacemates
in the corridors of our institute as shown in Figure 3. The average neighborhood
size was 7. The beacon interval t was set to t = 3 seconds. Neighbors were deleted
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(a) (b)

Fig. 2. Graphs with no stable solution for a coverage of 50%

(a) pacemates on the corridor (b) Schematical placement of the
nodes

Fig. 3. Deployment of sensor nodes in the corridor

from the neighborhood list of a node after not hearing a beacon for 12 seconds.
The maximal backoff time was set to backoff = 200ms ∗ (N(n) + 1). With the
push of a button, we activated a service with a demanded coverage cdemanded of
50 % on one node. This initializes the hop-by-hop activation according to the
DySSCo algorithm. To get a visual feedback of its function, this service turns
on the LED on the pacemate. The pacemates keep log about the size of their
neighborhood, the observed coverage, their service status and the transmitted
messages.

We evaluate our service distribution algorithm on basis of the recorded data
including coverage, service status and transmitted messages. Besides average
current local coverage of nodes and the global coverage of the service within the
network, we analyze the average neighborhood size and the average amount of
transmitted messages. We choose to measure the first 30 s since activation of
the service.

Figure 4(a) shows the average current coverage ccurrent(s) of service from
node’s point of view. The average coverage rises up to around 55 % in the
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(a) Average current coverage of ser-
vice

(b) Global coverage of service

(c) Coverage over time and position of nodes

Fig. 4. Results for deployment with 20 pacemates

beginning when the service is distributed on the nodes along the corridor. The
network finds a stable state and reaches a value slightly over the globally de-
manded service coverage of 50 % afterwards.

The global coverage represents the actual percentage of nodes running a service
s in the whole network. If we compare the current coverage seen by the nodes
with the global coverage presented in Figure 4(b), we observe correlations between
both. The global coverage also rises up in the first few seconds, underlies variations
afterwards and stabilizes in the forthcoming seconds by reaching a value slightly
above the demanded coverage of 50%. Due to the relatively small number of nodes
(20), changes in global coverage appear cascaded rising by 5% if a node activates
the service and falling by 5% if the service is deactivated. Accordingly, 12 activated
nodes make up 60% global coverage at a total node count of 20.

Figure 4(c) presents the current service coverage over time ordered by position
of the nodes. Here, we can identify the dissemination of the service throughout
the network from node 1 to node 20 in the first 10 seconds, observing the global
effect of the local injection at node 1.

The variation in the coverage over the time can be explained by changes in the
neighborhood size of the nodes as depicted in Figure 5(a). A reduction of neigh-
borhood size increases the current coverage especially in small neighborhood
sizes given that one node has greater influence on the coverage. Due to following
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(a) Average neighborhood size (b) Average messages per node

Fig. 5. Results for deployment with 20 pacemates

reactions of nodes by deactivating services the global coverage decreases. These
changes in neighborhood result from disturbances in the radio channel caused
by environmental influences such as movement of persons on the corridor. The
average neighborhood size stays almost constant between 6 and 8 nodes.

Figure 5(b) shows a peak in the average number of sent messages as a result
of the initial activation of the service on the first node. Subsequently the average
amount of messages per node commutes around 0.4 messages per second per node
almost corresponding to the chosen interval t of the beacon sent every 3 seconds.
Additionally, Figure 5(b) shows periodical fluctuations due to synchronisation
which was necessary for our measurement process.

Our evaluation shows that the DySSCo algorithm reaches the demanded cov-
erage of approximately 50% in the network scenario. Despite temporally vari-
ations in neighborhood size the algorithm preserves the demanded coverage.
Additionally, the number of transmitted messages does not increase.

6 Conclusion and Future Work

The controlled replication of functionalities in a sensor network is an important
prerequisite for implementing self-organizing applications: For a lot of applica-
tions it is sufficient that a certain functionality is available somewhere in the
network. If first instances of this service fail it is important to have other in-
stances that can replace the first ones. Additionally, it might be valuable if there
is an instance near the caller in order to keep the communication costs low.
Hence, it is important to investigate reliable strategies for distributing services
in a sensor network.

A service might be already present on the node in form of a piece of software
waiting for being activated, or might physically migrate onto this node during
runtime. In both cases it is crucial to control the distribution process in terms
of the desired service coverage. If the coverage is higher than required, resources
in the sensor network are wasted, and if it is too low, the service load gets too
high for the remaining instances.

Unfortunately, it is not sufficient to distribute the services in a static man-
ner: Due to hardware failures, new user requirements, network fragmentation or
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mobility it might be necessary to activate new service instances while the sensor
network is already in operation. Hence, activating services in a dynamic fashion
during runtime requires self-organization itself.

In this paper, we presented a novel distributed algorithm called DySSCo . It is
based on simple local rules, that achieve a uniform distribution of services in the
sensor network. Our algorithm realizes a dynamic adaptation and optimization
of the service distribution during runtime.

A theoretical analysis of all existing graphs with 3, 4, and 5 node showed, that
the algorithm finds a stable solution in more than 94 % of all existing graphs
with these sizes. Note that the remaining, unsolvable graphs include cases that
are very unlikely in reality (high amount of unidirectional links).

Furthermore, we conducted a real-world experiment with 20 nodes. The results
show the correct operation and practical fitness of our algorithm. We could show
that our algorithms finds a stable solution after a reasonable amount of time.
The remaining fluctuations date back to changing node neighborhoods during
runtime caused by non-ideal radio characteristics.

We are currently investigating improvements of our protocol and the algorithm
itself in order to achieve stable solutions for all graph topologies. Future work
will include further enhancements in order to achieve a fair distribution among
all service types and all nodes in the network. Additionally, we will improve the
implementation of our algorithm by adding a feature that allows for changing
the demanded coverage of a certain service type during runtime.

Further theoretical work will include a formal proof of convergence and sta-
bility for the service distributions provided by our algorithm. Additionally, we
will try to prove that the desired global coverage is reached in all cases.

Another ongoing research work focuses on dynamic linkage of machine code
in order to replicate and distribute parts of a programm during runtime. The
DySSCo algorithm will be used for keeping control of the replicated numbers of
a certain program part (i.e. service).

Although the correct operation of our algorithms has not been proven for all
possible network topologies yet, we are very confident that it is already useful
for a lot of practical applications. In order to cope with “exotic” network topolo-
gies, the algorithm must be extended. All in all we are of the opinion that the
DySSCo algorithms is a very promising solution enabling self-organizing service
distribution in sensor networks or similar systems. The current results show that
it is already working and suitable for practical usage.
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Abstract. Adding autonomicity to computing systems seems to be a promising 
way to deal with the problem of increasing system complexity. One step along 
the way to self-managing computing systems – especially with regard to dis-
tributed, modularized, service based environments – is to solve the problem of 
how to autonomically decide in a most useful and resource efficient way which 
alternative to choose in order to deploy a service. Deploying a service means, to 
either copy or move it from a source to a destination device or to use it re-
motely. In this paper we motivate the domain of autonomic service deployment 
and present an approach for deployment decision making (DDM). We explain 
all steps of the deployment decision making process and assemble them into an 
algorithm accordingly. Furthermore, we define all necessary components of 
DDM and enumerate a set of research questions which we address in order to 
fully explore the concerned domain. An experiment illustrates the potential of 
the presented approach. 

Keywords: Autonomic computing, autonomic communication, service de-
ployment, software deployment, deployment decision making. 

1   Introduction or What Is Deployment Decision Making 

Self-management abilities of computing and communication systems, as described 
within the IBM autonomic computing initiative (cf. [4]), have considerably advanced. 
Among other things, one of these self-management abilities is having the capability of 
obtaining services which a system requires to fulfill its tasks. Such services can either 
be directly dedicated to the system’s user (e.g. a recording of a concert in form of mu-
sic files) or to the system itself (e.g. software updates or a formal XML specification 
of additional data types). To be able to use those services they need to be deployed 
which means either being copied or moved from a source to the destination device or 
being accessed remotely. Deploying such additional – possibly only temporarily 
needed – services, requires that an autonomic computing system discovers suitable al-
ternatives where to get a desired service from. Once this is done, it has to select one 
out of all discovered alternatives in a self-dependent, most useful manner. The proc-
ess of selecting an appropriate and most useful alternative is what we call deployment 
decision making (DDM). 
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A number of steps have to be performed to come to a deployment decision. After 
discovering potential alternatives, a set of parameters used to describe available ser-
vices needs to be specified. Based on that, an evaluation of each alternative’s useful-
ness has to take place. The result of this evaluation then determines one alternative as 
the winner of the DDM process. Experiences made during the deployment of the win-
ning service help to adapt the DDM system and improve deployment decision making 
in general. In this paper we present our approach to making deployment decisions and 
identify all necessary steps. We propose how to describe services for DDM, and we 
explain how to tackle the calculation of an alternative’s usefulness. The remainder of 
this paper is structured as follows: Section two gives an overview of groundwork and 
related research fields. Section three presents our approach for DDM. In section four 
we describe a scenario, our DDM implementation, and evaluations we have done on 
that. Conclusions and an outlook are given in section five. 

2   Groundwork 

Since IBM’s autonomic computing initiative (cf. [5], [4]) was launched in order to re-
search self-* abilities of computing systems (cf. [6]), various advances in that field 
have been made. Scientists have exploited a variety of related research fields. Fusion 
with different scientific areas, like e.g. artificial intelligence, leads to interdisciplinary 
attention to autonomic computing and communication. 

What is addressed when talking about autonomic computing is not completely dif-
ferent from, but rather more specialized than what is envisaged within the scope of 
Artificial Intelligence (AI) in general. Paradigms, methods, and results of AI research 
are applied to the domain of autonomic computing and are utilized to achieve self-* 
behavior. Examples therefore are agent technologies as a representation of software, 
defining policies in order to make decisions, or including learning algorithms for op-
timization purposes (cf. [7]). Concerning the deployment of services, which can be 
seen as the domain for deployment decision making, a number of ideas and ap-
proaches has been developed until now (cf. [1], [3]). All of them are advantageous in 
dedicated environments and under defined circumstances. Nevertheless, points that 
have not sufficiently been addressed so far are how to autonomically and efficiently 
come to deployment decisions and how to optimize the decision making process. A 
set of service discovery protocols and mechanisms are also available (cf. [8]). Each of 
them has special properties depending on the kind of the concerned services and the 
environment in which these services are embedded. Quality constraints of utilized 
services can be determined with the help of service level agreements in order to en-
sure stable marginal conditions (cf. [9]). Frameworks to describe services, their prop-
erties, and their demands are being under development and are already standardized to 
a certain extend (cf. [10]). 

One open issue is the facility to optimize the deployment of services over time and 
depending on user preferences. The selection of a suitable set of service level agree-
ments is not enough. Also the possibility to incorporate formerly made experiences 
concerning e.g. the reliability of uncertain service descriptions is necessary to come to 
satisfying deployment decisions and to optimize the resource consumption during the 
deployment process and the operation of the deployed services. By defining and  
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investigating a process for deployment decision making we hope to step towards the 
direction of equipping computer systems with the ability to autonomically obtain ser-
vices in a most useful and economical way. 

3   The DDM Approach 

Above, we described what deployment decision making means and what it is needed 
for. We now outline the approach we have developed to tackle the DDM problem. 
Before describing step by step how we envisage performing deployment decision 
making, a set of terms has to be clarified. 

In the context of DDM, a service is a piece of software that fulfils a certain task. 
This includes not only executable programs but e-books, sound files, and other things 
as well. Such a service resides on a device which can be a server, a cell phone, an em-
bedded micro controller or anything similar. Deploying a service to a target device dt 
means copying or moving it from any source ds to dt, or using the service remotely. If 
a desired service can be obtained from either multiple devices or from one device un-
der different conditions we call each of these possibilities to obtain the service a  
deployment alternative. Semantically speaking, it is of maximal benefit to select the 
alternative for deployment which is most useful for the selecting system or a human 
user at the end. Following that, we call the benefit of deploying an alternative the al-
ternative’s usefulness. To decide upon an alternative’s usefulness each alternative 
needs to be described by a set of service parameters. The system that performs de-
ployment decision making utilizes a set of decision parameters which are compared 
to the service parameters of each alternative, and selects the one which seems to be 
most useful. The set of utilized decision parameters is not fixed but rather can change 
for each decision process. 

3.1   Scenario 

To motivate our deployment decision making approach we have designed the follow-
ing scenario. Imagine a music management system that has the task of autonomously 
searching for music files. The system, thereby, acts according to a set of preferences 
defined by its user, e.g. a monthly money budget, preferred file formats, quality de-
mands and so on. Once the system has determined a song that probably fits the users 
taste in music, possible alternatives from where to get the file from will be discovered 
and evaluated, and then a decision which alternative to deploy will be made. At last, 
the music file will be obtained from the selected source and stored on the target  
device. 

We implemented an environment which is capable of simulating this scenario. 
What we have so far is a possibility to define a scenario in form of an XML descrip-
tion, to load this scenario accordingly, and to perform DDM on it. Thereafter, the sce-
nario as well as the simulation results can be translated back to XML. A scenario  
consists of a number of rounds where each round is a repetition of the DDM simula-
tion. In turn, one round comprises all source as well as target devices. Devices hold a 
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set of services which are associated with a set of service parameters. Beside these en-
tities, a set of decision parameters is defined in each round which is utilized to assess 
all available deployment alternatives. What needs to be defined as well is the desired 
service, i.e. the service that should be deployed on the target device. 

Based on this scenario design, experiments can be performed in two ways. First, in 
each round all variables can have exactly the same values. This procedure enables to 
gain statistical information about the simulated scenario. Second, variables can be 
modified from round to round which allows the investigation of a variable’s influence 
on an experiment. Evaluations we have performed with the help of the described sce-
nario are presented in section four. 

3.2   Algorithm 

In order to address the process of service deployment decision making in an efficient 
manner, we have developed an algorithm that includes all steps needed for deploy-
ment decision making. This algorithm is a straight forward implementation of the 
DDM process described above. We do, at this point in time, not claim the algorithm 
to be optimal in terms of computational complexity, but rather use it to elaborate on 
what is necessary to perform deployment decision making. Fig. 1 describes the DDM 
algorithm. 

 

Fig. 1. Algorithm for deployment decision making (DDM) 

Below we describe how we have realized the single steps of the DDM algorithm. 

• Step 1, service discovery, is the point from where we start deployment decision 
making. At this time we have available a set of alternatives to deploy a desired ser-
vice. These alternatives have been determined by a service discovery mechanism 
which we see as a prerequisite, but not as part, of DDM itself. At the moment, a 
variety of service discovery protocols exist where each of them fulfils a set of 
needs in a dedicated environment (cf. [8]). Which of these protocols is chosen, or 
which of them can be combined, is a question that we do not address in detail when 
investigating deployment decision making. To be as general as possible, we as-
sume instead that a sufficient service discovery method exists. That means we as-
sume that a list of discovered deployment alternatives is available as the result after 
executing step 1 of the DDM algorithm. 

• Step 2, selecting a set of decision parameters, is one major issue for deployment 
decision making. For that reason, we set a focus here for our research work. We 
currently include all available decision parameters into the decision process.  
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Available parameters are those which we have designed to evaluate the scenario  
described in section 3.1. In our approach, we have defined a decision parameter as 
a 4-tuple of its name, value, interpreted value, and weight. 

dp = (n, v, iv, w) . (1) 

The name is the parameter’s identifier. The value can be any, symbolic or sub 
symbolic, information. Arbitrary information with unspecified sense cannot be 
processed in a meaningful way, at least not by the DDM algorithm. To cope with 
this problem we have introduced interpreters, one for each decision parameter. 
These Interpreters express how useful a value of a parameter is for an individual 
user of the DDM system. They are exchangeable and can be defined by any user 
according to any personal preferences. Interpreters map the decision parameter 
value to a usefulness scale which is defined as follows: 

The usefulness scale SN is a measure for assessing the value v of a parameter p 
in a deployment decision making system. 
 

• ]1,1[−=NS , ivp(vp) Є SN with 

• 0 < ivp <= 1, the parameter p has the usefulness ivp for the associated de-
ployment alternative 

• ivp = 0, the parameter p has no relevance for assessing the usefulness of the 
associated deployment alternative and will not be regarded in the deployment 
decision making process 

• ivp < 0, the associated deployment alternative is not suitable for deployment 
because of the value vp of the parameter p 

The weight w of a decision parameter dp is a factor that expresses the parameter’s 
importance for the user of a DDM system. In our current implementation these 
weights are used as factors when calculating the overall usefulness of a deployment 
alternative. How w can be modified and if it is necessary at all, needs to be further 
investigated. This depends to a large extent on the method used to calculate the 
usefulness of a deployment alternative. Moreover, when we think about a non-toy 
application of DDM, there needs to be a significantly larger number of decision pa-
rameters than we have regarded so far. Involving them all in the decision process 
may cause the efficiency of the algorithm to diminish. In general, we have to inves-
tigate how parameters can look like in detail and what effects are implied by their 
design. Based on that, an efficient selection method for decision parameters can be 
developed. 

• Step 3, calculating the usefulness ua of each alternative a Є e, is an operation that 
combines all interpreted values of each parameter of a deployment alternative. In 
our approach we have applied a simple summation of each interpreted value ivp 
and multiplication with the weight wp accordingly: 

∑
∈

⋅=∈∀
DPp

ppa wivuea :  . 
(2) 

In general, the calculation of the usefulness of an alternative can be any other op-
eration as well. By using a weighted summation, we have applied a well-known 
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method that has already been shown to be advantageous for similar tasks in other 
fields like in integration functions of artificial neural networks (cf. [11]) or in affin-
ity functions of artificial immune systems (cf. [2]). We now have to evaluate to 
what extent it is applicable to the domain of deployment decision making as well, 
or if any other method is more suitable for the calculation of the usefulness of de-
ployment alternatives. 

• Step 4, select and deploy the alternative with maximal usefulness, is the last action 
that needs to be performed before a desired service is available on a target device. 
Selecting the most suitable alternative is the consequence of the usefulness calcula-
tion that took place in step 3 of the DDM algorithm. In our approach we select the 
alternative with maximal usefulness as the winner of the deployment decision mak-
ing process. Making a deployment decision without deploying a service would of 
course not be satisfying in the end. Anyway, we do not address deployment itself. 
How to install, configure and integrate a service into a computing system is not 
within the scope of our research. Depending on the kind of service and the envi-
ronment into which it has to be deployed, there are approaches already concerned 
with this problem (cf. [1], [3]). Instead, we take deployment as the final step after 
DDM for granted and assume that, once an alternative is selected, it can be de-
ployed to the target system.  

• Step 5, learning from the experiences made during deployment, is a major issue 
when talking about autonomic computing and communication systems. It enables 
the adaptation to changes in the environment, and so, avoids the need for user in-
tervention in various situations. Here we see extensive research potential which we 
exploit in our further work. A number of questions arise when we are talking about 
learning from experiences, e.g.: 

• What experiences can be used to improve the DDM process? For example, in-
formation about the success of a deployment process can indicate the reliability 
of a service source.  

• How can we cope with unreliable information concerning service parameters? 
For example, we can measure the discrepancy between the denoted and the ex-
perienced parameter values. A low discrepancy increases the reputation of the 
service source, a high one decreases it.  

• Which algorithms or paradigms can be applied from the field of machine learn-
ing? For example, artificial immune systems can turn out to be suitable for  
detecting deceptions in terms of denoted parameter values. 

In order to better understand the domain of deployment decision making, we ad-
dress all these points with the intent to improve the performance of DDM. Fig. 2 gives 
an overview of issues that we tackled within that scope. In this paper we concentrate 
especially on describing how we put into practice the parameter definition, the useful-
ness calculation, and the environment which we have developed for simulation and 
evaluation. 
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Fig. 2. Relevant issues in deployment decision making 

4   Implementation and Evaluation 

For evaluation purposes, we developed a simulation environment that enables us to 
investigate the DDM algorithm. This environment is a practical tool to load and store 
scenarios, perform deployment decision making on these scenarios, design and 
choose service and decision parameters, as well as to repeat simulations for an arbi-
trary number of rounds. For our future work, we will continuously enhance this simu-
lation environment in order to adapt it to requirements that emerge during our re-
search. 

To justify the relevance of a deployment decision making mechanism, we make 
two simple assertions. 

Assertion 1 

Applying DDM can save resources and can therefore optimize the process of de-
ploying services. 

Assertion 2 

DDM selects an alternative with maximal usefulness according to a set of user 
preferences. 

Fig. 3 represents the XML structure of the scenario described in section 3.1. We 
have utilized this scenario in order to investigate assertions 1 and 2 and to analyze the 
behavior of our DDM algorithm. In particular, we simulated an environment with the 
following settings. 

• Desired service is John Lennon’s “Imagine” as a music file 
• One target device and three source devices providing the desired service 
• Decision parameters are 
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2. the bit rate b used to digitalize the music, with 192 kBit/s being the optimal 
bit rate, usefulness  
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As described in section 3.2, the usefulness of decision parameters can and 
should individually be adapted to any user’s preferences. Equations (3) and (4) 
express our personal preferences we assumed within our evaluations. 

• Ten rounds, where each of them has random values for all parameters of all ser-
vices on all devices, all other settings are equal in each round 

The above mentioned decision parameters and deployment alternatives are exem-
plarily chosen for this experiment. When considering real world scenarios, there 
needs to be a significantly larger number of parameters to be regarded in order to 
properly describe different deployment alternatives. Furthermore, it is important to 
 

 

Fig. 3. XML structure of DDM simulation scenarios 
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Fig. 4. Usefulness of the decision parameter (a) price and (b) bit rate 

 

Fig. 5. Overall usefulness of the decision parameters price and bit rate 

recall that service deployment is not restricted to downloading a piece of software. 
Beside the three alternatives to obtain the desired service we regarded in our example 
scenario, an additional alternative can e.g. be utilizing the service remotely by access-
ing a streaming server. In that case, experienced reliability to the source server in 
terms of packet loss, steadiness of connection speed, or the service access method it-
self (i.e. download or stream) can be other interesting decision parameters. 

Fig. 4(a) shows how the value of the parameter price is interpreted in terms of use-
fulness up. An alternative with a lower price is more useful than an alternative with a 
higher price. How the bit rate is interpreted is shown in Fig. 4(b). The highest useful-
ness ub for the parameter bit rate is reached at 192 kBit/s. Higher or lower coded mu-
sic files are less useful. A combination of both decision parameters, price and bit rate, 
is presented in Fig. 5. The overall usefulness u of a deployment alternative is calcu-
lated as a mean value by applying the equation 
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2
bp uu

u
+

=  . (5) 

The simulation of the scenario described above has revealed no secret but rather 
confirmed the expectations stated in Assertion 1 and Assertion 2. Applying the DDM 
mechanism leads to always deciding for the deployment alternative with the highest 
overall usefulness according to the set of utilized decision parameters. 

Fig. 6 displays all discovered deployment alternatives according to their usefulness 
over a simulation period of ten rounds. The alternatives represented by black bars are 
the ones which were selected by the DDM algorithm. Those are always the ones with 
maximal usefulness during the corresponding round. Grey and white bars represent all 
other, not selected alternatives. We repeated the experiment using 20 different de-
ployment alternatives over a period of 50 rounds with random values for all service 
parameters. All other parameters remained unchanged. Fig. 7 shows that the useful-
ness of the DDM selected alternative is always greater than the minimal and mean 
usefulness of all alternatives per round. For this experiment we have calculated a 
mean usefulness of all alternatives over all 50 rounds umean = 0,57 on the scale SN and 
a mean usefulness of all alternatives selected by DDM over all 50 rounds uselected = 
0,92 on the scale SN. 

These results are not surprising because the algorithm is designed accordingly. 
What is as interesting as simple, is the consequence: Applying the deployment deci-
sion making mechanism in the described scenario can, firstly, save money and, sec-
ondly, save bandwidth, i.e. computational power each time the deployed music file is 
played on the target device (cf. Assertion 1), always being in line with the user’s pref-
erences represented by the defined decision parameters (cf. Assertion 2). Following 
that, it is clear that the DDM process proposed above has the potential to optimize the 
resources consumption of autonomic computing systems and satisfy user’s demands. 

Based on the results of the experiments described above, we will continue to inves-
tigate the DDM process in line with the research questions we have elaborated. The 
developed simulation environment will therefore be further enhanced, adapted, and 
used. Incorporating for example, a mechanism to group, manipulate, and select a set 
of decision parameters per scenario and round will enable finding out how the pa-
rameter selection influences the deployment decision. An advanced interface will ease 
the control and adjustment of all variables that affect the DDM process. Developing a 
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Fig. 6. All deployment alternatives of ten rounds 
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Fig. 7. Minimum and mean usefulness as well as usefulness of the selected alternative per 
round over a simulation period of 50 rounds 

feedback mechanism will allow us to investigate how step 5 of the DDM algorithm, 
learning from experience, can be addressed and explored. With the described simula-
tion environment we have a practical tool which we adapt and extend to the needs that 
arise during the investigation of deployment decision making. 

5   Conclusions and Outlook 

In this paper we have presented an approach to equip autonomic computing systems 
with the ability to decide upon a number of different alternatives when a service needs 
to be deployed. We have presented an algorithm that includes the steps of the de-
ployment decision making process and we have defined the elements we need to ap-
ply this algorithm. In order to test and validate the described mechanism, the assertion 
that DDM can save resources, and the assertion that DDM selects an alternative that 
fits users’ needs, we have developed a music download scenario were one out of sev-
eral alternatives has to be selected in order to obtain a music file. Beside the algorithm 
and the scenario, we have realized a simulation environment which we have utilized 
to evaluate the DDM approach. It was shown that applying DDM always led to equal 
or higher usefulness, compared to simply selecting the first discovered deployment  
alternative. 

We have analyzed the steps of the DDM process and identified a set of research 
questions which we address in our further work. We investigate how to define and se-
lect decision parameters, how the usefulness of deployment alternatives properly can 
be expressed, how we can improve the DDM process with the help of collected ex-
periences, and how to deal with unreliable information concerning service parameters. 

The insight into the DDM domain we have gained so far and the questions that 
arose are motivating to continue our research. Investigating thoroughly and obtaining 
a deep understanding of the mechanism for making deployment decisions is a neces-
sary step into the direction of putting autonomy into computing systems. 
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Abstract. This paper presents an evolving method for a self-organizing
multirobot exploration of an unknown environment. In such problem, a
big consideration is given to the coordination behavior of robots in or-
der to achieve the common tasks in an optimal way. Ant algorithms are
proved to be very useful in solving such distributed control problems.
We present here a modified version of the known ant algorithm, called
Counter-Ant Algorithm (CAA). Indeed, the robots’collective behavior is
based on repulsion instead of attraction to pheromone, which is a chemi-
cal matter open to evaporation and representing the core of ants’ cooper-
ation. A series of experimentations with MINDSTORMS LEGO robots,
and simulations under Madkit platform, in laboratory conditions similar
to real ones, show the usefulness of our algorithm for self-organizing and
cooperative exploration.

Keywords: Counter-Ant algorithm, self-organizing multirobot, cooper-
ative exploration, pheromone, stagnation recovery, Lego robots, Madkit.

1 Introduction

Multirobot systems affects our society in a fundamental way; to promote de-
velopment in this field, several approaches in robotics’world have emerged and
they focus on different aspects such as models of cooperation/collaboration, de-
tection, location and exploration. However, these methods suffer from lack of
robustness related to coordination between robots, resulting negative impacts
on the convergence time of the operating multirobot system. To overcome these
challenges, the attention of researchers has been focused on the wild world which
unveiled a self-organization even more complex and harder which proves the rate
of intelligence among other species. The operating results led to a new field called
swarm intelligence, covering ants’ algorithms. These algorithms provide powerful
methods for the design of algorithms and optimization of distributed problems
involving a collaborative swarm behavior [2] [4] [5] [19]. The intrusion of these
algorithms in the world of robotic improve the communication quality between
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robots but the convergence time remains problematic [1] [6] [7] [11] [12] [13] [18]
[20][21]. Can we go by ants algorithms in order to achieve a more efficient multi-
robot collaboration, while minimizing the system convergence time and realizing
a best trade-off between optimization and goal to reach? We present in this paper
a modified version of the known ant algorithm, called Counter-Ant Algorithm
(CAA). Indeed, the robots’ collaborative behavior is based on repulsion instead
of attraction to pheromone, which is a chemical matter open to evaporation and
representing the core of ants’ cooperation. The robots’ reaction consists hence-
forth in avoiding paths more covered by this chemical substance. In order to test
the performance of our CAA, we had to look firstly for a suitable assembly of
Mindstorms Lego robots to be cooperative explorers and pickers [14] [15] and
an appropriate representation of pheromone [16]; secondly, for a suitable simu-
lation platform that can represent both swarm behavior and cooperative robot
behavior [3] [8] [10].

The paper is organized as follows: section 2 overviews some collaborative
swarm robots based on ant algorithms. Sections 3 and 4 present our proposal for
a CAA in multirobot collaboration while providing solution to stagnation situa-
tion. Section 5 and 6 present and discusse some experimentation and similation
results. Finally, last section concludes the paper.

2 Cooperative Swarm Robots Based on Ant-Algorithm

Among swarm intelligence techniques, some are mature. In fact, the observation
of ants’ colony led to ants algorithms [5] [6]. These revolve around a key concept
called stigmergy which is an indirect activities’ coordination in an unknown en-
vironment: Ants are attracted to each other thanks to chemical material called
pheromone. It transpires that in an unknown environment, one of the most im-
portant problem related to multirobot systems, is to decide how to coordinate
actions in order to achieve tasks in an optimal way [11]. Also, it is very important
to know what needs to be accomplished and what is the number of robots required
for the task. Also, among the multirobot systems, we note the emergence of self-
organizing cooperative behavior. To give solution to self-organization, researchers
resort to stigmergy. For example, when a robot concludes that it can not conclude
a mission, it marks the unfinished task with a quantity of pheromone. More dif-
ficult the task is, the greater the amount of pheromone increases. Thus, robots
will be attracted to try to accomplish this task [20]. It is clear that box pushing is
more natural if it is accomplished with ants’ multirobot system: In fact, the ant
tries to move the food alone. it spent moments to test the food resistance by vary-
ing the orientation of its body. Changing the direction of the applied strength can
be enough to really move the cargo. Should the realignment would not be suffi-
cient, the ant frees prey and find another position to seize the cargo. If multiple
replacement attempts are not successful, the ant recruits other ants [11]. Many
works such as cited by Kube and Zhang [12][13] are based on ant algorithm to solve
transportation problem. Other research consists to change the ant algorithm us-
ing a new technique for multirobot pheromone placement. This technique enables
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robots to place more pheromones in the tasks that are about to be fulfilled: A very
large amount of pheromone is placed in the balls that are almost being moved or
are nearly to their destinations, while a small amount of pheromone is placed in the
balls, which require a great force to make them move. This helps to attract other
robots to complete the task [20]. Except that the amount of pheromone is con-
stant, whereas in [1] [21] is variable and depends on task difficulty and the robots
strength. The problem of task allocation in the field of cooperative robotics was
led by several studies especially in unknown environment. Each robot has to adapt
to its environment without any training stage. Accordingly, swarm intelligence
allows self-organization into an unfamiliar environment and adapting behaviors
through simple individuals’ interactions.

3 Multirobot Exploration Based on Counter-Ant
Behavior

We present here another view of swarm intelligence inspired from ant colony
optimization; it is based on a modified version of ant algorithm called Counter-
Ant-Algorithm (CAA). Figure 1 expresses the pseudo-code of our CAA: the
modules task Achievement encapsulates the objective operation (i.e; cleaning,
collecting, picking, hunting, etc.) pheromone Update formulates the evaporation
phenomenon of the pheromone and daemon Counter Reactions expresses the
reaction of the robots, which is repulsion instead of attraction to pheromone; it
includes also the solution of stagnation recovery. To feign well our algorithm, we
propose a nominal scenario describing the behavior of self-organized ant-robots
explorers (see figure 2).

Given the evaporation property of the pheromone, the paths eventually dis-
appear which enables ants expand their scanning areas. In other words, as old
paths marked by the pheromone no longer exist, then the ants can reach, when
they move randomly, new places, which were not detected by other ants.

3.1 Pheromone Update

Ants move and marking paths with a constant amount of pheromone, after a
fixed time, the paths of pheromone begin to disappear. The amount of pheromone
in each zone of the cleaning environment is updated according the equation 1.

Fig. 1. Counter-Ant behavior pseudo code
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Fig. 2. Collaborative exploration behavior based on CAA

τx,y = ρτx,y + Δτx,y (1)

where, τ is the amount of pheromone in the zone of coordinates x, y; ρ is the
rate of pheromone evaporation and δτ is the amount of pheromone deposited
when an ant go through the zone x, y.

4 Resolution of Stagnation with the Pheromone

A problematic case appears: the stagnation of robots motion due to dead ends.
This means that robots lost totally the possibility of moving in their unknown
environment. We propose to include in our CAA a stagnation recovery which
allows the robots to overtake dead ends and to resolve stagnation problems. The
unpredictable motion of ants’ robots is accompanied by a secretion of pheromone
so that the other ants do not borrow the already marked paths. After a while, the
ant-hill (the robot environment) will be blocked by pheromone, this can create
what we call stagnation situations (SS). In our system, the SS are similar to
dead ends [1][11][20]: they refer to situations where ants are surrounded by the
pheromone; this causes the blocking of their actions because they have to avoid
the perceived pheromone.

4.1 Stagnation Recovery Using Evaporative Pheromone

The preservation of the pheromone evaporation property has allowed the ants
to enlarge their sweeping areas one hand, and on the other hand, reduced the
stagnation situations since the paths end up disappearing, which allows the ants
to continue exploring the dynamic environment. Evaporation of the pheromone
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is not instantaneous; it requires some time to be completed. This helps to inform,
in an interval of time, the maximum number of ants already passed. However, the
lifetime of the pheromone is itself a factor of stagnation situations: ants can be
found surrounded by tracks of pheromones that have not yet evaporated. The
first idea for resolving these problematic situations is to take advantage from
evaporation: ants stuck and have to wait till evaporation of one condemning
issue, but this causes a lack of exploring workforce! If all ants are imprisoned, our
algorithm will enter a waiting phase until their release. This issue will negatively
affect the convergence time of our system because it will be affected by pending
active ants that are in stagnation situations.

4.2 Stagnation Recovery Using Positions’ Pheromone

The solution is then to give ant the ability to become localized according to
pheromone position: if its location is parallel or confused to the pheromone, it
has to change direction in order to find another way, elsewhere it may be in
the presence of other ants. On the other hand, if its location is not parallel,
it can move to overcome this stagnation. In this case, the ant doesn’t avoid
the pheromone since both don’t have the same direction and therefore we no
longer refer to congestion areas. This idea is encapsulated in daemonCounter-
Reactions() function

5 Experimentation Results with Lego Robots

The inter-robot cooperation takes place in a totally unknown environment. It
consists of chemical-sensitive navigating platform containing some objects to
pick up and two Lego Mindstorms ant-robots. In order to test the performance
of our CAA, we had to look for a suitable assembly of Lego Mindstorms robots1

[14] [15] to be cooperative explorers and cleaners [3][8] and an appropriate ma-
terialization of pheromone [16]. We utilize magic ink (see figure 3), which is a
chemical substance made up of ethanol, thymolphthalein, demineralized water
and sodium hydroxide capable of producing chemical traces of disappearing blue
until their total fading.

Fig. 3. Path traces and their evaporation

1 http://mindstorms.lego.com/eng/products/ris/index.asp
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We construct our ant-robots from Lego Mindstorms of Robotics Invention Sys-
tem series. One box contains one RCX 2.0 (Robotics Command System) which
presents the intelligent programmable part. Using these boxes, we were able to
build a twin Lego robots. In addition to the various Lego parts, each one is built
by one RCX box, carpet of loading and unloading objects, light, contact sensors
and the magical ink. This construction may well realize the basic functions of
our algorithm which can be summarized in the motion, loading/unloading ob-
jects, and the detection of pheromone, obstacles and borders. Figure 4 presents
some experimental scenarios photographed in the occasion of Sfax University
fair (Tunisia).

Fig. 4. Some experimental scenarios (a) Robots starting, (b) Motion with ink trace,
(c) Object cargo, and (d) Evaporation of some paths

A series of experimentations show the usefulness of our algorithm for self-
organizing and cooperative exploration and cleanup. We tried to clean the ex-
perimental environment with only one robot and then with two robots. We
noticed, in all cases, a temporal gain around 40% and a spectacular self parti-
tioning of the explored area. In order to analyse the behaviour of robots during
the execution of the CAA, it is judicious to highlight the individual behaviour
of a robot. The robot moves randomly when running the treadmill. It should
be mentioned that the robots are blind due to the absence of a mechanism that
can detect remote object (figure 5a). Figure 5b shows the object cargo found on
the robot path. This operation is provided via the treadmill. Figure 5c and 5d
show that the treadmill charges object till the touch sensor. The robot carries
the object outside, stops, removes the object and performs a reverse to change
direction (figure 5e and 5f). It continues moving randomly for cleaning, There
are two cases that arise showing the reaction of the robot according to the magic-
ink (pheromone): if the trace is perpendicular to the robot path (figure 5g), the
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robot continues crossing (figure 5h). But if the trace coincides with the robot
trajectory (figure 5i), the robot moves away (figure 5j). The robot is equipped
with a front bumper, which allows it to detect static and moving obstacles such
as another robot (figure 5k); in this case, both have to change direction (figure
5l). The conservation of the property of evaporation generates disappearance
of the pheromone traces, which makes it possible the robots to increase their
sweeping zones.

Fig. 5. Individual behavior of our ant-robot

The experimental phase has shown an acceptable assembly of reactive and
cooperative cleaning robots and their adaptability to functions requested in our
counter-Ant algorithm: both Lego Mindstorms robots are designed to move ran-
domly for objects hunting, marking paths by an evaporating Magic ink. To
identify ink plots, robots use light sensors having however some failures due to
the non-precision values that depend on the ambient light in the room. A series
of experimentations allowed us to improve our program. Indeed, we have been
able to improve speed motion and load; this precludes our construction holds
some constraints related to the adaptability degree of objects to the treadmill.

6 Simulation Results under Madkit Platform

We carried our interest in the cleaning field and we noticed that cleaning an un-
known environment by a multirobot system, apparently simple, conceals some
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complexity in terms of inter-robots coordination and efficiency. In fact, we no-
ticed a congestion in the cleaning zones which influences negatively the conver-
gence time. To better discuss this function, we implemented our CAA in the
simulation platform Madkit 2. Collaboration between robots is done in a com-
pletely unknown environment. It is made up mainly by objects and cleaning
robots which are implemented and generated by the simulation platform. These
cleaning robots are provided by a skeletal sensor enabling them to detect the
pheromone trace. The robots are completely blind and their motion is completely
random. For the cleaning operation, it is question to remove meted. This enables
us to focus on our Counter-Ants Algorithm to emphasize our multirobot collab-
oration method. Moreover, we can consider also that our robots are provided by
tanks able to contain a collection of garbage. Figure 6a presents the simulation
environment at the starting time t=0 containing five cleaning robots and 80 ob-
jects. The time of pheromone evaporation is firstly fixed to 45s. Figure 6b is a
screen caption after a running time t =18,63s; according to pheromone traces,
we can see that the robots move away or cross other marked paths, since the
robots behavior is based on repulsion instead of attraction to pheromone. The
cleaning robot motion is accompanied by the activation of pheromone detectors
in order to locate the recent robots trajectories in the environment. The figure
6c shows the end of the cleaning operation after t=135,20s. As the paths end
up disappearing, it is what explains the existing number of pheromone traces
in the environment, and after an additional 45s, all first pheromone traces will
disappear (see Figure 6d).

Fig. 6. Some simulation screen captions

2 http://www.madkit.org



Self-Organizing Multirobot Exploration through Counter-Ant Algorithm 141

6.1 Influence of Parameters’ Variation

Figure 7 shows (from 1 to 2 robots) that in spite of the fixed time of evaporation
to 8s, the convergence time is improved, from 1816,09s with only one robot, to
1426,17s with two robots. This emphasizes the effectiveness of swarm robotics in
the realization of cleaning operation. This figure also shows (from 2 to 5 robots)
that the long life of pheromone paths guarantees the reduction of obstruction
zones, since their presence allow robots to recognize previously explored zones.
This is ensured thanks to the reaction of robots with respect to the pheromone
which consists of repulsion and not attraction. The increase in the number of
robots with the persistence of the traces does nothing but improve time of con-
vergence since the robots any more will not seek objects in open zones but rather
in closed spaces.

Fig. 7. Evaluation of the convergence time following the variation of the number of
robots and the evaporation time

In terms of stagnation recovery, we observe that in spite of the long life of the
pheromone evaporation, the robots are able to progress while accelerating the
convergence time. However, (from 5 to 6 robots) the persistence of the pheromone
trace for a long life (45s to 60s) increase the convergence time. In fact, the
environment will be encumbered by pheromone traces, thing that limits the
robot motion and causes slowness of convergence time.

6.2 Exploration Behavior vs. Random Behavior

To better point out the effectiveness of counter-ant behavior and stagnation
recovery, we propose to compare it with a random behavior. Both simulation
environments contain 80 objects and 5 robots. 45s is the time of pheromone
evaporation for counter-ant behavior. The figure 4a shows the initial state of the
random system. The figures 8b and 4c show the random operation of cleaning
where lines represent robotsḿotion traces and cluttering lines are due to pure
rondom motion. The figure 8d shows a screen caption after t=843,56s. Whereas,
the conversion time with our CAA is t=135,20s according to the figure 6d.
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Fig. 8. Simulation of hazardous behaviors

6.3 Counter-Ants vs. Alliance

The Alliance architecture suggested by Parker [17] based on faults tolerance is
a supervised architecture which consists on collaborating robots to clean two
sources of rubbish. The communication between robots is done through the dif-
fusion of messages about sources localization via a supervision system. Alliance
is certainly based on the faults tolerance however, the supervision of the robots
present in itself a limit of the solution. It is important to mention that the quality
of the exploration of the environment was not approached. Figure 9 summarizes
this assessment

Fig. 9. Counter-Ants vs. Alliance
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Alliance presents a specific solution for rubbish cleaning gathered and not
scattered. However, our CAA can be well applied to scattered objects cleaning
in unknown environment and to any exploration problem. It is an unsupervised
solution with stigmergy as the base of communication and collaboration. In
fact, it possible to solve the exploration problem and the dilemma convergence
time/goal to reach.

7 Concluding Remarks

This work consists to present and apply a modified version of the known ant
algorithm, called Counter-Ant Algorithm (CAA). It consists on a new collab-
orative behaviour in relation to the pheromone in a multirobot system. This
technique enables robots to place the pheromone while moving randomly. This
will no longer attract other robots, but rather to avoid motion paths (already
explored and cleaned areas) by other robots. As a result, this method allows
improving system efficiency and minimizes the creation of congested areas. As
the old paths marked by the pheromone will disappear, new places become open
to explore, which were not detected by other ant-robots. This leads us to say
that the subdivision of the area to explore is self organized [9]. We present also
a solution for the stagnation recovery which allows the robots to overtake dead
ends. We simulate, implemented and experiment our algorithm in laboratory
conditions similar to real ones. A series of simulations and experimentations
show the usefulness of our algorithm for adaptive and cooperative exploration
(including cleaning, picking, etc). As perspectives, we propose firstly to look for
a more natural and less glaring representation of pheromone, Secondly, we in-
tend to hybridize our algorithm with a soft computing technique, such as fuzzy
rule base system, in order to surround more fluently the stagnation situations.
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Abstract. In the last decade, there has been a considerable increase of inter-
est in fault-tolerant computing due to dependability problems related to pro-
cess scaling, embedded systems, and ubiquitous computing. In this paper, we
present an approach to fault-tolerance inspired by gene regulatory networks of
living cells. Living cells are capable of maintaining their functionality under a
variety of genetic changes and external perturbations. They have natural self-
healing, self-maintaining, self-replicating, and self-assembling mechanisms. The
fault-tolerance of living cells is due to the ability of their gene regulatory network
to self-organize and produce a stable attractors’ landscape. We introduce a com-
putational scheme which exploits the intrinsic stability of attractors to achieve
fault-tolerant computation. We also test fault-tolerance of the presented scheme
on the example of a gene regulatory network model of Arabidopsis thaliana and
show that it can tolerate 68% single-point mutations in the outputs of the defining
tables of gene functions.

1 Introduction

The concept of self-organization is inherent to biological systems, from the genetic
to the ecosystem level. Contrary to chemistry, where self-organization is often taken
as a synonym for self-assembly, in biology, self-organization is usually associated with
emergence of patterns at the global level solely from interactions of the lower-level com-
ponents of a system [11]. Spontaneous folding of proteins, the development of an em-
bryo, or the origin of life itself, are all examples of the phenomena of self-organization
in biology.

In this paper, we investigate how self-organization of biological systems can ex-
ploited for achieving a fault-tolerant computation. Fault-tolerance is becoming a criti-
cal issue as fail-safe technologies migrate to embedded system applications well away
from the traditionally security- and safety-conscious military-aerospace and automo-
tive sectors. The International Technology Roadmap for Semiconductors 2007 (ITRS)1

identifies fault-tolerance as one of the five ”cross cutting” design challenges, along with
productivity, power, manufacturing integration, and interference. On one hand, smaller
process sizes lead to an increased likelihood of noise-related faults caused by crosstalk.

1 The ITRS, officially updated every two years, is a road map for the semiconductor industry
that encompasses such topics as devices and structures, interconnect, lithography, metrology,
test, assembly and packaging, and yield (http://www.itrs.net/).
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On the other hand, lower supply voltage levels, which are used to decrease power dis-
sipation, result in even higher susceptibility to noise [28]. Moreover, denser feature
sizes considerably increase the probability of soft errors (also called transient faults, or
glitches [1]) caused by cosmic rays and alpha particles [9].

The interest in fault tolerance is further boosted by the ongoing shift from the tradi-
tional desktop information processing paradigm, in which a single user engages a single
device for a specialized purpose, to ubiquitous computing, in which many small, inex-
pensive networked processing devices are engaged simultaneously and distributed at all
scales throughout everyday life [35]. The demand for low-cost, low-area, low-power
devices which satisfy high safety and security requirements of ubiquitous computing
brings a need for unconventional approaches to fault-tolerance.

The design of a fault-tolerant electronic system capable of operating under chang-
ing environments and noisy input and exhibiting the desired behavior under constraints
such as power consumption, area, and performance is a fundamental challenge. Yet
biological systems are able to handle this challenge with an elegance and efficiency.
Living cells can maintain their performance under a broad range of random pertur-
bations, varying from temporary chemical or physical changes in the environment to
permanent genetic mutations. Our goal is to find new ways to achieve fault tolerance by
learning more about how gene regulatory networks of living cells perform fault-tolerant
computation and to attempt to mimic it.

Previous works have shown that the fault-tolerance of gene regulatory networks is
due to the intrinsic stability of their attractors’ landscape [5]. In this paper, we propose
a computational scheme which exploits the stability of attractors. In this scheme, the
states of a network represent variables of the computed function, and attractors represent
function’s values. We test the fault-tolerance of the presented computational scheme on
the example of a gene regulatory network model of Arabidopsis thaliana [12] and show
that it can tolerate 68% single-point mutations in the outputs of the defining tables of
gene functions.

The paper is organized as follows. In Section 2, we give a brief introduction to gene
regulatory networks and, in Section 3, to Boolean networks. In Section 4, we present
the new computation scheme and, in Section 5, evaluate its fault-tolerance. Section 6
concludes the paper and discusses open problems.

2 Gene Regulatory Networks

The Gene Regulatory Network (GRN) is one of the most important signaling networks
in living cells [4]. It is composed of the interactions of proteins with the genome. The
major discovery related to GRNs was made in 1961 by French biologists François Jacob
and Jacques Monod [23]. They found that a small fraction of the thousands of genes in
the DNA molecule acts as tiny ”switches”. By exposing a cell to a certain hormone,
these switches can be turned ”on” or ”off”. The activated genes send chemical signals
to other genes which, in turn, get either activated or repressed. The signals propagate
along the cell until it settles down into a stable pattern.

Jacob and Monod’s discovery showed that the DNA is not just a blueprint for the
cell, but rather an automaton which allows for the creation of different types of cells. It
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answered the long open question of how one fertilized egg cell can differentiate itself
into brain cells, lung cells, muscle cells, and other types of cells that form a newborn
baby. Each kind of cells corresponds to a different pattern of activated genes in the
automaton.

Jacob and Monod introduced the first model of the GRN described by a system of
differential equations for the activation and deactivation of the set of genes controlling
the transport and metabolism of lactose in E. coli bacteria. Since then, this little genetic
circuit, known as the lac operon, has been a prototype for the modeling of the GRN. It
is a point of view of many biologists that the only valid approach for the modeling of
the GRN is through differential equations.

In 1969 Stuart Kauffman proposed an alternative model of the GRN, called Boolean
network [24]. In this model, one is interested in the state of expression of the genes
rather than in the concentration of their products. The genome is represented by a set
of Boolean variables which are related to each other through some logical rules. For
many years, the Kauffman model was considered as an over-simplification of the GRN.
Most did not believe that the Boolean approach can yield accurate descriptions of real
biological systems.

However, recently it turned out that Kauffman’s model is much more powerful than it
was originally thought. Experimental and numerical evidence have shown that gene ex-
pression profiles of real organisms can be recovered by using the Boolean approach [29,
2, 17]. Kauffman’s hypothesis stating that dynamical attractors of the GRN correspond
to cell types have been investigated and confirmed experimentally [22, 21]. These re-
sults show that the Boolean network model indeed captures the essential aspects of the
interactions between the genes.

Many other network models of the GRN have been proposed (see [31] for an over-
view). Although the details of the network’s dynamics might change from continuous
parameters in one model to discrete ones in the other, the general properties of the
dynamics appear to be model independent. It has been demonstrated that continuous
and discrete descriptions of the GRN exhibit similar dynamical properties under very
general conditions [32, 13]. For example, a Boolean network of the common fruit fly
Drosophila melanogaster [3] has been shown to recover the same patterns for segment
polarity genes as those recovered by a continuous model [33]. Discrete models are
further justified because recent experimental evidence suggests that, at the individual
cell level, gene expression is digital and stochastic rather than continuous [12].

Apart of the simplifying assumption regarding the discrete states of a gene, the
Boolean network model assumes the synchronous updating. It has been demonstrated
that synchronous and asynchronous updating schemes yield very similar critical stabil-
ity values, meaning that the transition between the dynamical phases does not depend
on the updating scheme [19].

Lastly, the restriction to only two binary states has also been shown justifiable.
In [12], the original ternary-state network model of a small flowering plant Arabidop-
sis thaliana [17] has been translated to a binary-state one. It has been shown that the
Boolean model reaches the same number and type of attractors as the ones reached by
the original model. It also responds to perturbations in a qualitatively identical manner
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to the ternary one. These results suggest that binary states are sufficient to capture the
dynamical features of the GRN.

3 Boolean Networks

In the synchronous Boolean network model of the GRN [24], every gene is represented
by A vertex in a directed graph with an associated Boolean variable xi that can take two
values: xi = 1 if the gene is expressed and xi = 0 otherwise. The genome is represented
by a set of n variables, x1,x2, ...,xn. An edge from one vertex to another indicates that
the former gene regulates the latter. Time is viewed as proceeding in discrete steps. At
each step, the expression of the gene xi changes according to the equation

xi(t + 1) = fi(xi1(t),xi2(t), . . . ,xiki
(t)),

where xi1 ,xi2 , . . . ,xiki
are regulators of xi and fi is a Boolean function which is assigned

according to the inhibitory or activatory nature of the regulators. The ki-tuples of values
of the regulators for which fi = 1 are called activatory assignments and those for which
fi = 0 are called inhibitory assignments.

The state of the network is defined as an ordered n-tuple of values of variables
x1,x2, ...,xn describing which genes in the network are expressed or not at a particu-
lar moment. Since the network is deterministic and finite, any sequence of consecutive
states eventually converges to either a single state, or a cycle of states, called attrac-
tor. The basin of attraction of an attractor A, denoted by B(A), is the set of all states
from which A can be reached. Kauffman hypothesized that attractors correspond to a
combination of gene expressions which specifies a particular cell type or cell fate of
an organism [25]. The number of cell types predicted by the Boolean network model
agrees well with our current knowledge [22, 26].

An example of a Boolean network is shown in Figure 1. Arrows indicate activa-
tory regulation and blunt-ends represent inhibitory regulation. The following Boolean
functions are associated to the vertices:

fa = x′
c, fb = xb · (x′

a + x′
c), fc = xb,

where “·”, “+”, and “′” stand for the Boolean AND, OR and NOT, respectively. The
state transition graph describing the dynamics of this network is shown on the right-
hand side of Figure 1. There are two point (i.e. single-state) attractors: (100) and (011).

The fraction p of activatory assignments of regulators in the entire network, called
the gene expression probability, is an important parameter which controls the dynam-
ical phase in which the network operates. Dynamics of randomly generated Boolean
networks has been extensively studied (see [6] for an overview). It has been shown that,
for a given gene expression probability p, the critical value kc of the mean input degree
of vertices at which the transition from ordered to chaotic phase occurs is given by the
equation:

kc =
1

2p(1 − p)
. (1)

In the infinite size limit, if the mean input degree k of vertices in the network is
smaller than kc, then the network is in the ordered phase [18]. If k > kc, then the network
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Fig. 1. A Boolean network and its state transition graph. Each state is a triple (xa,xb,xc).

is in the chaotic phase [27]. If k = kc, then the network exhibits self-organized critical
behavior [8].

Kauffman hypothesized that self-organized critical Boolean networks are good can-
didates for the modeling of real GRNs [25]. On one hand, networks in the ordered
phase exhibit “frozen” dynamics in which small variations in the initial state of the net-
work typically die out over time. On the other hand, networks operating in the chaotic
phase are extremely sensitive to small changes in the initial state and therefore unsta-
ble [20, 27]. A compromise between frozen and chaotic behavior is achieved close to
the critical line between the phases, where the network exhibits maximum robustness
and evolvability simultaneously [5]. If a system is both robust and evolvable, then, on
one hand, it is able to sustain a broad range of external perturbations, and, one the other
hand, these perturbations can eventually make the system to acquire novel functions
which suit the new conditions better. Recent works have shown evidence that GRNs of
living cells exhibit self-organized critical behavior [7, 30].

4 Boolean Network-Based Computational Scheme

Suppose that we have a Boolean network G with n vertices v1, . . . ,vn and m point at-
tractors A1,A2, . . . ,Am such that the attractor Ai is given by the state (ai1,ai2, . . . ,ain) ∈
{0,1}n, i ∈ {1,2, . . . ,m}. The basins of attractions Bi(A) partition the Boolean space
{0,1}n into m connected components via a dynamic process. We assume that the set of
all points of the Boolean space corresponding to the states in the basin of attraction of Ai

is mapped into the state of the attractor Ai. Then, G defines a set of n Boolean functions
of type g j : {0,1}n → {0,1} of variables x1, . . . ,xn, where the variable xi corresponds
to the variable associated to the vertex i. More formally:

Definition 1. A Boolean network with n vertices and m point attractors A1,A2, . . . ,Am

such that the attractor Ai is given by the state (ai1,ai2, . . . ,ain) ∈ {0,1}n, i ∈ {1,2, . . . ,
m}, represents a set of n Boolean functions of type g j : {0,1}n → {0,1} which are
defined as follows:
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g j(s1, . . . ,sn) = ai j if and only if (s1, . . . ,sn) ∈ B(Ai),

for all (s1, . . . ,sn) ∈ {0,1}n and all i, j ∈ {0,1, . . . ,m− 1}.

The size of the resulting Boolean network representation is linear in the number of
variables of the represented function. The maximal number of steps required to compute
the value of the function for a given assignment of variables is equal to the longest path
to an attractor. Although such a path can potentially be exponential in the number of
variables, it is known that self-organized critical Boolean networks reach an attractor in
a relatively small number of steps [6]. For example, in the Boolean network model of
Arabidopsis thaliana considered in the next section, an attractor is reached in at most 8
steps [12], while the mean number of steps varies”

As an example, consider the Boolean network in Figure 1. According to Definition 1,
it represents the Boolean functions g1,g2,g3 specified by the following table:

xa xb xc g1 g2 g3

0 0 0 1 0 0
0 0 1 1 0 0
0 1 0 1 0 0
0 1 1 0 1 1
1 0 0 1 0 0
1 0 1 1 0 0
1 1 0 1 0 0
1 1 1 1 0 0

The computational scheme presented above is an improved version of our previous
idea [16], in which a Boolean network with n vertices and m attractors A1,A2, . . . ,Am

was defined to represent a function of type g : {0,1}n → {0,1, . . . ,m− 1} given by:

g(s1, . . . ,sn) = i if and only if (s1, . . . ,sn) ∈ B(Ai),

for all (s1, . . . ,sn) ∈ {0,1}n and all i ∈ {0,1, . . . ,m− 1}.
The previous scheme assumed that it is possible to store a logical value with every

attractor. This assumption might be difficult to implement. In the new scheme, the val-
ues of the states of attractors represent the computed value of the function, eliminating
the need for any additional storage. Other advantages of the modified scheme are:

1. The represented functions are always Boolean, independently of the number of
attractors m.

2. All n functions are computed in parallel by an n-vertex Boolean network;
3. The stopping criteria for the computation is easier since a point attractor is simple

to detect by checking whether the current state is equal to the previous state.

5 Evaluation of Fault-Tolerance

Living organisms can sustain a wide variety of genetic changes. Gene regulatory net-
works and metabolic pathways self-organize and re-accommodate to make the organism
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Fig. 2. A gene regulatory network model of the wild-type Arabidopsis thaliana

continue performing under many point mutations, gene duplications and gene
deletions [34]. In this section, we demonstrate that the proposed computational scheme
inherits the intrinsic robustness of living organisms. As a case study, we take gene
regulatory network model of Arabidopsis thaliana floral organ cell fate determination
presented in [12] (see Figure 2). The description of Boolean functions associated to ver-
tices is given in the Appendix. These functions were derived by the authors of [12] from
molecular genetic experimental data. The state transition graph of the Boolean network
in Figure 2 has 10 point attractors, shown in Table 1. These attractors coincide with the
gene expression profiles that have been documented experimentally in the cells of wild-
type Arabidopsis. The number of states in each basin of attraction is shown in Table 2.
Note that the sizes of the basins of attraction may indicate which genes are critical to
attain each cell type. A larger basin usually implies a more stable attractor, suggesting
that the cells of the reproductive organs (stamens and carpels) are more stable than the
ones of the perianth organs (sepals and petals) [12].

We have tested fault-tolerance of the computational scheme presented in the previ-
ous section by single random point alterations of the outputs in the defining tables of
gene functions of the Boolean network in Figure 2. At each run, one alteration was
done in one of the outputs of the associated function of a selected network’s vertex.
After each alteration, the basins of attraction were recomputed and the functions repre-
sented by the network in accordance with Definition 1 compared to the original ones.
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Table 1. Point attractors of the Boolean network in Figure 2; Infl = inflorescence meristematic
cells; Pe = petal primordial cells; Sep = sepal primordial cells; St = stamen primordial cells; Car
= carpel primordial cells

AP3 UFO FUL FT AP1 EMF1 LFY AP2 WUS AG LUG CLF TFL1 PI SEP Cell type
0 0 0 0 0 1 0 0 0 0 1 1 1 0 0 Infl1
0 1 0 0 0 1 0 0 0 0 1 1 1 0 0 Infl2
0 1 0 0 0 1 0 0 1 0 1 1 1 0 0 Infl3
0 0 0 0 0 1 0 0 1 0 1 1 1 0 0 Infl4
1 1 0 1 1 0 1 1 0 0 1 1 0 1 1 Pe1
1 0 0 1 1 0 1 1 0 0 1 1 0 1 1 Pe2
0 0 0 1 1 0 1 1 0 0 1 1 0 0 1 Sep
1 1 1 1 0 0 1 1 0 1 1 1 0 1 1 St1
1 0 1 1 0 0 1 1 0 1 1 1 0 1 1 St2
0 0 1 1 0 0 1 1 0 1 1 1 0 1 1 Car

Table 2. Size of the basins of attraction of the Boolean network in Figure 2

Attractor Infl1 Infl2 Infl3 Infl4 Sep Pe1 Pe2 St1 St2 Car
Basin size 512 512 256 256 448 8 440 15168 568 14600

Table 3. Results of injecting single faults in each output of all Boolean functions associated to
vertices of the Boolean network in Figure 2; Ntol = the total number of tolerated faults; Nall = the
total number of possible faults

Vertex AP3 UFO FUL FT AP1 EMF1 LFY AP2 WUS AG LUG CLF TFL1 PI SEP total
Ntol 82 0 1 0 2 0 0 0 0 381 0 0 6 56 0 528
Nall 128 2 4 2 16 2 16 2 8 512 1 1 16 64 2 776

This was repeated for each output of the Boolean functions associated to all vertices of
the Boolean network in Figure 2 (776 times in total). The results are summarized in Ta-
ble 3. As we can see, only 248 of the 776 altered networks (31.96%) yielded a different
function from the original one. So, 68.04% of single-point mutations in the outputs of
the defining tables of gene functions were tolerated.

In our experiments, we checked the equivalence of functions before and after the
alternation using the software package for computing attractors in Boolean networks
which we have developed [15, 14, 16]. The algorithm starts from a randomly selected
state and applies forward reachability analysis to find a state in some attractor Ai. Then,
using this state as a final state, backward reachability analysis is performed to find the
remaining states in the basin of attraction B(Ai). The process is repeated starting from
a state not previously visited until the complete state space is covered. We used this
algorithm for checking the equivalence of functions represented by Boolean networks
by running it in parallel on two networks from the same initial state. For each computed
attractor Ai, the basins of attractions of the two networks were compared for equiva-
lence of states. We used Binary Decision Diagrams (BDDs) [10] for representing the
set of states in the basin of attraction, which made the equivalence checking particularly
efficient (a constant-time operation).
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6 Summary

The paper present a novel approach to design robust systems by mimicking the behav-
ior of gene regulatory networks. Traditionally, fault-tolerance of a system is achieved
by adding redundant components. We show that there are other alternatives. In the
computational scheme which we introduce in this paper, fault-tolerance is due to the
non-uniqueness of paths leading to an attractor. A fault may change a path, but the des-
tination remains the same with a high probability. Therefore, if attractors are stable, the
network is able of sustain the majority of faults.

In our future work, we plan to test the pros and cons of the presented approach
with respect to complexity and accuracy on realistic problems characterized by large
networks.
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Appendix: This appendix presents defining tables for Boolean functions associated to
vertices of the Boolean network in Figure 2. The sign “-” stands for any value, 0 or 1. In
each table, only the assignments of variables for which the function evaluates to 1 are
shown; for all remaining assignments the function evaluates to 0. The function of LUG
and CLF is the constant 1.

UFO UFO
1 1

AP3 FT
0 1

TFL1 AP2
0 1

LFY EMF1
0 1

LFY SEP
1 1

AP1 TFL1 FUL
0 0 1

AP1 EMF1 LFY AP2 TFL1
0 1 0 - 1

WUS AG SEP WUS
1 0 - 1
1 - 0 1

AP1 LFY AG PI SEP AP3 UFO AP3
1 - - 1 1 1 - 1
- - 1 1 1 1 - 1
- 1 - - - - 1 1

FT LFY AG TFL1 AP1
1 - 0 - 1
- 1 0 - 1
- - 0 0 1

FUL AP1 EMF1 TFL1 LFY
1 - - 0 1
- 1 - 0 1
- - 0 - 1
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AP1 LFY AG PI SEP AP3 PI
- 0 1 1 1 1 1
- 1 0 - - 1 1
- 1 1 - - - 1
1 0 - 1 1 1 1

AP1 LFY AP2 WUS AG LUG CLF TFL1 SEP AG
- - 0 - - - - 0 - 1
- 1 - - 1 - - - 1 1
- 1 - - - - 0 - - 1
- 1 - - - 0 - - - 1
0 1 - - - - - - - 1
- 1 - 1 - - - - - 1
- 1 0 - - - - - - 1



On Autonomy and Emergence in Self-Organizing
Systems�

Richard Holzer1, Hermann de Meer1, and Christian Bettstetter2

1 Faculty of Informatics and Mathematics, University of Passau, Innstrasse 43,
94032 Passau, Germany

{holzer,demeer}@fim.uni-passau.de,
2 Institute of Networked and Embedded Systems, Mobile Systems Group,

University of Klagenfurt, Lakeside B02, 9020 Klagenfurt, Austria
christian.bettstetter@uni-klu.ac.at

Abstract. For analyzing properties of complex systems, a mathemat-
ical model for these systems is useful. In this paper we describe how
discrete complex systems can be modeled mathematically and we give
a framework for the analysis of the system with respect to the prop-
erties autonomy and emergence, which are two of the most important
properties of self-organizing systems. The modeling is done by using a
multigraph to describe the connections between objects and stochastic
automatons for the behavior of the objects.

Keywords: Self-Organziation, Autonomy, Emergence, Mathematical
modeling, Systems.

1 Introduction

A design goal for future computing and networking systems is to limit admin-
istrative requirements for both users and operators. Technical systems should
be easy to use and configure themselves as much as possible. They should auto-
detect failures and auto-correct them if possible. Another trend in networked
systems is to become more and more independent of centralized servers and con-
trol instances, but to be able to distribute the network control and data among
the entities of a network.

Having these goals in mind, computing researchers have become very much
interested in the interdisciplinary topic of “self-organization” during the past
few years. Much research has been done, for instance, on the design of fixed
peer-to-peer networks, mobile ad hoc networks, and principles for autonomic
computing.

Despite these technological advances, a systematic and profound research
on the fundamental concepts and principles as how to design and exploit self-
organization in networked computing systems did not take place so far. In par-
ticular, there is no common understanding on the building blocks and the design
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process of self-organizing networked systems, and it is unclear how frequently
mentioned properties of self-organizing systems, such as autonomous behavior
and emergent behavior are formally defined.

The goal of this paper is to contribute to this issue. Using the notion of
entropy known from information theory, we give a formal definition of the level
of autonomy and emergence in a networked system. We also apply this model to
a practical example, namely the self-organized slot-synchronization in wireless
networks.

In this paper, Section 2 gives an overview of the related work and Section
3 gives a mathematical model for complex systems. Section 4 defines the con-
cept of autonomy in the model and Section 5 defines the concept of emergence
in the model. In Section 6, we apply our definitions to model slot synchroniza-
tion in wireless networks. Section 7 contains some discussions, applications and
advanced conclusions of the formal model described in this paper.

2 Related Work

In the recent years, much work has been done in the field of self-organizing
systems, but self-organization has no generally accepted meaning. According to
[1] and [2] typical features (among others) of self-organization are autonomy,
emergence, adaptivity, decentralization, self-maintenance and optimization.

For a non-technical overview of self-organization see [2]. Other definitions and
properties of self-organizing systems can be found in thermodynamics [3], syn-
ergetics [4], information theory [5] and cybernetics [6], [7], [8]. A comprehensive
description about the design of self-organizing systems is in [9]. A good overview
about modeling complex systems can be found in [10]. For modeling continuous
self-organizing systems and a comparison between discrete and continuous mod-
eling see [11]. [12] gives a survey about practical applications of self-organization.

One important concept of the information theory for measuring self-organi-
zation is the statistical entropy (see [2], [13], [5], [9]). Self-organization implies
the decrease of the statistical entropy of the system. The entropy is also used in
this paper for the definition of autonomy and emergence.

For the modeling of a system in Section 3, we follow the basic ideas of [2]: The
model has a state space and the evolution of the system is the transition between
the different states. The main difference between the definitions in Section 3 and
[2] is the granularity of the view on the system: The concept state in [2] is seen
as a global state of the system and also the transition matrix of the Markov
chain contains the probabilities in this global view of the system. In Section 3 of
this paper, each node of the system has its own stochastic automaton with its
own probability distribution. This local view is important to be able to formally
define properties like the emergence (see Section 5), because in the global view
it would not be possible to define the dependencies in different components of
the system in the current state. Also the differentiation between the information
inside the nodes and the information between different nodes is important for
the analysis of properties like autonomy. While in [2] the information between
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different nodes is just a part of the global state, we seperate this information
from the local states of the objects to be able to measure the information flow
between the nodes. For the formal definition of the concept autonomy we also
need to distinguish user data (data from the environment that is processed by
the system) and control data (data from the environment to change the behavior
of the system). Another difference to [2] is the clock of each node: Here we do
not need a global clock for the whole system, but each node has its own clock.

3 Discrete Systems

In this section we give a mathematical definition for modeling discrete systems.
The purpose of the definitions of this section is to be able to describe mathemat-
ically a wide variety of complex systems of the real world. One major demand
for the right definition is that the behavior of each object is affected by the
interaction with other objects. Another demand is that not only deterministic
systems should be considered, but also uncertainty and nondeterminism should
be possible in the model. In the real world, not all properties are known in all
detail (e.g. it would be very difficult to describe a deterministic behavior of an
animal), but there are many things, that can better be described by probabili-
ties. In this section, we use directed multigraphs to model interaction between
objects: Each vertex in the multigraph corresponds to an object and each edge of
the multigraph is used to model the interaction (e.g. transfer of data) between
the objects. To incorporate the external influence of the environment we use
special vertices in the multigraph, where the edges from these vertices represent
the channels for the input into the system, and the edges to these vertices rep-
resent the output of the system. To measure the autonomy of the system, we
distinguish between user data (data from the environment that is processed by
the system) and control data (data from the environment to change the behav-
ior of the system). The behavior of the objects is modeled by finite stochastic
automatons.

Definition 1. A discrete system S = (G, E, C, A, a) consists of

– a finite directed multigraph G = (V, K, τ), where V is the set of vertices, K
is the set of directed edges (loops are also allowed), and τ : K → V 2 assigns
to each edge k ∈ K the corresponding vertices τ(k), where the starting vertex
is also denoted by k− and the ending vertex is denoted by k+. Therefore we
have τ(k) = (k−, k+) for each k ∈ K. For a vertex v ∈ V the set of edges
ending in v is denoted by v− := {k ∈ K | k+ = v} and the set of edges
starting at v is denoted by v+ := {k ∈ K | k− = v}. Analogously for T ⊆ V
the sets T− and T+ are defined by T− :=

⋃

v∈T

v− = {k ∈ K | k+ ∈ T } and

T+ :=
⋃

v∈T

v+ = {k ∈ K | k− ∈ T }.
– a subset of vertices E ⊆ V , which elements are called external nodes. The

other vertices are called internal nodes. The input edges are denoted by I =
E+ = {k ∈ K | k− ∈ E}. The output edges are denoted by O = E− = {k ∈
K | k+ ∈ E}. All other edges are called internal edges.
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– a subset of the input edges C ⊆ I. The elements of C are called control
edges. The other input edges U := I \ C are called user edges.

– a finite set A, which is used as alphabet for communication between the nodes.
– a family a = (av)v∈V of stochastic automatons av = (Av−, Av+, Sv, Pv, dv),

where
• Av− = {(xk)k∈v− | xk ∈ A, k ∈ v−} are the local input values,
• Av+ = {(xk)k∈v+ | xk ∈ A, k ∈ v+} are the local output values,
• Sv is the set of states,
• Pv : Sv × Av− × Sv × Av+ → [0, 1] is a function, such that P (q, x, ·, ·) :

Sv × Av+ → [0, 1] is a probability distribution on Sv × Av+ for each
q ∈ Sv and x ∈ Av−. The value P (q, x, q′, y) is the probability, that the
automaton moves from state q ∈ Sv into the new state q′ ∈ Sv and gives
the local output y ∈ Av+ when it receives the local input x ∈ Av−.

• dv : Sv → R
+ is a map, where dv(s) describes the delay between two

pulses of the clock when the automaton is in state s ∈ Sv (there is no
global clock, but each automaton has its own clock).

Let us consider the example in Figure 1: A computer network is used by some
people for collaboration and to build a shared work space. An administrator
controls the access to the network and the options for the groupware. In the
corresponding model of Definition 1, the users and the administrator are repre-
sented by external nodes and the computers in the network are represented by
internal nodes. Since the administrator can control the behavior of the system,
we have one control edge. The other external edges are user edges. The internal
nodes represent computers, so the automatons in the model of Definition 1 are

Fig. 1. Example
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deterministic for these nodes. Nondeterminism can be used to model the be-
havior of the users and of the administrator. For the clocks in the automatons
we can choose dv(s) = 1 for each vertex v ∈ V and each state s ∈ Sv, so the
points of time, where events occur, are natural numbers. At each point of time
n ∈ N, the internal nodes receive new data from the external nodes, change their
internal state and send data to other nodes.

For analyzing changes in the system states, we now define the concept of
configurations, which can be seen as a snapshot of the system at a given point
of time.

Definition 2. Let S be a system. A configuration c = (r, cV , cK , D) consists of

– a point of time r ∈ R
+
0 ,

– a tuple cV ∈
∏

v∈V

Sv of states, which defines the current states of the automa-

tons,
– a map cK : K → A, which defines the current symbols on the communication

channels,
– a map D : V → R

+, where D(v) ≤ dv(cV (v)) describes the length of the
time interval between r and the next pulse of the clock in the automaton av.

For a configuration c = (r, cV , cK , D) and a set T ⊆ K of edges the assignment
cK |T : T → A of the edges in T is also denoted by c|T . The configuration c =
(r, cV , cK , D) is called start configuration, if r = 0 and D(v) = dv(cV (v)) for v ∈
V . An initialization of S is a pair (Γ, PΓ ), where Γ is a set of start configurations
and PΓ : Γ → [0, 1] is a probability distribution on Γ , which describes, with which
probability the system starts in a certain configuration c ∈ Γ . For a configuration
c = (r, cV , cK , D) the duration of c is defined by dc = min{D(v) | v ∈ V }. Let
Nc = {v ∈ V | D(v) = dc} be the set of nodes with the soonest clock pulse
after the point of time r. A configuration c′ = (r′, c′V , c′K , D′) is a successor
configuration of c = (r, cV , cK , D) with probability p ∈ [0, 1] (notation: c →p c′

or P (c → c′) = p) if

– r′ = r + dc,
– c′V (v) = cV (v) for v ∈ V \ Nc,
– c′K(k) = cK(k) for k ∈ K with k− ∈ V \ Nc,
– D′(v) = D(v) − dc for v ∈ V \ Nc,
– D′(v) = dv(c′V (v)) for v ∈ Nc,
– p =

∏

v∈Nc

Pv(cV (v), (cK(k))k∈v−, c′V (v), (c′K(k))k∈v+).

A (finite or infinite) tuple t = (c0, c1, c2, . . .) of configurations is called configu-
ration sequence if for each j ≥ 0 there exists p > 0 with cj →p cj+1. If there
exists a configuration sequence (c0, c1, c2, . . . , cj) from c = c0 to c′ = cj, we also
write c →∗ c′ to indicate that c′ is reachable from c. For an initialization (Γ, PΓ )
we also write Γ →∗ c′ to indicate that c′ is reachable from Γ , i.e. there exists a
configuration c ∈ Γ with PΓ (c) > 0. For a configuration c let succ(c) be a random
variable with the probability distribution P (succ(c) = c′) = P (c → c′) for each
successor configuration c′ of c. For an initialization (Γ, PΓ ) of the system and a
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configuration c let P (Γ →∗ c) be the probability that c is reached from Γ . For
t ≥ 0 define

Γt = {c | Γ →∗ c = (r, cV , cK , D) with r ≤ t < r + D(v) for v ∈ V },

i.e. Γt is the set of all configurations c that may be active at time t. For t ≥ 0 let
Conft be the random variable taking values in Γt with the probability distribution
P (Conft = c) = P (Γ →∗ c) for c ∈ Γt.

For the example of Figure 1, a configuration (r, cV , cK , D) is a snapshot of the
whole network. All information (point of time, state of each computer, state of
each user, state of the administrator, values on the edges, duration until next
clock pulse) is contained in the current configuration. The successor configuration
c′ = succ(c) contains all these information after the next step. If we consider
the behavior of the users as nondeterministic, the successor configuration is not
unique.

In the following sections, we use the concept of configuration to get a formal
definition of autonomy and emergence.

4 Autonomy

To compute the level of autonomy, we compare the information contained in
the control data with the information of the whole system. The information of
data can be quantified by the entropy (see [14], [15]). The entropy can be seen
as a measure of uncertainty: a high entropy for the system means, that we have
nearly no information in advance about a configuration, while a low entropy
means, that nearly all information of the configuration is known in advance. For
the entropy we use the logarithm for the base 2, so it is the average number of
bits, which are needed for an optimal encoding of the information.

Definition 3. For a discrete random variable X taking values from a set W the
entropy H(X) of X is defined by [14]

H(X) = −
∑

w∈W

P (X = w) log2 P (X = w).

For t ≥ 0, the value H(Conft) measures the system entropy at time t, i.e.
H(Conft) is the average number of bits that are needed to encode the infor-
mation of the configuration at time t in an optimal way. By restricting the
configuration to a set of edges, we can analogously measure the information of
the values on these edges. For example the control entropy H(Conft |C) is the
average number of bits that are needed to encode the control information.

Definition 4. Let S be a system and (Γ, PΓ ) be an initialization. For a config-
uration c the level of autonomy of c is defined by1

α(c) = 1 − H(succ(c)|C)
H(succ(c)|K)

.

1 If H(succ(c)|K) = 0 then we define 0
0 := 0 and α(c) = 1.
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For a point of time t ≥ 0, the level of autonomy at time t is defined by the
weighted mean value of all these autonomy levels of configurations, which may
be active at time t, i.e.2

αt(S, Γ ) =
∑

{P (Γ →∗ c)α(c) | c ∈ Γt}.

For points of time s > r ≥ 0 the level of autonomy of the interval [r, s] is
defined by the mean value of all these autonomy levels in the time interval [r, s],

i.e. α[r,s](S, Γ ) = 1
s−r

s∫

r

αt(S, Γ )dt. The level of autonomy of the system S is

defined by α(S, Γ ) = lim inf
t→∞ α[0,t](S, Γ ).

In this definition the value H(succ(c)|C)
H(succ(c)|K) describes the relation between the en-

tropy on the control edges and the entropy on all edges: A high value for this
ratio means, that much control data is needed in the configuration c, and a
low value for this ratio means, that the system behaves nearly autonomously
in the configuration c. Therefore α(S, Γ ) measures how much control data is
needed relative to the data on all edges during the whole run of the system.
Since α(S, Γ ) ∈ [0, 1], a level of autonomy with α(S, Γ ) ≈ 1 means, that the
information contained in the control data will be very low, i.e. the system will
behaves autonomously if we wait long enough. A level with α(S, Γ ) ≈ 0 means,
that it needs much control data to keep the system running, i.e. the system
will not be autonomous even if we wait a very long time. Therefore we use the
following definition of autonomous systems:

Definition 5. A system S is called autonomous with respect to an initialization
(Γ, PΓ ), if α(S, Γ ) = 1.

Note that the usage of lim inf in Definition 4 does not imply the convergence
of information of a sample path, it is just the smallest accumulation point of
the mean value α[0,t](S, Γ ) when t goes to infinity. For example if the level of
autonomy αt(S, Γ ) fluctuates uniformly between 0 and 1, then the mean value
α[0,t](S, Γ ) will approximate 1

2 , so α(S, Γ ) = 1
2 .

Concerning the example in Figure 1, the autonomy depends on the behavior of
the administrator. If the administrator only initializes the software and creates
the user accounts, then the users can work with the groupware without further
input of the administrator, so in this case the system is autonomous. If the
administrator also has to solve some problems of the users, change some options
of the software or create a new user account when a new user joins the working
group, then we have α(S, Γ ) < 1, but since the entropy of all edges of the network
is usually much larger than the entropy for the input of the administrator, the
system is nearly autonomous.

2 When we write a set after the sum symbol
∑

, it should be considered as a multiset,
i.e. in the following formula a value is added twice if it is contained twice in the
multiset.
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5 Emergence

In some systems, it may happen, that some patterns or properties appear in
the system as a whole, but do not appear in the single components. Such an
appearance is called emergence. This leads to the following definition:

Definition 6. Let S be a system and (Γ, PΓ ) be an initialization. For a point
of time t ≥ 0 the level of emergence at time t is defined by

εt(S, Γ ) = 1 − H(Conft |K)
∑

k∈K

H(Conft |{k})
.

For points of time s > r ≥ 0 the level of emergence of the interval [r, s] is defined
by the mean value of all these emergence levels in the time interval [r, s], i.e.

ε[r,s](S, Γ ) = 1
s−r

s∫

r

εt(S, Γ )dt. The level of emergence of the system S is defined

by ε(S, Γ ) = lim inf
t→∞ ε[0,t](S, Γ ).

For the level of emergence, the information of all edges is compared to the
information contained in each single edge. Analogously to the level of autonomy,
also the level of emergence is a value in the interval [0, 1]. If at the current point
of time t ≥ 0 there are large dependencies between the values on the single edges
(which can be seen as patterns), the level of emergence is high: εt(S, Γ ) ≈ 1.
If the values of nearly all edges are independent, there will be no pattern, so
the level of emergence is low: εt(S, Γ ) ≈ 0. Therefore ε(S, Γ ) measures the
dependencies occurring during the whole run of the system.

Note that in literature the definition of emergence is not unique. There also
exist some work (see e.g. [16]), where emergence is defined as an unexpected
decrease in relative algorithmic complexity. Here we consider also expected de-
pendency as an emergence.

Concerning the example in Figure 1, the entropy depends on the collabora-
tion: A high collaboration between the users imply more dependencies in the
system than without collaboration, so the level of emergence is in this example
an indicator for the collaboration.

6 Example: Synchronization in Wireless Networks

In this section we apply the definitions for autonomy and emergence to the pro-
cess of self-organized slot-synchronization in wireless networks [17]. We consider
a set of nodes, each node being able to communicate with some of the other
nodes. The access on the shared medium is organized in time slots. Since there
is no central clock, which defines when a slot begins, the nodes perform a slot
synchronization in a completely distributed manner. An algorithm for this pur-
pose is proposed by Tyrrell, Auer, and Bettstetter in [17]. It is based on the
model of pulse-coupled oscillators by Mirollo and Strogatz [18].
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In the latter synchronization model, the clock is described by a phase func-
tion φ which starts at time instant 0 and increases over time until it reaches a
threshold value φth = 1. The node then sends a “firing pulse” to its neighbors
for synchronization. Each time a node receives such a pulse from a neighbor, it
adjusts its own phase function by adding Δφ := (α − 1)φ + β to φ, where α > 1
and β > 0 are constants.

The system can be formally described as follows. In the system SMS =
(G, E, C, A, a), the graph G describes the connections between the nodes, i.e.
a node v ∈ V is linked by an edge to another node w ∈ V if a direct communi-
cation from v to w is possible. We have no external nodes, so E = Ø = C. For
the alphabet A we only need the values A = {0, 1}, where 0 means “not firing”
and 1 means “firing”. Each automaton av = (Av−, Av+, Sv, Pv, dv) for v ∈ V
describes the behavior of the node v.

Let us first assume the duration dv(s) of one step to be constant for all v ∈ V
and s ∈ Sv. The values of the phase function φ can be stored in the current
state of the automaton av. Let T be the duration of an uncoupled period (i.e. if
no firing of neighbors are received). In each step the current value of the phase
function φ is increased by the constant value δ = dv

T . If some neighbors of v are
firing, further increments of φ have to be done. We use Sv as a discrete subset
of the real interval [0, 1] (note that only finitely many values can be reached
by φ, because the time is discrete). For each state φ ∈ Sv and each local input
x = (xw)w∈v− the automaton av calculates the next value of φ as follows: Let
φ′ := φ + δ + Δφ ·

∑
w∈v− xw with Δφ = (α − 1)φ + β. If φ′ < 1 then φ′ is

the new state of av and the local output for every neighbor is 0, otherwise the
new state is 0 and the local output is 1. So we have a deterministic automaton
av = (Av−, Av+, Sv, Pv, dv), where Pv(φ, x, φ′, (0)w∈v+) = 1 for φ′ < 1 and
Pv(φ, x, 0, (1)w∈v+) = 1 for φ′ ≥ 1.

In [17] the pulse-coupled oscillator synchronization model is adapted to wire-
less systems, where also delays (e.g., transmission delay, decoding delay) are
considered. The duration of an uncoupled period is now 2T with T > 0. This
period is divided into four states (see Figure 2). Let γ ∈ [0, 2T ] be a time instant.
Then the node is in a

– waiting state, if γ ∈ [0, Twait) =: Iwait,
– transmission state, if γ ∈ [Twait, Twait + TTx) =: ITx,
– refractory state, if γ ∈ [Twait + TTx, Twait + TTx + Trefr) =: Irefr ,
– listening state, if γ ∈ [Twait + TTx + Trefr, 2T ) =: IRx,

where the constants are defined as follows:

– TTx: Delay for transmitting a value,
– Twait: Waiting delay after the phase function reached the threshold. The

transmission of the firing pulse begins after this delay. The waiting delay is
calculated by Twait = T − (TTx +Tdec), where Tdec is the delay for decoding
the received value.

– Trefr: Refractory delay after the transmission of the firing pulse to avoid an
unstable behavior.
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Fig. 2. State diagram

Let TRx = 2T − Twait − TTx − Trefr be the duration of an uncoupled listening
state. We assume that each of these durations Twait, TTx, Trefr, TRx is less than
T . The listening state is the only state, in which firing pulses from the neighbors
can be received and decoded, and the phase function is changed only during the
listening state.

Now we describe this network as a discrete system S = (G, E, C, A, a). For
the alphabet we use again the values 0 (not fired) and 1 (fired). The states Sv

of the automaton av = (Av−, Av+, Sv, Pv, dv) for v ∈ V can be used to store
the current value of the phase function, information about the current position
during period 2T , and information about received firing pulses. We assume dv <
min(TTx, Tdec, Twait, Trefr) and that the value dv(s) is constant for each state s ∈
Sv, but it needs not be constant for each node v ∈ V . A state s ∈ Sv is a triple
s = (φ, γ, D), where φ ∈ [0, 1] is the current value of the phase function, γ ∈ [0, 2T ]
is the time elapsed since the last firing and D = (Dw)w∈v− are the decoding delays
for the received firing pulses of predecessor nodes, i.e. during the transmission of
the firing pulse from a predecessor w ∈ v− the value Dw is initialized by Tdec, and
after the end of the transmission, Dw is decreased in each step until Dw reaches
0. Then the phase function is adjusted by adding Δφ to φ like above. If no firing
pulse is received, then the phase function is increased by δ = dv

TRx
in each step

until φ reaches the threshold φth = 1. We get a deterministic automaton av with
Pv((φ, γ, D), x, (φ′, γ′, D′), z) = 1 for the following cases:

For γ ∈ Iwait: For γ ∈ IRx:
φ′ = 0 φ′ = φ + δ + Δφ · |{w ∈ v − : 0 < Dw ≤ dv}| with δ = dv

TRx

γ′ = γ + dv γ′ =
{

γ + dv for φ′ < 1
0 for φ′ ≥ 1

D′ = (0)w∈v− D′
w =

{
Tdec for xw = 1
max(0, Dw − dv) for xw = 0

z = (0)v∈v+ z = (0)v∈v+

For γ ∈ ITx: For γ ∈ Irefr:
φ′ = 0 φ′ = 0
γ′ = γ + dv γ′ = γ + dv

D′ = (0)w∈v− D′ = (0)w∈v−
z = (1)w∈v+ z = (0)w∈v+



On Autonomy and Emergence in Self-Organizing Systems 167

Starting at γ = 0, the automaton av goes through the different states: Wait-
ing state, transmission state, refractory state and listening state. Note that the
duration of one period usually is less than 2T , because each firing pulse of a pre-
decessor node, which is received and decoded during the listening state, shortens
the period by increasing the phase function φ.

Simulation results in [17] show that during the run of the system, groups of
synchronizations are built, i.e. inside each group we have good synchronization
(each node of the group fires at nearly the same time like the other nodes of the
group), and if we wait long enough, then there are only two groups left firing T
time units apart from each other. For the system SMS it can be shown (see [17],
[18]), that the system always converges to a state, in which all nodes fire at the
same time.

We now apply our definitions of the previous sections. Both synchroniza-
tion systems SMS and S are autonomous because there are no external nodes.
According to the emergence, we note that the behavior of the automatons is
deterministic. Let Γ be a set of start configurations with a given distribution
(e.g. random uniform distribution). In both systems SMS and S we get high
dependencies between the values on the edges if we wait for a long time, so we
have a high emergence: ε(S, Γ ) ≈ 1 and ε(SMS , Γ ) ≈ 1.

7 Discussion of the Results

The main result of this paper is, that we get a formalism to analyze complex
systems with respect to emergence and autonomy. While the previous work in
literature does not define, how to compute the level of emergence and the level of
autonomy of a given system, this paper gives formal definitions of these concepts.

These definitions can be applied as follows: Assume that we have a real world
system and we would like to analyze this system with respect to self-organizing
properties. Then we first create the model with the definitions of Section 3:
We use a multigraph to model the objects in the real world system and we use
stochastic automatons for modeling the behavior of the objects. In this model we
can apply the definitions of Section 4 and 5. With Definition 4 we get the level
of autonomy α(S, Γ ) of the modeled system. A large value for this level means,
that the system is nearly autonomous and a low value for this level means,
that much data is needed from the environment to control the system. With
Definition 6 we get the level of emergence of the system. A large value for this
level means, that global patterns appear in the system in form of dependencies
in the communication between the nodes and a low value for this level means,
that there are nearly no global patterns. Since autonomy and emergence are two
of the main properties of self-organization, these levels are also indicators for the
degree of self-organization: A self-organizing system cannot have a low level of
autonomy or a low level of emergence.

The examples in this paper show, that even if the system is too large to
compute the levels of autonomy and emergence exactly, the definitions can still
be useful to get an approximation of these levels.
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Also for the design of a new system the definitions might be useful, since they
can give hints, how to design better self-organizing systems. For example if we
see, that we need some data to control the behavior of some nodes, Definition 4
tells us, that we should try to produce this control data in an internal node of
the system, since the level of autonomy would increase in this case. According
to the definition of the level of emergence, the situation might be more difficult:
When we design a new system, each object of the system is designed locally, but
emergence is a global property which usually cannot be seen directly from the
local behavior of each object. But Definition 6 still might help us for the design
of the system: During the design, we could calculate the level of emergence for
different variants of the system (e.g. by changing some system parameters) and
from the results we see which variant gives us a high emergence in the system.

The formalism of this paper could be applied to many self-organizing appli-
cations [12]:

– Multi-agent systems: A multi-agent system could consist of some robots or
some software applications. Each agent has some rules for defining its be-
havior and different agents can communicate with each other (e.g. for coop-
eration) and with the environment. In such a multi-agent system, Definition
4 can be used to compute the level of autonomy. Obviously, a high level of
autonomy is desirable, because then the agents need nearly no control from
the users, so the users are released from work. The level of emergence is an
indicator for the cooperation between the agents. This could be synchroniza-
tion like in Section 6 or any other global pattern, which is induced by the
local interactions between the agents.

– Network security: Mobile agents can be used to build intrusion detection
systems and intrusion response systems. These agents can sense network
conditions and they are able to load dynamically new functionality into other
network nodes. They can work autonomously without a centralized control.
In case of an intrusion, the intrusion response systems will be loaded into the
nodes for providing appropriate response. This can be seen as an emergent
behavior of the system: There are many dependencies in the communications
between the nodes, so we have a high level of emergence.

In [12] there are also many other applications mentioned, where the definitions of
this paper could be applied for the analysis of self-organizing properties: Sensor
networks, web communities, robots, business process infrastructures and many
more.

8 Conclusion

In this paper we described how discrete complex systems can be modeled by
multigraphs with stochastic automatons. For the two main properties of self-
organizing systems, a mathematical definition has been given:

– autonomy
– emergence
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For each system, the level of autonomy indicates, how much external data is
needed to control the system and the level of emergence indicates, how many
patterns in form of dependencies between the transmitted data between the
nodes appear.
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Abstract. To achieve a preferred global behavior of self-organizing sys-
tems, suitable local interaction strategies have to be found. In general,
this is a non-trivial task. In this paper, a general method is proposed that
allows to systematically derive local interaction strategies by specifying
the preferred global behavior. In addition, the resulting strategies can
be evaluated using Markovian analysis. Then, by applying the proposed
method exemplarily to the iterated prisoner’s dilemma, we are able to
systematically generate a cooperation-fostering strategy which can be
shown to behave similar to the “tit for tat with forgiveness” strategy
that, under certain circumstances, outperforms the well-known “tit for
tat” strategy used, for instance, in BitTorrent peer-to-peer file-sharing
networks.

1 Introduction

In self-organizing systems (SOSs), numerous entities interact with their neigh-
borhood following certain interaction strategies. The system’s entities and their
strategies define the micro-level of the SOS. From the behavior on the micro-
level, a global behavior of the SOS emerges at the macro-level. In general, the
micro-level entities of an SOS rely on local knowledge only, i.e., solely on the
information that is provided by the entities within their vicinity. Therefore, we
call these entities and their strategy vicinity-dependent. For instance, to find the
shortest path from the ant colony to a food place, an ant follows pheromone
trails laid out by other ants in its vicinity (cf. [1]). Hence, the behavior of the
ants is vicinity-dependent and results in an emergent macro-level behavior, i.e.,
the discovery of shortest paths.

When engineering and designing SOSs, the strategies on the micro-level need
to be specified to attain the preferred emergent behavior on the macro-level.
Since the system’s entities are purely vicinity-dependent, this is in general a
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non-trivial task. The main contribution of this paper is a generic method to
derive suitable micro-level strategies.

Our solution approach is based on the following observation: The task of spec-
ifying suitable strategies would be less challenging if an entity and its strategy
could rely on global knowledge, i.e., information of the SOS’s global state and/or
the other entities’ strategies. In the following, we call an entity (and its strategy)
that relies on global knowledge omniscient.

As an example, in this paper, we investigate a class of systems where cooper-
ation is of particular importance, most prominently for peer-to-peer (P2P) file-
sharing systems like BitTorrent (see [2]), where the dissemination of content relies
on the collaboration of numerous entities, i.e., the peers. Often, game-theoretic
approaches are used to model the peers in such systems, where a common game-
theoretic model is the iterated prisoner’s dilemma (IPD; cf. [3,4,5,6,7]). The IPD
assumes that the peers are rationally thinking players that try to maximize their
individual benefit and that a player’s interaction strategy is vicinity-dependent,
i.e., each player can only observe the behavior of the other players but does not
know the other players’ strategies. For such systems, a vicinity-dependent inter-
action strategy is sought that fosters global cooperation on macro-level. Based
on the assumption that the strategy does not know its opponents’ strategy, this
is a challenging task in general. Often, it would be easier to find an omniscient
strategy which knows the other players’ strategies, and hence, could optimize its
behavior to foster the preferred macro-level behavior.

In our method, we use an artificial omniscient entity called the Laplace’s De-
mon (LD): This name stems from a hypothetical demon envisioned by the French
mathematician and astronomer Pierre-Simon Laplace (1749–1827). This demon
exactly knows the state of the whole universe and, hence, is able to predict future
states by Newton’s laws of physics.1 The behavior of our LD is then investigated
by a time-series analyzing algorithm to derive a purely vicinity-dependent strat-
egy, which, in contrast to an omniscient strategy, can be effectively implemented
into technical SOSs.

The method is generic in the sense that it does not focus on a specific applica-
tion area or modeling formalism. The most restrictive constraint is the require-
ment that the system’s model can be evaluated using discrete-event simulation.
However, this requirement does not impose a hard constraint on a large class of
engineerable systems.

Our approach allows to explicitly foster the preferred macro-level behavior
and also provides means to analyze to which extent the preferred macro-level
behavior is reached.

The remainder of this paper is structured as follows: In Sec. 2, we discuss
related work. Then, the IPD as a model for cooperation in SOSs is shown in
Sec. 3. Section 4 briefly introduces a time-series analyzing algorithm — the CSSR
algorithm developed by Shalizi et al. (cf. [8,9]). In Sec. 5, we present in more
detail our generic core method that is based on LDs. We apply this method in

1 Pierre-Simon Laplace formulated this idea in the foreword to his essay “Essai
philosophique sur les probabilités” from 1814.
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Sec. 6 to derive vicinity-dependent interaction strategies for IPD-like problems.
Finally, Sec. 7 draws conclusive remarks and gives an outlook to future work.

2 Related Work

We distinguish two complementary approaches for deriving local interaction
strategies of entities in SOSs: At one extreme, it is assumed that the entities
explicitly disseminate and periodically update global state information within
the system, i.e., the entities are omniscient. At the other extreme, the system
entities remain purely vicinity-dependent.

Omniscient entities are able to optimize their strategies to attain the preferred
macro-level behavior based on global state information. Examples for such sys-
tems are distance vector and link state based algorithms for routing protocols as
presented in [10,11], where the omniscient entities are able to calculate optimal
routing paths. However, the periodic dissemination and local storage of global
state information clearly suffers from scalability issues in large systems (cf. [12]).

Many application-driven approaches to derive vicinity-dependent strategies
exist. For example, the AntNet routing protocol to find shortest routing paths
in mobile networks was developed by investigating the exchange of pheromones
between ants (cf. [1]). In [13], the approach of epidemic information dissemina-
tion uses the principle behind the spread of a disease to disseminate information
in distributed systems. To form topologies in P2P overlay networks, a vicinity-
dependent strategy was developed in [14] by investigating cell adhesion processes.
Further examples are intuitive approaches like the random walk search algorithm
for P2P networks in [15] and the gossip-based routing algorithm for ad hoc net-
works in [16], where messages are forwarded to randomly chosen neighbors on
a best effort basis. Unfortunately, these application-driven approaches do not
provide a generic method that can be used in a wider range of application areas.
Hence, finding purely vicinity-dependent strategies remains a non-trivial task in
general, and, to the best of the authors’ knowledge, no general method yet exists.

3 The Iterated Prisoner’s Dilemma

We now give a primer to the IPD and introduce the problem to be solved with
the proposed method in Sec. 6.

In SOSs, where the collaboration between the entities is of particular impor-
tance, micro-level interaction strategies are sought from which global cooperation
on the system’s macro-level emerges. For instance, to disseminate content, a P2P
file-sharing network needs to define strategies that foster global cooperation be-
tween all peers, i.e., each peer shares its bandwidth and content to other peers.
The IPD is a commonly used modeling formalism to study cooperation in such
SOSs (see, e.g., [3,4,5]).

The IPD models the interaction at discrete time steps between two entities
called the players. At each time step of the IPD, each of the two players can
choose either to cooperate (C) or to defect (D). Both players make their current
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choice independently from each other but the choice may well depend on the
outcome of previous iterations. Both players present their choice and get a payoff,
e.g., according to the following utility matrix U, which is taken from [17]:

U =
[ D C

D (1, 1) (4, 0)
C (0, 4) (3, 3)

]
. (1)

The rows of U correspond to the choice of the first player, the columns to the
choice of the second player, and the entries of U correspond to the payoffs, where
the first element of each tuple is the payoff for the first player and the second
element is the payoff for the second player.

It can easily be seen that cooperation on both sides maximizes the sum of
the payoffs of both players, that is, the global welfare. However, cooperation
on both sides may increase the temptation of one player to defect in order to
maximize its personal payoff to a value of 4, whereas the payoff of the other
player is minimized to a value of 0. This rational thinking process might lead
both players to defect, which minimizes the global welfare and results in a lower
individual payoff for both players compared to the case of mutual cooperation.
In the IPD, the prisoner’s dilemma is iterated and, hence, the outcome of past
iterations can be incorporated into the decision process of the players.

When modeling the micro-level interactions of an SOS by the IPD, a strategy
is sought from which global cooperation emerges on the systems’ macro-level.
Such a strategy should adjust its behavior to foster cooperation if its opponent is
willing to cooperate and it should defect otherwise. The latter implicitly fosters
global cooperation, since it makes defection less profitable than mutual cooper-
ation. However, finding such a strategy is a non-trivial task in general since the
IPD assumes that the players’ strategies are purely vicinity-dependent, i.e., each
player can incorporate only previous behavior of its opponent into its decision
process but does not know its opponent’s strategy.

In this paper, we systematically derive such a cooperation-fostering strategy
by investigating an omniscient player, i.e., the LD. The LD knows its opponent’s
strategy and is, hence, able to easily adjust its behavior to foster cooperation. By
investigating the behavior of the LD, a vicinity-dependent strategy for the IPD is
derived. To do so, we first propose a generic method to derive vicinity-dependent
interaction strategies for SOSs (see Sec. 5). The method is then applied to the
IPD (see Sec. 6).

4 The CSSR Algorithm

This section briefly describes the Causal-State Splitting Reconstruction (CSSR)
algorithm, which we utilize in our method as described later in Sec. 5. We choose
this algorithm because it is sufficiently abstract to be applicable in a wide range
of application scenarios. The interested reader is referred to [8,9] for a compre-
hensive description of the algorithm.
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The CSSR algorithm takes a sequence of N ∈ N symbols as input. This se-
quence is drawn from a discrete alphabet A and is generated by some random
process. Based on the given sequence, the algorithm approximates the ideal pre-
dictor of the random process in the form of a hidden Markov model: The CSSR
algorithm outputs the state space S of a discrete-time Markov chain (DTMC;
see [18] for theoretical background) and its transition probabilities, where at
each state transition, i.e., time step, the DTMC outputs a symbol from the
alphabet A. In the context of computational mechanics, this Markov chain is
called ε-machine. For every time step, let S denote the random variable of the
current state of the ε-machine, S′ the random variable of the successor state of
S, and A the random variable of the symbol which is output during the tran-
sition from state S to S′. For any two states s, s′ ∈ S and any symbol a ∈ A,
P [S′ = s′, A = a|S = s] denotes the probability that the DTMC leaves state s
and goes to state s′ while emitting the symbol a.

The CSSR algorithm additionally requires the parameter Lmax ∈ N0: To ap-
proximate the ideal predictor of the time series, the CSSR algorithm investigates
subsequences of length L within the input sequence, starting from L = 0. L is
subsequently increased by one until L = Lmax. Thus, Lmax corresponds to the
maximal amount of time steps of the past that are incorporated by the CSSR al-
gorithm to approximate the probability distribution of the next output symbol.
The choice of Lmax is based on a trade-off between the required computation
time and the accuracy of the resulting ε-machine.

5 A Generic Method to Derive Local Interaction
Strategies

In the following, we propose our generic method that consists of four steps. The
approach is briefly discussed at the end of Sec. 5. The method is carried out as
follows:

Step 1: Modeling the System Our method assumes that the system is modeled as
a group of entities that interact by exchanging information at discrete time steps.
Each entity of the system receives input from a countable set I and generates
some output from a countable set O. The entities’ strategies map any input
i ∈ I to some output o ∈ O. The time-series analysis in Step 3 requires that the
model can be evaluated by simulation. Besides these assumptions, our method
does not impose any further restrictions on the modeling process. There are
standard modeling formalisms that we expect to be particularly suitable to our
approach since the local interaction of the entities play a central role, e.g., in
game-theoretic models, cellular automatons, and graph-based models.

Step 2: Specifying the Laplace’s Demon One entity of the system is chosen to
be the LD and is modified as follows: The LD becomes an omniscient entity,
i.e., it is equipped with global knowledge. Based on global knowledge, the LD’s
strategy can be optimized to foster the preferred macro-level behavior.



A Method to Derive Local Interaction Strategies 175

Step 3: System Simulation and Analysis of the Laplace’s Demon’s Behavior
Based on the model derived in Steps 1 and 2, a simulation environment is set
up to simulate the system including the LD. The simulation is executed and
the input/output (I/O) behavior of the LD is analyzed: For each time step
t ∈ N, we denote with (it, ot) ∈ I × O the I/O behavior of the LD, where it
is the input which leads to the output ot of the LD. A simulation of N ∈ N

time steps generates a sequence (it, ot)t=1,...,N , which can be analyzed by the
CSSR algorithm as a time series with alphabet I × O. Then, the output of the
CSSR algorithm is an ε-machine with state space S and transition probabilities
P [S′ = s′, (I, O) = (i, o)|S = s] for all s, s′ ∈ S and (i, o) ∈ I ×O, where S is the
random variable of the current state of the ε-machine, S′ the random variable
of the successor state of S, and (I, O) the random variable of the I/O behavior
the LD exposes at the state transition from S to S′. Thus, in other words, the
derived ε-machine describes the I/O behavior of the LD.

Step 4: Imitating the Laplace’s Demon This step derives a vicinity-dependent
strategy L that imitates the omniscient LD. To derive L, the ε-machine obtained
in Step 3 is used.

L adopts the state space S of the ε-machine and imitates the LD’s behavior
as follows: At first, L randomly chooses its initial state (e.g., according to the
stationary probability distribution of the ε-machine). If L is in state s ∈ S and
receives some input i ∈ I, then P [S′ = s′, O = o|S = s, I = i] is the probability
that L changes its state to s′ ∈ S and outputs o ∈ O. This probability can be
calculated by conditioning on the event {I = i} and using the definition of the
conditional probability:

P [S′ = s′, O = o|S = s, I = i] =
P [S′ = s′, (I, O) = (i, o)|S = s]

P [I = i|S = s]
.

The probability P [I = i|S = s] in the denominator can be calculated by
marginalization:

P [S′ = s′, O = o|S = s, I = i] =
P [S′ = s′, (I, O) = (i, o)|S = s]∑

s′∈S

∑
o∈O

P [S′ = s′, (I, O) = (i, o)|S = s]
, (2)

where the probabilities on the right side of (2) are the known transition proba-
bilities of the ε-machine obtained in Step 3.

Since the ε-machine describes the I/O behavior of the omniscient LD, L effec-
tively reproduces the LD’s behavior while being purely vicinity-dependent, i.e.,
its output behavior is determined only by its current state s, its input i, and its
transition probabilities.

Remarks. The resulting vicinity-dependent strategy is tailored towards the cho-
sen model and its parameters, i.e., the strategy might lead to a different behavior
when applied in a different environment as specified in Step 1 of the method.
Hence, it is crucial to take care that the chosen model and its parameters accu-
rately reflect the behavior of the system under investigation.
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Nevertheless, resulting strategies can easily be adapted to a different envi-
ronment or preferred macro-level behavior by applying the method again with
refined omniscient strategies, a modified model, and/or parameter set.

Since the derived strategy is available in form of a DTMC, Markovian analysis
can be used to evaluate its behavior.

We are completely aware of the fact that the simulation of systems with
numerous interacting entities cannot guarantee that all possible states are in-
vestigated since such systems often expose a very complex and sometimes even
chaotic behavior. Nevertheless, extensive simulation in Step 3 of the method
results in a vicinity-dependent strategy which behaves optimal at least in the
simulated cases.

Our method can also be applied iteratively. The derived strategy can be fed
back to the environment leading to a refined strategy during the next iteration.

6 Application of the Method to the Iterated Prisoner’s
Dilemma

The method proposed in Sec. 5 is now applied to find two vicinity-dependent
micro-level strategies for the IPD (cf. Sec. 3), which have different macro-level
goals: The strategy LA imitates the altruistic LD, which fosters global cooper-
ation. In contrast, the strategy LE imitates the egoistic LD, which has the aim
of maximizing its own payoff. The method is applied as follows:

Step 1: Modeling the System In our model, we investigate the behavior of a sin-
gle player, which plays the IPD with another player we call the opponent. The
opponent randomly chooses one strategy from AC, AD, Tit-for-Tat, p-Tit-

for-Tat, and Random: The strategy AC always cooperates and is, therefore,
a näıve friendly strategy which gets easily exploited by a defector. AD always
defects and is an archetype of an egoistic and distrustful strategy. Tit-for-Tat

initially cooperates and then always makes the same choice as the other player
during the last iteration. Tit-for-Tat is a smart strategy: It is friendly since
it initially wants to cooperate. But in contrast to AC, it is not exploited if its
opponent only defects. If its opponent tries to cooperate again, then it imme-
diately forgives. With p-Tit-for-Tat we denote the pessimistic equivalent to
Tit-for-Tat, which initially defects. Random is a strategy that at each itera-
tion chooses C or D with a probability of 0.5. From the viewpoint of Random’s
opponent, Random is an unreliable strategy in the sense that no action leads
to mutual cooperation or defection or any other preferred behavior.

In our model, the opponent randomly chooses one of the five mentioned strate-
gies according to a uniform distribution. Then, the IPD starts: At each time step,
the player plays the prisoner’s dilemma with its opponent. At the end of each
iteration, the player is informed of the choice of the opponent, and vice versa.
Hence, the input and the output alphabet for both players is I = O = {C, D}.
At each time step and with a probability pc � 1 (pc ∈ (0, 1)), the IPD is
stopped and the opponent randomly chooses a different strategy. Then, the IPD
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is restarted. Thus, for each chosen strategy, the IPD is carried out in sequence
for 1/pc time steps in the mean.

Step 2: Specifying the Laplace’s Demon We investigate the behavior of two
LDs: The altruistic and the egoistic LD. Both are made omniscient by inform-
ing them of the strategy of their opponent. Depending on this knowledge, the
LDs implement a micro-level strategy which fosters the preferred macro-level
behavior.

The altruistic LD follows a smart strategy which fosters cooperation: If the
opponent is willing to cooperate, i.e., with AC, Tit-for-Tat, or p-Tit-for-

Tat, then the LD implements the strategy AC. In contrast, if the opponent
always defects, then the LD implements AD, which hinders the opponent to
exploit the LD and implicitly fosters global cooperation by making defection
less profitable than mutual cooperation. In confrontation with Random, the
LD implements Tit-for-Tat, which in the mean keeps the balance between
cooperation and defection.

The egoistic LD has the aim of maximizing its own payoff. To do so, it answers
with AD if its opponent implements AC, AD, or Random. In contrast, if its
opponent implements a smart strategy, i.e., Tit-for-Tat or p-Tit-for-Tat, it
answers with AC.

Step 3: System Simulation and Analysis of the Laplace’s Demon’s Behavior
The IPD iterations, as described in Step 1, are carried out 220 times while pc is
set to 0.01. Thus, in the mean, the investigated LD plays the IPD for 100 times
before the IPD gets restarted with another strategy of the opponent.

Each iteration step generates a pair (it, ot) ∈ {C, D}2, where it is the input
that leads to the answer ot of the LD at time step t. The generated sequence of
values from the alphabet A = {C, D}2 is then analyzed by the CSSR algorithm.
The algorithm’s parameter Lmax is chosen to be 1 since for all investigated
strategies of the opponent, at most one step of the past is relevant for making
their choice.

For both LDs, the altruistic and the egoistic, the CSSR algorithm outputs an
ε-machine with three states and twelve transition probabilities. For all of these
twelve transition probabilities, a 99%-confidence interval is calculated based on
100 applications of the method. The radius of the largest confidence interval
evaluates to 0.001 which shows that 220 iterations can be assumed to be enough
to obtain reasonably reliable results.

Step 4: Imitating the Laplace’s Demon From the ε-machines obtained in Step 3,
the vicinity-dependent IPD strategies LA and LE can be derived by adopting
the ε-machines’ state space and calculating the strategies’ transition probabilities
according to (2).

The strategy LA is shown on the left and LE on the right side of Fig. 1: The
states of each strategy are represented by nodes, numbered from 0 to 2. An arc
from state s to s′ (s, s′ ∈ {0, 1, 2}) is labeled with i|p|o: If the opponent’s last
choice was i ∈ {C, D}, then the strategy changes its state from s to s′ with
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Fig. 1. The systematically derived vicinity-dependent strategies for the IPD: (a) shows
the altruistic strategy LA and (b) the egoistic strategy LE. The nodes correspond to
the states of the strategies. An arc from node s to s′ (s, s′ ∈ {0, 1, 2}) is labeled with
i|p|o, where p ∈ (0, 1] is the probability that the strategy chooses o ∈ {C, D} and goes
to state s′ if its current state is s and the opponent chose i ∈ {C, D}.

transition probability p ∈ (0, 1] and answers with o ∈ {C, D} in the current
iteration of the IPD.

6.1 Discussion of the Results

In Fig. 1, it can be seen that LA exposes a similar behavior to Tit-for-Tat:
If the opponent cooperates, it answers with cooperation and goes to State 0. If
the opponent defects, it also defects with a high probability and goes to State 1.
Moreover, LA implements a forgiveness mechanism, just like the “tit for tat
with forgiveness” strategy proposed by Anatol Rapoport (cf. [19]): With a rel-
atively low probability, LA cooperates even if the opponent defects and goes
to State 2. In State 2, LA waits for the reaction of the opponent: Cooperation
leads to State 0 and defection to State 1. By this mechanism, LA is able to find
out whether a defecting opponent is willing to cooperate in principle. This is
especially helpful for establishing cooperation if the opponent implements the
initially defecting p-Tit-for-Tat strategy.

The egoistic strategy LE in Fig. 1 can be described similarly: In State 0, LE
cooperates with a high probability if its opponent cooperates. However, from
time to time LE answers with defection to find out if the opponent implements
AC and can, thus, be exploited. This exploitation is done in State 2, where
cooperation is answered with defection with a high probability. If the opponent
answers with defection, LE goes to State 1 from any state and defects with
a high probability. Hence, State 1 corresponds to mutual defection. However,
if LE’s opponent implements Tit-for-Tat or p-Tit-for-Tat, then mutual
cooperation leads to a higher personal payoff than mutual defection. Hence, LE
implements a forgiveness mechanism and cooperates on defection with a low
probability.
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Most interestingly, both derived strategies are able to reconstruct the same
knowledge that was granted to the omniscient LDs explicitly while being purely
vicinity-dependent. LA is able to find out if the opponent is willing to cooper-
ate. LE finds out if the opponent can either be exploited, implements a smart
strategy (i.e., Tit-for-Tat or p-Tit-for-Tat), or always defects. Based on
this information, the derived strategies adjust their behavior to either establish
cooperation or to maximize the personal payoff.

It is worthwhile to note that the transition probabilities of both strategies
reflect the chosen model assumptions and parameters. This can, for example,
be seen in LE’s transition between states 2 and 0 labeled with C|0.003|C, which
does not lead to maximal payoff if the opponent implements AC. In this case,
cooperation should be answered with defection with a probability of 1. This is
because LE assumes that the opponent’s strategy changes with a probability of
pc = 0.01 according to a uniform probability distribution on the set of the
other strategies. Consequently, changing this probability distribution or the
value of pc leads to other transition probabilities of the strategy LE or,
respectively, LA.

6.2 Steady-State Analysis

Since the derived vicinity-dependent strategies are obtained in form of a DTMC,
results obtained by steady-state Markovian analysis provide measures to com-
pare the strategies LA, Tit-for-Tat, and LE. Each of the three strategies play
the IPD against the strategies AC, AD, Tit-for-Tat, p-Tit-for-Tat, and
Random. For all encounters, steady-state analysis is applied to obtain the ex-
pected payoff per iteration of the IPD. To obtain concrete values, the payoff
matrix U given in (1) is considered. The numerical results are summarized in
Tab. 1. The table is subdivided into three columns: The first column lists the five
opponents, the second column consists of the expected payoffs for the strategies
LA, Tit-for-Tat, and LE, and the third column lists the expected payoffs for
the respective opponent.

It can be seen that LA behaves similar to Tit-for-Tat and clearly
outperforms Tit-for-Tat if confronted with p-Tit-for-Tat since LA is able to
establish cooperation. If Tit-for-Tat plays against p-Tit-for-Tat, mutual co-
operation cannot be established, since the two strategies alternately

Table 1. Results from the steady-state analysis of LA, Tit-for-Tat, and LE

Payoff Payoff (Opp.)
LA TfT LE LA TfT LE

AC 3.0 3.0 3.571 3.0 3.0 1.286
AD 0.997 1.0 0.996 1.009 1.0 1.012
Tit-for-Tat 3.0 3.0 1.336 3.0 3.0 1.336
p-Tit-for-Tat 3.0 2.0 1.336 3.0 2.0 1.336
Random 1.993 2.0 2.477 2.020 2.0 0.569
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cooperate and defect. When playing against AD, LA receives a lower expected
payoff than Tit-for-Tat. This is due to the fact that LA once in a while tries
to establish cooperation. The numerical results for LA show that it indeed fulfills
the requirements of a strategy that fosters global cooperation: If its opponent is
willing to cooperate, LA is always able to establish cooperation. If its opponent
always defects, then LA answers with defection, which implicitly fosters global
cooperation by making AD a less profitable strategy than a cooperating strategy
like Tit-for-Tat.

LE is able to exploit AC and Random. If confronted with AD, LE’s expected
payoff is slightly lower than that of Tit-for-Tat because it cooperates with a
low probability to check if the opponent’s strategy has changed. Tit-for-Tat

and p-Tit-for-Tat cannot be exploited by LE. However, LE still tries to exploit
the opponent from time to time. This again leads to a lower expected payoff
compared to Tit-for-Tat.

7 Conclusion and Future Work

In this paper, we have shown the advantages and disadvantages of implementing
purely vicinity-dependent or omniscient entities within the micro-level of self-
organizing systems. Based on this investigation, we proposed a generic top-down
approach to systematically derive vicinity-dependent strategies based on the
specification of the preferred macro-level behavior.

Our approach simplifies the development of self-organizing systems in the
sense that suitable interaction strategies can first be defined based on global
knowledge, i.e., information of the self-organizing system’s global state and/or
the other entities’ strategies. From these omniscient strategies, our method then
systematically generates vicinity-dependent strategies. The resulting strategies
can then be evaluated using standard Markov chain-based analysis techniques
and can also be implemented easily into the entities of the self-organizing system.

The proposed method was proven to be applicable in a game-theoretic setting,
where an altruistic and egoistic strategy for players of the iterated prisoner’s
dilemma could be obtained.

However, our method is presented independently of the applied modeling
formalism. We expect the method to be applicable also to other modeling for-
malisms that focus on the local interaction of the micro-level entities, e.g., cellular
automatons or graph-based models, and more complex scenarios. This has to be
investigated in future work along with scalability issues that arise when engineer-
ing large-scale SOSs. We also foresee an extension to our method which allows
to specify and evaluate scenarios comprising more than one LD with possibly
different goals. The outcome of these investigations will also lead to further ap-
plication examples and to more concrete advises on how to build suitable models
to be used with the proposed method.



A Method to Derive Local Interaction Strategies 181

References

1. Caro, G.D., Dorigo, M.: AntNet: a mobile agents approach to adaptive routing.
Technical Report IRIDIA/97-12, Université Libre de Bruxelles, Belgium
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Abstract. In spite of the popularity of wireless sensor networks (WSN), their 
application scenarios are still scanty. In this paper we apply the WSN paradigm 
to the entertainment area, and in particular to the domain of Paintball. This 
niche scenario poses challenges in terms of player localization and wireless sen-
sor node lifetime. The main goal of localization in this context is to locate and 
track the player in order to facilitate his/her orientation, and to increase the level 
of safety. Long term operation could be achieved by adopting appropriate 
hardware components, such as storage elements, harvesting component, and a 
novel circuit solution. In this work we present a decentralized localization and 
tracking system for Paintball and describe the current status of the development 
of a self-powered module to be used between a wireless node and an energy 
harvesting component. 

1   Introduction 

A Wireless Sensor Network (WSN) is a distributed collection of nodes which are re-
source constrained and capable of operating with minimal user attendance. Wireless 
sensor nodes operate in a cooperative and distributed manner. However, there are ap-
plication areas, such as the entertainment domain, where WSNs are still seldom appli-
cable. In this paper we apply the concept of WSN in a Paintball application. Paintball 
is a sport in which players eliminate opponents from play by hitting them with paint. 
For a successful Paintball application we have to solve two important problems: 
player localization and long term operation of the wireless sensor node. 

At present, players which are involved in Paintball use the Global Positioning Sys-
tem (GPS) [6] for orienting, walkie-talkie to communicate with each other or do not 
use these devices at all in case of short-term and bounded space scenario. However, 
providing each of e.g. hundred players with an individual GPS receiver is not always 
the preferred solution for cost reasons. Moreover, GPS itself is a power hungry com-
ponent and needs at least four known satellites to be visible in order to find the  
coordinates of the receiver. 

Over the years, many protocols [1] have been devised to enable the location dis-
covery process in WSNs to be autonomous and able to function independently of GPS 
and other manual techniques. In all cases, the focal point of location discovery has 
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been a set of special nodes known as beacons, which have been referred to by some 
researchers as anchor, locator, or seed nodes. 

As for long term operation, it has always been the key issue in power supply design 
for wireless sensor nodes. Energy harvesting components, such as solar cells or pie-
zoelectric converters, have to some extent solved the lifetime problem. However, the 
availability of heterogeneous WSN platforms has resulted in a problem of inflexibil-
ity: it is difficult to exploit a wireless sensor node and a harvesting component  
together. Basically, WSN platforms are being developed for particular cases [3, 5] or 
have already been integrated with a harvesting component [2]. 

In this paper we propose a localization and tracking system solution that is an ex-
tension of the work based on the existing systems RADAR [26] and MoteTrack [25]. 
The proposed system does not rely upon any back-end server or network infrastruc-
ture. The location of each mobile node is computed using a received radio signal 
strength signature from numerous beacon nodes to a database of signatures that is  
replicated across the beacon nodes themselves. 

To provide “perpetual” support of the hardware, we designed a mediator board be-
tween a wireless sensor node and a harvesting component. This board has a two-level 
energy storage buffer including two supercapacitors wired in series as a primary 
buffer and a li-ion battery with high capacitance as a secondary buffer. A novel circuit 
solution coupled with advanced electronic components is used to charge the superca-
pacitors and the li-ion battery safely to prolong their lifetime. Moreover, the board 
supports AC or DC based ambient power source that will make the entire WSN more 
flexible. 

The paper is organized as follows: Section 2 will introduce a review of (a) recent 
localization systems, and (b) existing wireless sensor platforms with energy scaveng-
ing technology; Section 3 will present the main goals of the paper; Section 4 will  
describe the architecture of the self-powered module and the implemented self-
powered board, and finally, Section 5 will present the designed localization and track-
ing system with the experimental results. 

2   Background 

In this section we briefly review some of the existing and widely used location track-
ing systems, as well as wireless platforms with energy scavenging technology. 

2.1   Localization Systems Overview 

In Global Positioning System (GPS) [6], [13], triangulation [26], [16] uses ranges to 
at least four known satellites to find the coordinates of the receiver, and the clock bias 
of the receiver. The triangulation procedure starts with an a priori estimated location 
that is later corrected towards the true location. Due to high power consumption, rela-
tive inaccuracy and indoor operation instability it is undesirable to use GPS in WSN. 

RADAR [26] is the first indoor localization system. It is based on empirical  
Received Signal Strength Indication (RSSI) measurements as well as a simple yet ef-
fective signal propagation model. RADAR uses a standard 802.11 network adapter to 
measure signal strength values with respect to the base stations that are within range 
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of the network adapter. A drawback of this location approach is that the signal pattern 
is recorded statically in the database and may greatly differ from the values measured 
in the dynamic environment. 

MoteTrack [25] is a decentralized localization system which is more sucessful in 
indoor localization and it is largely based on the RADAR [26] approach. The location 
of each mobile node is computed using RSSI signature from numerous beacon nodes 
to a database of signatures that is replicated across the beacon nodes themselves. Mo-
teTrack can tolerate the failure of up to 60% of the beacon nodes without severely  
degrading accuracy, making the system suitable for deployment in highly volatile 
conditions. 

Cricket [14] was designed and implemented as an indoor mobile decentralized 
navigation system called CricketNav [14]. It is based on Ultrasound and RF, and uses 
independent, randomized transmission schedules for its beacons and a receiver decod-
ing algorithm that uses the minimum of modes from different beacons to compute a 
maximum likelihood estimate of the location. However, the CricketNav system re-
quires large amount of extra hardware to be installed. 

A distributed and leaderless algorithm [28] performs the detection of the logical  
location in specks. This method employs binary connection information for range es-
timation, as opposed to RSSI method applied in our work. 

There are plenty of RSSI based localization systems, e.g. RADAR [26], MoteTrack 
[25], and commercial applications, for example Ekahau [27]. However, we have  
focused our attention on developing more robust and efficient RSSI based approach. 

2.2   Wireless Sensor Platforms with Energy Scavenging Technology 

In this section we will review recent wireless sensor platforms with energy scaveng-
ing technology. 

VIBES [2] and PMG Perpetuum [21] are microsystems powered from ambient vi-
brations. VIBES is an energy aware system and has a possibility to adjust the duty cy-
cle according to the available energy. PMG platforms have a primary energy buffer 
for improved flexibility and do not require any maintenance. 

The next three wireless sensor platforms with energy scavenging technology, 
namely Heliomote [3], Prometheus [4] and Trio [5], contain off-the-shelf modules 
Mica2 [9] for the first one, and Telos [7] for Prometheus and Trio. In contrast to 
VIBES, Heliomote has solely NiMH rechargeable batteries as energy buffer. Prome-
theus is a wireless sensor platform which includes the Prometheus power board [4] 
and Telos. The entire system is being powered by the Prometheus power board. This 
power board is implemented with a two-stage storage system containing two superca-
pacitors as primary buffer and a lithium rechargeable battery as secondary buffer. 
Prometheus, Telos and XSM [8], in turn, are combined into the Trio node. Telos is 
necessary for low power operation, Prometheus is responsible for power supply, and 
finally XSM is a set of indispensable sensors. 

However, all the listed platforms support either DC (solar radiation) or AC (vibra-
tion) ambient power source that leads to inflexibility of the entire WSN. 
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3   Key Principles of the System 

The most well-known and popular Paintball types are speedball, woodsball and 
scenarioball. The scenarioball type appears to be most interesting for our research. 

The playing field in scenario paintball (the storyline can be anything like civil war 
events, gangster wars of 1930s, the Oklahoma D-Day, storming a building or rescuing 
hostages) is normally large and in most cases unknown for the players. Moreover, the 
game may last several hours, therefore it would be reasonable to provide the players 
with a wireless sensor node to track their position by beacon nodes deployed 
throughout the playing field. It could be done for safety reasons in the interests of a 
paintball player, and with the aim of assisting him/her in orientation by showing 
his/her location on a Personal Digital Assistant (PDA). 

However, we would like to pay your attention to some important requirements and 
constraints of the localization system. First of all, the beacon nodes should be 
distributed over the playing field in such a way that the players are within the radio 
range to be tracked. The player location computation should be performed quickly to 
guarantee his relevant position. Since the playing field is in most cases a natural 
setting, the energy proves to be a limiting factor. The system accuracy depends on the 
signal power and frequency band, which, again, leads to energy restrictions. Thus, the 
main goal is to design an accurate and failure-tolerant long-term localization system 
for Paintball players tracking which is applicable to the indoor and outdoor operation. 

The system requirements and our contribution are described in more detail in 
Section 4.1 and Section 5. 

4   Self-powered Module Design 

In this section we present the general block diagram of the self-powered module (see 
Figure 1), describe the implemented self-powered board (see Figure 2), and finally 
discuss the hardware selection. 

4.1   Self-powered Module Architecture 

In our design we apply a modular uniform technology for WSN with a power man-
agement technique. The entire system is to contain three main parts: the ambient 
power source → the power management board → the wireless sensor node. The am-
bient power source consists of a harvesting component converting ambient energy 
into electric energy. In other words, the self-powered board designed is an enhance-
ment for wireless sensor nodes which provides interoperability with different types of 
harvesting components and long term operation for localization system. 

The general block diagram of the self-powered board is depicted in Figure 1. The 
parts shadowed in grey refer to the self-powered module. 

There are three power supplies in the entire self-powered system: an Ambient 
Power Source, a Supercap (Primary Buffer), and a Rechargeable Battery (Secondary 
Buffer). Since the Rechargeable Battery has the lowest lifetime, which mostly de-
pends on the quantity of charge-discharge cycles, its energy is the most valuable. The 
Ambient Power Source is inexhaustible, but unstable. Thus, it is more reasonable to 
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exploit the Ambient Power Source energy by charging Supercap using Voltage Stabi-
lization. This means that the entire system must operate at first from the Primary 
Buffer. When the Supercap is discharged, the system is to use the Rechargeable Bat-
tery as power supply. After being discharged, the Secondary Buffer must be replen-
ished with Supercap energy. The wireless sensor node microcontroller must monitor 
the energy level of the power supplies via the Voltage Monitor of the Supercap and 
the Charge/monitor controller of the Li-ion battery and manage the Analog Switch in 
accordance with the energy availability of power supplies. This solution will increase 
the lifetime of the energy storage devices. 

 

Fig. 1. The general block diagram of the self-powered module 

The current flexible solution will allow one to connect a wireless sensor node with 
a harvesting component which operates using an environment energy source like solar 
rays, vibration or temperature difference. A user just needs to choose an appropriate 
wireless sensor node which suits according to cost and adequate ambient power 
source for the application. Moreover, the schematics proposed enables two storage 
buffers to support power hungry applications and to increase the lifetime of the sensor 
node. Voltage monitors allow the MCU to see how storage buffers are charged. 

The major distinguishing feature of the self-powered board with respect to tradi-
tional energy scavenging technology is the possibility of charging its energy buffers 
either from DC or AC ambient power sources by switching a slide switch for the ap-
propriate source. The self-powered platforms observed in Section 2 are able to operate 
with a preset energy scavenging component. 

4.2   Hardware Selection 

The self-powered board is shown in Figure 2. Its size (40 x 70 mm) is similar to usual 
wireless sensor nodes. We have marked out at the top and bottom layers of the  
board the pads of the main parts according to the general schematics sketched out in 
Figure 1. Since our flexible design makes it possible to apply different kinds of ambi-
ent power sources, the first component is a slide switch which performs switching be-
tween AC or DC options. The self-powered module supports a 1.3W ambient power 
source. AC voltage is converted into DC voltage by a diode rectifier DB102S and an 
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electrolytic capacitor which are standard components for this case. Then the zener di-
ode BZV85C4V7 stabilizes the DC voltage up to 4.7V. 

We used two supercapacitors wired in series to reduce leakage current as a primary 
energy buffer. The supercapacitors by Nesscap EDLC [24] with 2.3V maximum volt-
age rating are an excellent fit for our design. Besides, we applied a resistor in series 
with the 4.7V stabilized DC voltage source to charge the primary buffer with an ap-
propriate voltage. In line with [4], we have chosen 25F capacitance for each of the su-
percapacitors. 

 

Fig. 2. The 40x70 mm self-powered board 

Panasonic [11] CGR18650E Li-ion rechargeable battery, with 3.7 nominal voltage 
and 2550mAh typical capacity, acts as a secondary energy buffer. Lithium recharge-
able batteries have no memory effect while they provide high charge-discharge cycle, 
highest density and lowest leakage [4]. However, they require a more complex charg-
ing circuit like, for example, a special charge controller. 

To charge the secondary energy buffer properly we applied a DS2770 battery 
monitor and a charge controller [29]. This integrated circuit performs several func-
tions needed for thorough battery maintenance. The secondary buffer is charged by 
the primary buffer, but when the primary buffer is being charged and the ambient 
power source provides a stable voltage, then it is possible to charge the secondary 
buffer directly. 

We used the Single Pole Double Throw (SPDT) switch ADG849 [18] to choose ei-
ther the primary or secondary power buffer to supply the wireless sensor node. 
ADG849 has high current carrying capability and low power consumption. 

The self-powering module enables 3.3V (1W, 276mA maximum current) output 
voltage by applying the zener diode 1N4728A which stabilizes the voltage up to this 
magnitude. 

For interconnection between the self-powered module and the wireless sensor node 
we applied a 3-pin connector for charge/monitor battery control, supercapacitor volt-
age monitoring, and analog switch control. Another 3-pin connector carries the power 
supply for wireless sensor node. A 4-pin ambient source power connector makes it 
possible to attach an external energy harvesting component. 
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5   Decentralized Localization Algorithm 

This section describes a new accurate and robust decentralized localization algorithm 
which supports database distribution. To obtain these results we made the following 
contributions. At first, the computation is completely done in a decentralized fashion 
to get a better localization system which works on both CC1000 [19] and CC2420 ra-
dios [20]. Moreover, there is no back-end server, so all the computation is performed 
in the deployed sensor motes. Secondly, the location signature database is replicated 
across the beacon nodes, similarly to previous systems [25], [26], but here the replica-
tion is done while dividing the database with the basic stable marriage algorithm. 
This minimizes per-node storage overhead and provides high robustness to failure and 
ensures more accuracy. Thirdly, there is a new memory management technique and 
queuing technique which is needed for the distribution of data and the location esti-
mation process. Finally, we employ a dynamic radio signature distance metric which 
is quite similar to RADAR [26] and an idea from MoteTrack [25] that adapts to loss 
of information and partial failures of the beacon infrastructure. 

5.1   Distance Metric and Location Estimation 

The signature-based localization scheme used requires a set of base stations, i.e. bea-
con nodes, generally at fixed locations, to either transmit periodic beacon messages or 
receive signals from mobile nodes. Beacon nodes broadcast beacon messages at a 
range of transmission power and frequency levels. Using multiple transmission power 
levels and frequencies will cause a signal to propagate at various levels in its medium 
and therefore exhibit different characteristics at the receiver. The mobile nodes collect 
the signature, where signature is collection of tuples, and then use a distance metric to 
compare multiple locations and pick the one that best matches the observed signal 
strength. 

Let s be the received signature and let R be the set of reference signatures. The lo-
cation of a mobile node can be estimated as follows. The first step is to compute the 
signature distance, D, from s to each reference signature r which belongs to R. As for 
RADAR and MoteTrack the user can choose between two distance metrics for the 
performance and environmental behavior. The Euclidean distance is computed as: 
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where we take the three dimensional way of the moving target using X = (x1, x2, x3) 
and Y = (y1, y2, y3). Where x and y are the distance metrics. 

We use the Manhattan distance [25] metric as well: 
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where T is the set of signature tuples represented in both signatures, and meanRSSI 
(t)r is the mean RSSI value in the signature tuple t appearing in signature r. 

The mobile node first acquires its signature s by listening to beacon messages, and 
then broadcasts s, requesting for the estimation of its location. Then one or more of 
the beacon nodes computes the signature distance between s and their slice of the  
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reference signature database. They report either a set of reference signatures to the 
mobile node, or directly compute the location of the mobile node. Usually the request 
is given to the beacon with the strongest RSSI, which is explained below. 

The design we used here is strongest RSSI. In this design, we assume that the most 
relevant (closest in signal space) reference signatures are stored on the beacon node 
with the strongest signal. The beacon node sending the StrongestRSSI must contain 
the database of the particular area where the mobile node is requesting for the estima-
tion of the location and it sends a request to the beacon node from which it received 
the strongest RSSI, and only that beacon node estimates the mobile node’s location. 
As long as this beacon node stores an appropriate slice of the reference signature da-
tabase, this should produce very accurate results. The main advantages are low com-
munication overhead, accurate location estimates and communication cost is very low 
because only one reply is sent to the mobile node containing its location coordinates. 

Therefore it is crucial that the reference signatures are distributed in an “optimal” 
fashion. In centralized fashion all the signatures are stored in the mobile mote and we 
wish to ensure that each reference signature is replicated across several beacon nodes 
in the event of beacon node failures. Here we use two algorithms for database distri-
bution, which we refer to as stable marriage algorithm and the one referred from the 
MoteTrack which is greedy distribution algorithm. 

The decentralized approach to RF-based localization is based on a network of bat-
tery-operated wireless nodes based on the 802.15.4 ZigBee standard [22]. 

5.2   Decentralized Localization 

After we deal with the distance metric we need to concentrate on how the location of 
the moving target is estimated. This is done with the given set of signature distances 
D from the above calculation algorithm of the metric distances. When the mobile 
node wants to track its location it sends a request to estimate the location. The beacon 
node, which contains the database, calculates the location of the mobile mote as a 
centroid, in which centroid is of set of signatures. Here we use the same approach as 
in MoteTrack where we consider the centroid of the set of signatures within some ra-
tio of the nearest reference signature. Given a signature s, a set of reference signatures 
R, and the nearest signature r, we select all reference signatures r belonging to R that 
satisfy a mathematical function which is less than constant c. The given geographic 
centroid of the locations of this subset of reference signatures is then taken as the po-
sition of mobile node. Then this request from the mobile node is processed and the 
reply is sent to the mobile mote. Here the memory management, the fragmentation of 
the signature which is sent as the request for location estimation, the reassembly of 
this signature in the beacon mote and the queue system during the request for location 
and reply of the estimated location are the main ideas which are developed and ex-
panded via our approach. 

5.3   Implementation and Data Collection Mode 

The developed decentralized localization and tracking system is programmed on the 
Arslogica-3Tec mote [15] platform using the TinyOS [10] operating system which are 
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designed for low-power operation. It is relatively small and can be deployed unobtru-
sively in an indoor environment and, moreover, the developed system works on both 
CC1000 radio and CC2420 radio, which provides both programmable transmission 
power levels and direct sampling of received signal strength. We do not require any 
central server, which is one of the advantages of the system. A laptop connected to a 
mote is used to build the reference signature database, but thereafter the system is 
self-contained. 

The developed system has a total code size for the beacon and mobile node soft-
ware of about 2,500 lines of NesC [23] code and currently there is a front end GUI 
with normal display in JAVA which is still in the development phase. Since we need 
that each beacon node store a different set of reference signatures depending on the 
distribution mechanism used, we are concentrating primarily on the distribution of the 
reference signature. 

Each reference signature consists of a tuple of the form {SourceID, powerLevel, 
frequency, meanRSSI}. 

We have deployed the decentralized localization and tracking system over one floor of 
ArsLogica IT Laboratory. Our current installation consists of 20 beacon motes. 

We collected a total of 250 reference signatures overall from throughout the labora-
tory. Each signature was collected for 1 minute, during which time every beacon node 
transmitted at a rate of 4 Hz, each cycling through 4 frequency and 2 transmission 
power levels (from −20 to 10 dBm in steps of 5 dBm). 

 

Fig. 3. The map of the IT laboratory with 250 Reference Signatures collected 

A beacon message consists of a four-byte payload: 2 bytes for the source node ID, 
one byte representing the transmission power level and one byte representing the fre-
quency level. We divided the collected signatures into two groups: the training data 
set (used to construct the reference signature database) and the testing data (used only 
for testing the accuracy of location tracking). Our analysis investigates the effects of a 
wide range of parameters including whether signatures are collected in a hallway or in 
a room, whether the room’s door is open or closed, the time of the day (to account for 
solar radiation and building occupancy) and the use of different mobile nodes (to ac-
count for manufacturing differences). 
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5.4   System Accuracy Evaluation 

The system operation and accuracy can be improved by broadening the frequency 
band and increasing power, as it is shown in Figure 4 (a, b) respectively. Figure 4a 
demonstrates the relationship between the error distance given in the y axis and the 
frequency band in the x axis. For predefined frequency 1, the accuracy decreases and 
the error rate increases up to 3.5m. When the frequency is gradually increased the ac-
curacy improves and the error rate decreases. In other words, the system demonstrates 
the highest accuracy (less than 1m) at the frequency rate of 16. 

 

          a)             b) 

Fig. 4. The graph showing the relationship between the system accuracy and the frequency 
(MHz) variation (a), and TX power (μW) variation (b) 

The main advantage of frequency increase is improved accuracy. However, there 
are some disadvantages, e.g., the longer period of signature collection and the larger 
size of signatures. 

The graph presented in Figure 4b depicts the accuracy achieved when the power var-
ies from 1 to 7. As this graph is derived from experiments, we can see that when the TX 
power decreases to its minimum, the error rate can reach its maximum. For example, 
when we had set power 2 and frequency 4, we got the average result from 2m to 3m, 
which can be good enough for the system in which the RF technology is applied. 

The main advantage of the TX power increase is improved accuracy. However, it 
has the same drawbacks (and larger power consumption) as we have mentioned above 
for the frequency increase. 

5.5   Selection of Reference Signature and Reference Algorithm 

The graphs presented in Figure 5 (a, b) show the error rate according to the type of al-
gorithm applied for reference signature selection. 

Our experiment was based mainly on the k-nearest algorithm. For the k-nearest al-
gorithm (Figure 5a), the small values of k are applicable for the location centroid 
computation, but the use of greater values results in significant errors. The relative 
thresholding graph (Figure 5b) is more accurate as it limits the set of locations con-
sidered in accordance with the signature distance metric. 
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        (a)            (b) 

Fig. 5. The graphs of reference signature selection with k-nearest algorithm (a) and threshold-
nearest algorithm (b) 

6   Conclusions and Future Work 

This paper describes the architecture of the self-powered module using environmental 
energy and the current status of its development. Besides, we have presented a decen-
tralized localization and tracking system with the possibility of reference signature  
database distrbution. The experimental results have demonstrated its accuracy and 
tolerance to failure. 

The robustness of the localization and tracking system can be improved by dividing its 
architecture into three modes, namely beacon, estimator and mobile motes. This solution 
is to reduce the beacon mote´s overhead and improve the system performance. 

In the very near future we intend to complete the self-powered module and test it 
together with the localization system for the potential use in scenario Paintball. How-
ever, the results achieved can be adapted for a variety of power-intensive applications 
where tracking and localization of mobile object is required. 
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Abstract. In this paper we propose an algorithm for the autonomous
deployment of mobile sensors over critical target areas where sensors
cannot be deployed manually. The application of our approach does not
require prior knowledge of the working scenario nor any manual tuning
of key parameters. Our algorithm is completely distributed and sensors
make movement decisions on the basis of locally available information.
We prove that our approach guarantees a complete coverage, provided
that a sufficient number of sensors are available. Furthermore, we demon-
strate that the algorithm execution always terminates preventing move-
ment oscillations. We compare our proposal with one of the most ac-
knowledged algorithms by means of extensive simulations, showing that
our algorithm reaches a complete and more uniform coverage under a
wide range of operating conditions.

1 Introduction

Research in the field of mobile wireless sensor networks is motivated by the need
to monitor critical scenarios such as wild fires, disaster areas, toxic regions or
battlefields, where static sensor deployment cannot be performed manually. In
these working situations, sensors may be dropped from an aircraft or sent from
a safe location.

We address the problem of coordinating sensor movements to improve the cov-
erage of an Area of Interest (AoI) with respect to the initial deployment, which
typically is neither complete nor uniform. Centralized solutions are inefficient
because they require either a prior assignment of sensors to positions or a start-
ing topology that ensures the connectivity of all sensors (for global coordination
purposes). Therefore, feasible and scalable solutions should employ a distributed
scheme according to which sensors make local decisions to meet global objec-
tives. Due to the limited power availability at each sensor, energy consumption
is a primary issue in the design of any self-deployment scheme for mobile sensors.
Since sensor movements and, to a minor extent, message exchanges, are energy
consuming activities, a deployment algorithm should minimize movements and
message exchanges during deployment.

Among the previous proposals, the virtual force approach (VFA) [1,2,3,4]
models the interactions among sensors as a combination of attractive and re-
pulsive forces. Other approaches are inspired by the physics as well: in [5] the
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c© Springer-Verlag Berlin Heidelberg 2008



Autonomous Deployment of Self-Organizing Mobile Sensors 195

sensors are modelled as particles of a compressible fluid, in [6] the theory of
gas is used to model sensor movements in the presence of obstacles. A similar
approach is used in [7] to give a unified solution to the problem of deployment
and dynamic relocation of mobile sensors in an open environment.

Other proposals are inspired by computational geometry. Among these, the
Voronoi approach (VOR) [8] provides general rules for sensor movements on the
basis of a local calculation of the Voronoi diagrams determined by the sensor
deployment. A variant of this approach [9] analyzes the problem of sensor de-
ployment in a hybrid scenario, with both mobile and fixed sensors in the same
environment. The authors of [10] propose the use of Delaunay triangulation tech-
niques to obtain a regular tessellation of the AoI. In [11] a novel approach to
sensor deployment is designed with particular emphasis on operative settings
where coverage does not imply connectivity.

Differently from our work, the cited approaches require the manual tuning
of constants and thresholds whose proper values are closely dependent on the
particular operative setting.

We propose an original algorithm for mobile sensor deployment, Push &

Pull. It does not require any prior knowledge of the operative scenario nor
any manual tuning of key parameters. It constitutes a wide extension of our
previous proposal, Snap & Spread [12] to which we added two basic activities to
guarantee the coverage completeness and uniformity and to improve the network
fault tolerance. Push & Pull is based on the interleaved execution of four
activities designed to produce a hexagonal tiling by moving sensors out of high
density regions and attracting them towards coverage holes. Decisions regarding
the behavior of each sensor are based on locally available information.

Our algorithm has the basic self-* properties of autonomic computing, i.e. self-
configuration and self-adaptation. Its design follows the grassroots approach [13]
to autonomic computing. This way self-organization emerges without the need
of external coordination or explicit control, giving rise to a fully decentralized
algorithm, according to which the sensor behavior is democratic and peer struc-
tured. We formally prove that our algorithm reaches a final stable deployment
and a complete coverage of the AoI in a finite time. We ran extensive simula-
tions to evaluate the performance of our algorithm and compare it to existing
solutions. Experimental results show that Push & Pull performs better than
one of the most acknowledged and cited algorithms [8].

2 The Push and Pull Algorithm

Let V be a set of equally equipped sensors with isotropic communication and
sensing capabilities. The transmission radius is Rtx and the sensing radius is Rs.
We propose a distributed algorithm according to which sensors aim at forming
a hexagonal tiling over the AoI, with hexagon side length equal to Rs. This
setting guarantees both coverage and connectivity when Rtx ≥

√
3Rs and is

not restrictive as most wireless devices can adjust their transmission range by
properly setting their transmission power. Finally, we assume that sensors are
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endowed with location capabilities. It should be noted that this assumption is
only necessary if the algorithm has to be applied over a specific AoI, with given
coordinates. As in [7] this assumption can be removed when dealing with an
open environment.

A sensor being positioned in the center of a hexagon is referred to as a snapped
sensor. Given a sensor x, snapped to the center of a hexagon, we define slaves
of x all the other sensors lying in its hexagon. We denote by S(x) the set of
slaves of x and by Hex(x) the hexagonal region whose center is covered by x.
All sensors that are neither snapped nor slaves are called free. We define L(x),
the set composed by the free sensors located in radio proximity to x and by its
slaves S(x).

The algorithm Push & Pull is based on the interleaved execution of four
fundamental activities: Snap, Push, Pull and Merge. The coordination of these
activities requires the definition of a communication protocol that we do not
detail due to space limitations. The interested reader may find more information
in [14].

Snap activity
At the beginning, each sensor may act as starter of a snap activity from its initial
location at an instant randomly chosen over a given time interval Tstart. Initially,
several sensors may likely create different tiling portions. A starter sensor elects
its position as the center of the first hexagon of its portion. It selects at most
six sensors among those located within its transmission radius and makes them
snap to the center of adjacent hexagons. Such snapped sensors, in their turn,
give start to analogous activities, thus expanding the boundary of their tiling
portion.

More precisely, a snapped sensor x performs a neighbor discovery, that allows
x to gather information regarding S(x) and all the free and snapped sensors
located in radio proximity. After the neighbor discovery, x determines whether
some adjacent snapping positions are still to be covered and leads the corre-
sponding snap activity. The sensor x snaps the closest sensor in L(x) to each
uncovered position. A snapped sensor leads the snapping of as many adjacent
hexagons as possible. If all the hexagons adjacent to Hex(x) have been covered,
x stops any further snapping and gives start to the push activity. Otherwise, if
some hexagons are left uncovered because no more sensors in L(x) are available,
x starts the pull activity.

Push activity
After the completion of the snap activity, a snapped sensor x, may still have some
slave sensors inside its hexagon, so S(x) �= ∅. In this case, it can proactively push
such slave sensors towards lower density areas.

Given two snapped sensors x and y located in radio proximity from each
other, x may offer one of its slaves to y and push it inside the hexagon of y if
|S(x)| ≥ |S(y)|+1. Notice that, when |S(x)| = |S(y)|+1 the flow of a sensor from
Hex(x) to Hex(y) leads to a symmetric situation in which |S(x)| + 1 = |S(y)|,
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(a) (b) (c) (d) (e)

Fig. 1. Snap and Push: an example

leading to possible endless cycles. In such cases we restrict the push activity to
only one direction: x pushes its slave to y only if id(y) < id(x), where id(·) is
any function such that id : V → N.

We formalize these observations by defining the following condition, that en-
ables the movement of a sensor from Hex(x) to Hex(y):
Moving Condition: {|S(x)| > |S(y)| + 1} ∨ {|S(x)| = |S(y)| + 1 ∧ id(x) > id(y)}.

The snapped sensor x pushes one of its redundant sensors towards the hexagon
of the snapped sensor y which has the lowest number of slaves among those in
radio connectivity with x. If more than one hexagon contains the minimum num-
ber of sensors, the closest to x is preferred. Among its slaves, x selects the sensor
to push according to the criterion of minimum traversed distance to Hex(y).

Figure 1 shows an example of the execution of the first two activities. Figure
1(a) depicts the initial configuration, with nine randomly placed sensors and
highlights the starter sensor sinit creating the first hexagon of the tiling. In
Figure 1(b) the starter sensor sinit selects six sensors to snap in the adjacent
hexagons, according to the minimum distance criterion. Figure 1(c) shows the
configuration after the snap activity of sinit. In Figure 1(d), a deployed sensor
starts a new snap activity while sinit starts the push activity sending a slave
sensor to a lower density hexagon. In Figure 1(e) the deployed sensor snaps the
sensor just received from the starter, reaching the final configuration.

As a consequence of the push activity, slave sensors generally consume more
energy than snapped sensors, because they are involved in a larger number of
message exchanges and movements. Thus we let slave and snapped sensors oc-
casionally exchange their role in order to balance the energy consumption. Any
time a slave s has to make a movement across a hexagon occupied by the snapped
sensor z, the two sensors perform a role exchange if the residual energy of s is
lower than the one of z.

Pull activity
The sole snap and push activities are not sufficient to ensure the maximum
expansion of the tiling, and may likely leave coverage holes. Even when the
number of available sensors is sufficient to completely cover the AoI, a snapped
sensor x could not have any sensor in L(x)) to cover the adjacent vacant snapping
positions. This may happen due to the Moving Condition introduced to avoid
moving cycles. For this reason, we introduce the pull activity: snapped sensors
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detecting a coverage hole adjacent to their hexagons, and not having available
sensors to snap, send hole trigger messages in order to attract slave sensors and
make them fill the hole.

If a snapped sensor x, with L(x) = ∅, detects a hole, and the Moving Condi-
tion is not verified for any of its snapped neighbors, then the following trigger
mechanism is activated. The sensor x temporarily alters the value of its id func-
tion to 0 and notifies its neighbors of this change. Then x waits until either a
new slave comes into its hexagon or a timeout occurs. If a new slave enters in
Hex(x), x sets back its id value and snaps the new sensor, filling the hole. If
otherwise the timeout expires and the hole is still present, the trigger mechanism
is extended to the adjacent hexagons of x, whose snapped sensors set their id
value to 1 and notify their neighbors.

Each snapped sensor involved in the trigger extension mechanism sets its id
to a value that is proportional to the distance from x. All the timeouts related
to each new extension are set in proportion to the maximum distance reached
by the trigger mechanism. This mechanism is iterated by x over snapped sensors
at larger and larger distance in the tiling until the hole is covered. At this point,
as a consequence of timeouts, each involved node sets back its id to the original
value.

Observe that, more snapped sensors adjacent to the same hole may indepen-
dently activate the trigger mechanism. In this case, the only message with lowest
id is honored. The detection of several holes may cause the same node to receive
more a number of trigger messages that are stored in a pre-emptive priority
queue, giving precedence to the messages related to the closest hole.

Tiling merge activity
The fact that many sensors act as starters implies the possible creation of several
tiling portions with different orientations. The tiling merge activity starts when
two tiling portions come in radio proximity. We propose a merge mechanism
according to which as soon as a sensor x receives a neighbor discovery message
from another tiling portion, it chooses to belong to the oldest one. The sensor
x discriminates this situation by evaluating the time-stamp of the starter action
that is propagated at each snap action.

Figure 2 shows an example of the execution of the tiling merge activity. Figure
2(a) shows two tiling portions meeting each other. The portion on the left has the

(a) (b) (c) (d)

Fig. 2. Tiling merge activity: an example
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oldest time-stamp, hence it absorbs the other one. Two nodes of the right portion
detect the presence of an older tiling and abandon their original tiling to honor
snap commands coming from a sensor of the left portion (Figure 2(b)). These
just snapped nodes, now belonging to the older portion, detect the presence of
three nodes belonging to the right one (Figure 2(c)) and snap them as soon as
they leave their portion (Figure 2(d)).

3 Algorithm Properties

In this section we discuss some key properties of the Push & Pull algorithm:
coverage, connectivity and termination.

3.1 Coverage and Connectivity

We denote by Ntight the tight number of sensors, that is the maximum number
of hexagons necessary to cover the AoI for each possible initial position of the
sensor set and each possible tiling orientation. Notice that an upper bound on
this number can be calculated by increasing the AoI with a border whose width
is the maximal diameter of the tiling hexagon and dividing this increased area
AoI’ by the area of the hexagon. Formally, Ntight ≤ �Area(AoI’)

Area(Hex) 	. This upper
bound is valid regardless of the number of tiling portions generated by different
starter sensors.

Theorem 1. Algorithm Push & Pull guarantees a complete coverage, pro-
vided that at least the tight number of sensors are available.

Proof. Let us assume that a coverage hole exists and let x be the sensor which
detects it. The hypothesis on the number of sensors implies that it certainly
exists a hexagon with at least one redundant slave. Let us call Cx the connected
component containing the sensor x. Two different cases may occur depending
on the position of redundant slaves with respect to Cx:

– A redundant slave exists in Cx.
The snapped sensor x starts the trigger mechanism that eventually reaches
a hexagon with a redundant slave. Such a slave is then moved towards x and
finally fills the hole.

– All redundant slaves belong to connected components separated from Cx.
The area surrounding each connected component is in fact a coverage hole
that will eventually be detected by a snapped node located at the boundary.
According to the previous item, all the separated connected components
containing redundant slaves will expand themselves to fill as many coverage
holes as possible. Since by the hypothesis the number of sensors is at least
Ntight, it certainly exists a component containing redundant slaves that will
eventually merge with Cx, leading to the situation described in the first item,
thus proving the theorem.
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We assume that sensors operate with Rtx ≥
√

3Rs. Simple geometrical consid-
erations allow us to conclude that under this assumption, a hexagonal tiling
with side Rs, i.e. where the distance between any two grid neighbors is

√
3Rs,

guarantees minimal node density (as argued in [15]) and connectivity.

3.2 Termination of Push and Pull

Let L = {�1, �2, . . . , �|L|} be the set of snapped sensors.

Definition 1. A network state is a vector s =< s1, s2, . . . , s|L| >, where si =
|S(i)| + 1, is the number of sensors deployed inside the hexagon Hex(i), ∀i =
1, . . . , |L|.
Definition 2. A state s is stable if the Moving Condition is false for each couple
of snapped sensors located in radio proximity to each other.

Theorem 2. Algorithm Push & Pull terminates in a finite time.

Proof. Due to Theorem 1, the expansion of the tiling generated by Push &

Pull eventually ends either because all sensors have been snapped or the AoI
has been completely covered by snapped sensors. In the first case, no algorithm
actions are necessary, then the algorithm terminates producing a stable state of
the network. Thus, in order to prove the theorem, it suffices to prove that, once
the AoI is fully covered by snapped sensors, the algorithm produces a stable
network state in a finite time. After the complete coverage of the AoI, the set L
of snapped sensors remains fixed. The value of the order function related to each
snapped sensor, id(�i) can be modified by the pull activity only a finite number
of times and remains steady onward.
Let us define f : N

|L| → N
2 as follows: f(s) =

(∑|L|
i=1 s2

i ,
∑|L|

i=1 id(�i)si

)
.

We say that f(s) � f(s′) if f(s) and f(s′) are in lexicographic order. Observe that
function f is lower bounded by the pair (|L|,

∑|L|
i=1 id(�i)), in fact 1 ≤ si ≤ |V |.

Therefore, if we prove that the value of f decreases at every state change from
s to s′, we also prove that no infinite sequence of state changes is possible.

Let us consider a generic state change which involves the snapped sensors x
and y, with x sending a slave sensor to Hex(y). We have that si = s′i ∀i �= x, y,
and s′x = sx − 1 and s′y = sy + 1. As the transfer of the slave has been done
according to the Moving Condition, two cases are possible: either sx > sy +1, or
(sx = sy +1)∧(id(x) > id(y)). In the first case, sx > sy +1 trivially implies that∑|L|

i=1 s2
i >

∑|L|
i=1 s′2i . In the second case, from sx = sy +1 and id(x) > id(y), easy

calculations imply that
∑|L|

i=1 s2
i =

∑|L|
i=1 s′2i and

∑|L|
i=1 id(�i)si >

∑|L|
i=1 id(�i)s′i.

Therefore in both cases f(s) � f(s′). The function f is lower bounded and always
decreasing of discrete quantities (integer values) at any state change. Thus, after
a finite time the network will be in a stable state, thus the theorem is proved.

4 Simulation Results

In order to evaluate the performance of Push & Pull and to compare it with
previous solutions, we developed a simulator on the basis of the wireless module
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of the OPNET modeler software [16]. We compared our proposal to one of the
most acknowledged and cited algorithms [8], which is based on the use of Voronoi
diagrams. According to this approach, each sensor adjusts its position on the ba-
sis of a local calculation of the Voronoi cell determined by the current sensor
deployment. This information is used to detect coverage holes and consequently
calculate new target locations according to three possible variants. Among these
variants we chose MiniMax, that is the one that gives better guarantees in terms
of coverage extension. We also adopted all the mechanisms provided in [8] to pre-
serve connectivity, to guarantee the algorithm termination, to avoid oscillations
and to deal with position clustering. In the rest of this section this algorithm
will be named VOR.

The experimental activity required the definition of some setup parameters:
Rtx = 11 m and Rs = 5 m. This setting does not significantly affect the quali-
tative evaluation of Push & Pull but is motivated by the need to satisfy the
requirement Rtx ≥ 2Rs given in [8]. The sensor speed is 1 m/sec. The energy
spent by sensors for communications and movements is expressed in energy units
(i.e. the cost of receiving one message): a single transmission costs the same as
7 receptions [17], a 1 meter movement costs the same as 300 transmissions [8]
and a starting/braking action costs the same as 1 meter movement [8].

The length of the time interval Tstart is set to Rtx/v, where v is the sensor
movement speed. The setting of this parameter ensures that different grid por-
tions are not created too close to each other. Nevertheless, it does not affect the
algorithm performance significantly.

Before showing the performance of our algorithm with respect to VOR, we
show some examples of final deployments provided by the two approaches.

Figures 3 and 4 show the sensor deployment over a 80 m × 80 m squared
AoI. The two initial deployments reflect the realistic scenarios in which sensors
are dropped from an aircraft (Figure 3(a)) and sent from a safe location at the
boundaries of the AoI (Figure 4(a)). For both figures, subfigure (a) represents
the initial deployment, while subfigures (b) and (c) show the final deployment
obtained by Push & Pull and VOR respectively.

We now show the performance of our algorithm with respect to VOR, starting
from the initial deployments described above. We studied the algorithm behavior
by varying the number of available sensors. In order to give a reliable performance

(a) (b) (c)

Fig. 3. Comparison between Push & Pull and VOR - Trail initial deployment
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(a) (b) (c)

Fig. 4. Comparison between Push & Pull and VOR - Safe-location initial deployment
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comparison, we show the average results of 30 simulation runs conducted by
varying the seed for the generation of the initial random deployment of the
sensors.

Figures 5 through 9 show the performance results for the first set of experi-
ments regarding the trail initial deployment.

Figure 5 shows the coverage and termination time for both the Push & Pull

and the VOR algorithms. Notice that, when the number of sensors is close to
the tight value, defined in Section 3.1, VOR requires a very long time to achieve
a complete coverage, while Push & Pull terminates much earlier. When the
number of sensors increases, both algorithms terminate faster, but VOR always
requires more time than Push & Pull to achieve its final coverage. Note also
that while for the VOR algorithm the termination and coverage completion times
coincide, because it moves sensors with the only objective to increase coverage,
for Push & Pull some more movements still occur even after the coverage
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completion. These movements are performed to keep on uniforming the sensor
density.

In order to evaluate the coverage uniformity, we compute the coverage density
as the number of sensors covering the points of a squared mesh with side 1 m.
Figure 6 shows the standard deviation of the coverage density. The standard
deviation of the coverage density obtained by Push & Pull is much smaller
pointing out a more uniform sensor placement. This result is particularly impor-
tant as a uniform sensor redundancy is necessary to guarantee fault tolerance
and to prolong the network lifetime with selective sensor activation schemes.

Figure 7 shows the average and standard deviation of the distance traversed
by the sensors. Push & Pull let sensors move more than VOR because it aims
at making the coverage as uniform as possible. Notice that both the average and
the standard deviation of the traversed distance of VOR are decreasing with the
number of sensors since more and more sensors maintain their initial positions.
It should be noted that the result of this comparison must not be interpreted as a
negative aspect of our protocol. Indeed, Push & Pull keeps on moving sensors
until a quite uniform coverage is reached while the movements determined by
VOR terminate as soon as the AoI is completely covered. Hence the average
and standard deviation of the traversed distance are more stable under Push &

Pull than under VOR when the number of sensors varies.
Figure 8 highlights that VOR spends much more energy than Push & Pull

in starting/braking actions. The average value of such energy cost decreases with
a growing number of available sensors as the majority of them do not move at
all under VOR.

In Figure 9 we give a global evaluation of the above contributions, and show
the average and standard deviation of the total consumed energy (i.e. the sum
of the contributions due to movements, starting/braking and communications).
This figure shows that when the number of sensors is small (lower than about
250 for this experimental setting), although VOR consumes less energy in move-
ments, the impact of starting/braking actions is not negligible and compensate
the higher cost of movements paid by Push & Pull. When the number of sen-
sors grows, VOR consumes less energy with respect to Push & Pull as a large
part of the sensors are left unmoved.

In all the simulated situations, the execution of VOR implies that a number
of sensors are moved away from overcrowded regions toward uncovered areas.
As soon as all the coverage holes are eliminated, VOR stops, leaving some zones
with very low density coverage. Such zones represent possible points of future
failures and coverage holes. Push & Pull mitigates this problem by sending
much more sensors than VOR to the farthest and less dense regions of the AoI.

In the second set of experiments the initial deployment consists in a high
density region at the boundaries of the AoI as depicted in Figure 4(a). It is
worth noting that this initial deployment constitutes a critical scenario for VOR
as this algorithm works at its best for more uniform initial sensor distributions.
Indeed, Figure 10 shows that VOR requires much more time than in the previous
set of experiments to achieve its final deployment. This figure also shows that
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VOR is much slower than Push & Pull in completing the coverage of the AoI.
For what concerns the density of the distribution, Figure 11 shows that even in
this operative setting, VOR terminates as soon as the AoI is completely covered,
without uniforming the density of the sensor deployment. This implies that VOR
spends less energy in movements (see Figure 12) than Push & Pull but at the
expense of the quality of the final coverage in terms of uniformity. Furthermore,
VOR shows a much higher number of starting/braking actions (see Figure 13)
than Push & Pull, with a much higher value of the total consumed energy (see
Figure 14).

5 Conclusions and Future Work

We proposed an original algorithm for mobile sensor self-deployment named
Push & Pull. According to our proposal, sensors autonomously coordinate
their movements in order to achieve a complete coverage with moderate energy
consumption. The execution of Push & Pull does not require any prior knowl-
edge of the operating conditions nor any manual tuning of key parameters as
sensors adjust their positions on the basis of locally available information. The
proposed algorithm guarantees the achievement of a complete and stable final
coverage, provided that there is a sufficient number of sensors. Some improve-
ments are being considered as a future extension of this work. In particular, it
seems reasonable that the algorithm can be generalized in order to guarantee
a k-coverage. Mechanisms for obstacle detection and avoidance are also being
investigated.
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Abstract. Efficient energy consumption is critical for deployment and opera-
tion of wireless sensor networks (WSNs). There have been several suggestions 
using a hierarchical approach that organizes sensor nodes into clusters and uses 
one node as a cluster head to forward message received from its cluster member 
nodes to the base station of WSN. Efficient head selection is a major issue for 
the cluster-based hierarchical routing protocols. We propose a self-organized 
algorithms for cluster head selection and cluster-based routing. To decide  
cluster heads and organize cluster members, each sensor node uses only local 
information and simple rules which are inspired by nature. By these self-
organized interactions among sensor nodes, the suggested method can form 
clusters for a WSN and decide routing paths efficiently. We compare our  algo-
rithms with two known routing protocols which are based on random head se-
lections and transmitter-based code assignment schemes. In our computational 
experiments, we show that the energy consumption and the lifetime of our algo-
rithm are better than those of the compared protocols.  

Keywords: Wireless Sensor Network, Self-Organization, Cluster Head, Hierar-
chical Routing.  

1   Introduction 

The sensors should operate own tasks; sensing or monitoring the environment and 
transmitting or receiving the data. To achieve reliable and accurate operation of sen-
sors, hundreds or thousands of wireless connected micro-sensor nodes are used in the 
form of a wireless sensor network (WSN) [1]. Since a sensor node is tiny, a  
low-power sensing device and used for a long period (without any replacements), 
energy-efficiency is an important issue for a WSN.  

Recently, the studies of self-organized, self-adaptive and self-configuring are ad-
vanced in many fields. These autonomic systems (AS) could deliver a considerable 
decrease of operational expenditure in many application fields [2]: manufacture or pro-
duction, management and telecommunication. One of them is an operation of a WSN 
that consists of a plenty of sensor nodes without a centralized control mechanism.  

                                                           
∗ "This work was supported by the Korea Research Foundation Grant funded by the Korean 

Government (MOEHRD) (KRF-2005-041-D00885)". 
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Communication channel for a WSN can be established via multi-hop mesh net-
work. In this case routing is the problem to decide a transmission route from a sensor 
node to the base station that is a final processing node for the WSN. We call this 
routing flat routing. On the other hand, a WSN can be decomposed into several clus-
ters. Each cluster has a special sensor node called a cluster head and several ordinary 
sensor nodes called cluster members. For this case, data packets that are transmitted 
from cluster members should be sent to the base station only via the cluster head of 
the same cluster. We call this routing a hierarchical routing [3].  

Selecting the cluster head randomly is one of the approaches for self-organization 
in the cluster-based WSNs. In this approach, the main focus is decentralized cluster-
ing that uses the randomness to avoid external control or intervention. Randomness is 
a good instance for AS and very simple design to implement in a WSN. Another work 
is called nature-inspired computing approach that is motivated by biology and the 
natural world: for example social animals such as ants and birds.  

In this paper, we propose a decentralized algorithm that is motivated by nature for 
organizing a WSN into clusters. We want to compare our approach with a random-
ness based approach. In our approach each sensor node broadcasts messages to the 
neighborhood and uses information from the received messages to decide a cluster 
head for each cluster of a WSN. The main information is the signal strength that is 
broadcasted from the neighbor sensor nodes of each sensor node. All sensor nodes 
collect and compare the signals and obtain information that comes from neighbor 
sensor nodes. Furthermore, since all the sensor nodes are able to control the power of 
signal, each sensor node can obtain necessary neighbor information by changing the 
transmission power if needed.  

The rest of the paper is organized as follows. In section 2, we investigate hierarchi-
cal routing and cluster head selection mechanism and nature inspired approaches for 
cluster-based routing in WSNs. In section 3, we present our nature inspired model and 
related algorithms. In section 4, we try to set several parameters for efficient imple-
mentation. In section 5 we perform some computational experiments to compare our 
approach with two known randomness based cluster head selection mechanism. In 
section 6 we present some further research topics and conclude the paper. 

2   Related Work 

Several cluster-based protocols using the randomness have been studied. The most 
well known protocol of this type is LEACH protocol [4]. In the LEACH protocol, it is 
basic idea to select sensor nodes randomly as cluster head nodes. In this protocol, the 
operation of LEACH is repeated at each round and the round is divided into two 
phases, the set-up phase and the steady phase. In set-up phase, the cluster heads are 
determined randomly and the network is partitioned into several clusters. In this 
phase, each node compares random number with threshold T(n) to elect itself to a 
cluster head and this process is performed independently for each cluster. In steady 
phase, the sensor nodes being sensing and transmitting data and cluster heads aggre-
gate the data before sending the data to the base station. 

XLEACH [5] has been proposed as an extended version of the LEACH protocol. 
The main idea of XLEACH is that it considers the sensor node’s remaining energy 
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level in cluster head selection process. Due to such effort, XLEACH claims to im-
prove the life time of WSN.  

The above two protocols are based on the randomness. To make up for the draw-
backs of randomness, they added other factors such as cluster head rate, history of the 
cluster head and energy consumption rates. Though these efforts give each sensor 
node to a fair possibility becoming a cluster head they however, still cannot try to find 
good selection of heads.  

The most widely known algorithm of nature-inspired computing is ant colony op-
timization (ACO). The ACO exploits the process behind the ant colony’s foraging 
behavior to obtain many optimization problems. In [6], T-ANT protocol is designed 
as a hierarchy and scalable data gathering protocol in WSNs. The algorithm uses a 
swarm of ants to control the cluster head selection and is able to guarantee the uni-
form distribution of cluster heads. 

3   Model and Algorithms 

3.1   Assumptions 

In this study we assume that the locations of the sensor nodes and the base station are 
fixed. Each data packet of a sensor node is generated per time unit called period. 
Every data packet has the same size, k  bits and each sensor node has finite energy 

iE which can not be recharged. 
We need not decide on cluster heads for each sensing period, since this frequent 

change makes the operation of the WSN instable. Hence in our model we use the 
concept of “rounds” which is a set of consecutive periods for the same clustering 
configuration. 

In a clustering model all sensor nodes are partitioned into several clusters. Each 
cluster consists of one cluster head and several cluster members. Hence exactly one 
cluster head should be selected for each cluster and each cluster member must be 
assigned to exactly one cluster head. A cluster member can communicate with the 
base station only through a cluster head. The life of a sensor network may have sev-
eral thousand sensing periods.  

A sensor node consumes energy to transmit and receive data packets. In wireless 
data transmission, energy consumption is correlated with the data packet size and the 
distance between two sensor nodes. We use the following first order radio model as 
presented in [2] as our energy consumption model. 

- When transmitting the data packet, a sensor node consumes bitnJelec /50=ε  at the 

transmitter circuitry and 2//100 mbitpJamp =ε at the amplifier. 

- When receiving the data packet, a sensor node consumes bitnJelec /50=ε  at the 

receiver circuitry. 
- When a k-bit data packet is transmitted from sensor node i to and sensor node j, and 

ijd is the distance between two sensor nodes i and j, energy consumption of sensor 

node i is given by,  
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k2
ijdampkelecijT ××+×= εε  . (1) 

- While sensor node i receives k-bit data packet, energy consumption of sensor node i 
is given by,  

keleciR ×= ε  . (2) 

The transmission of message has a symmetric propagation channel. That is, the 
same energy is required to transmit the data from sensor node i to sensor node j and 
the data from sensor node j to sensor node i 

3.2   SOHS Protocol 

In this section we propose a protocol called Self-Organized Head Selection (SOHS) 
protocol. SOHS organizes clusters itself without any help from the base station. 
SOHS is operated by local information and several simple rules which are inspired by 
nature. Our main idea is inspired with a semi-aquatic spider Dolomedes triton. The D. 
triton performs consisting of leg-waving, drumming, and jerks that cause bursts of 
concentric water surface waves which provide information for the female [7]. The 
semi-aquatic spider determines the direction from a difference of the slope of his legs. 
These differences are caused by other semi-aquatic spiders or the wavelength of the 
ripple. Similarly, our model uses the radio frequency signal to determine the distance 
and identity of the neighboring sensor nodes. 

The lifetime of SOHS has many rounds. Each round consists of a set-up phase, 
when cluster head sensor node is decided for this round, and a steady phase, when 
data transmission is performed. In the first round, instead of an ordinary set-up phase 
there is a special set-up phase, so called set-up phase for initial cluster head selection, 
which needs extra initialization works. The initial cluster head selection phase is op-
erated once when sensor nodes are dissipated in the sensor field. 

Every sensor node is at a state of four possible states; undecided state, head candi-
date state, cluster head state and member state. If a sensor node is at undecided state, 
then the sensor node does neither act as a cluster head nor a cluster member. When a 
sensor node receives more signals than a certain threshold, the sensor node reaches 
head candidate state. The sensor node only at head candidate state can participate in a 
head selection process. If a sensor node is selected as a cluster head, then the sensor 
node reaches cluster head state. If a sensor node is at member state, it means the sen-
sor belongs to one cluster and becomes a cluster member. 

3.2.1   Set-Up Phase for Initial Cluster Head Selection 
Set-up phase for initial cluster head selection consists of three steps which are broad-
casting step, head selection step and clustering step. 

Broadcasting Step 
After sensor nodes are dissipated in the sensor field, no sensor node has the necessary 
information to start communication. To assign the first cluster head for each cluster, 
all sensor nodes start to broadcast first-signal to the every sensor node within p me-
ters. First-signal has information about transmission sensor. Each sensor node counts 
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the number of received first-signals from other sensor nodes. If a sensor node has 
received first-signals more than a threshold t, then the sensor node becomes a head 
candidate. 

Head Selection Step 
A head candidate broadcasts candidate-signal to the every sensor node within p me-
ter. The broadcasting range of the candidate-signal is as the same as that of broadcast-
ing step. Candidate-signal has information about the number of received signals. The 
head candidates that received candidate-signals from other head candidates compare 
the number of received candidate-signals. If a head candidate has more number of 
received candidate-signals, then this candidate node is a better head candidate. For 
example, let’s assume that a head candidate A broadcasts candidate-signal to a head 
candidate B. If the head candidate A has fewer number of received candidate-signals 
than that of the head candidate B, then the head candidate B send a candidate-cancel 
signal to the head candidate A. The head candidate A changes its state from a head 
candidate state to an undecided state. If a head candidate does not receive candidate-
signals which have more number of received candidate-signals within a given time 
interval, then this head candidate is the best one. It becomes a cluster-head. 

Clustering Step 
To assign undecided sensor nodes to a cluster head, the cluster head broadcast head-
signals within whole sensor field. Then all undecided sensor nodes received this head-
signals find the nearest cluster head and join that cluster. In this step, a cluster head 
calculates its head coverage that is the distance between the cluster head and the far-
thest cluster member. All sensor nodes start from the undecided state, and end the 
initial cluster head selection phase as two absorbing states, cluster head state and 
member state. Hence at the end of this phase SOHS decides initial cluster heads and 
cluster members. All sensor nodes are now ready for the following steady phase for 
data transmission. 

3.2.2   Steady Phase for Data Transmission 
After initial cluster head selection phase completes, cluster members sense surround-
ing and transmit a data packet to its cluster head for each period. Each cluster head 
aggregates data packets and transmit to the base station. This procedure repeats during 
one round. 

3.2.3   Set-Up Phase for Cluster Head Change 
A WSN needs perform cluster head change phase after steady phase for data trans-
mission. Set-up phase starts from the end of a steady phase. Set-up phase for cluster 
head change consists of three steps which are broadcasting step, head selection step 
and clustering step as the same as the set-up phase of the initial cluster head selection. 

Broadcasting Step 
Each cluster heads broadcast head-change-signal within x% of head coverage to 
choose next cluster head at the near the current cluster head, then the cluster head 
node changes its state from a cluster head state to an undecided state. Each cluster 
member that receives a head-change-signal from its cluster head changes its state 
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from a member state to a head candidate state. A cluster member that does not receive 
head-change signal from its cluster head within a given time interval changes its state 
from a member state to an undecided state.  

Head-selection Step 
Head candidates broadcast candidate-signals within y% of the head coverage of its 
cluster head. Each head candidate counts the number of received candidate-signals 
from other head candidates. Each head candidates broadcast the number of received 
candidate-signals within the whole head coverage of its cluster head. The maximum 
value of the number of received candidate-signals is stored at each head candidates of 
the same cluster. All head candidates calculate fitness values. (We explain how to 
calculate and use the fitness value in the next section.)  

Each head candidates broadcast its fitness value to the every sensor node within the 
head coverage of its cluster head. The broadcasting range of the candidate-signal is as 
the same as that of broadcasting step. The head candidates which received fitness 
values from other head candidates compare them. For example, we assume that a head 
candidate A broadcasts its fitness value to a head candidate B. If the head candidate A 
has less fitness value than that of the head candidate B, then the head candidate B 
sends candidate-cancel signal to the head candidate A. The head candidate A changes 
its state from a head candidate state to a undecided state. The head candidate A that 
has more fitness value than the head candidate B, then the head candidate B changes 
its state from a candidate state to a undecided state. Having a better fitness value 
means that the head candidate is a better head candidate. A head candidate that does 
not receive better signals from other candidates during a given time interval, the head 
candidate is the best head candidate. The head candidate becomes a cluster-head.  

Clustering Step 
To assign undecided sensor nodes to a cluster head, the cluster heads broadcast head-
signal within whole sensor field. Then all undecided sensor nodes received this head-
signal find nearest cluster head and join that. The whole procedure of this clustering 
step is the same as the procedure of the clustering step of the set-up phase for initial 
cluster head selection. 

3.3   Fitness Values 

In SOHS, the most important consideration is calculation of fitness values and its use 
for cluster head selection. According to fitness values, performance of SOHS can be 
improved a lot. First, we use the number of received signals and the maximum num-
ber of received signals among the same cluster at same round. These are very impor-
tant values since the number of received signals reflects the number of sensor nodes 
that locate in the neighborhood. A sensor node has more received signals than others, 
that is better head candidate. Therefore we use the ratio of the number of received 
signals and the maximum number of received signals of a cluster. We consider this 
value as a first component of our fitness function. 

10
signalreceivedofnumberimummax

signalreceivedofnumberthe
1value ×=  . (3) 
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Second, we consider the remaining energy of each sensor node. Since cluster head 
consumes much more energy than that of cluster members, balanced energy consump-
tion by choosing cluster heads in fairness is important.  

10
energyremaininginitial

energyremainingcurrent
2value ×=  . 

(4) 

Using these two fitness factors we finally have the following fitness value: 

2value1value )1(valuefitness αα +−=  . (5) 

4   Parameter Settings 

In SOHS we have several parameters to be set for good operation of SOHS as the 
followings. We have simulated SOHS using C programming language. The sensor 
field is assumed 50m * 50 m of plain area and initial energy is set to 0.5J for any 
experiment. For the number of sensor nodes in the field varies from 100 to 500. 

To obtain a reasonable p value, we experiment broadcasting range of sensors from 
7 meter to 20 meter. To obtain a threshold t, the ratio of threshold to the number of 
sensors varies from 8% to 12%. To obtain a reasonable x, broadcasting range varies 
from 10% to 100% of the head coverage. To obtain a reasonable y, broadcasting range 
varies from 10% to 100% of the head coverage. To obtain a reasonable α, we experi-
ment α from 0.05 meter to 0.95. We set these parameters by using preliminary com-
putational experiments and obtain the following parameter setting.  

Table 1. Parameter Setting 

Notation Definition Parameter Setting 
p Broadcasting range of undecided sensor nodes 10 meter 
T Threshold of Number of Received Signals  10% of the number of 

total sensor nodes 
x%  Broadcasting range of head-change-signal in 

broadcasting step 
50% of head coverage 

y% Broadcasting range of candidate-signal in head 
selection phase 

50% of head coverage 

α Parameter of fitness value 0.15 

5   Computational Experiments 

In this section we want to show that the performance of SOHS is valid and efficient 
enough for reasonable size WSNs by using computer simulations. To achieve this 
goal, we have performed several computational experiments that compare our model 
with other models.  
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The reference network of our simulations is composed of 100 nodes distributed 
randomly and the sensor field is 50m * 50 m of plain area which is represented by a 
coordinate (x, y), where x and y are real numbers from 0 to 50. In this artificial sensor 
field we locate a given number of sensor nodes randomly as if we scatter micro sensor 
nodes in a real sensor field. 

Initial energy of sensor nodes is 0.5J. We have run the same set of experiments 
with 5 different sensor node distributions to gain the average performance of SOHS 
protocols. The base station is located at coordinate (25,150) except experiment 5.4. 
Every sensor nodes transmit a 1,000-bits message per each period and the signal size 
is 50-bits. In the experiments, we have measured the number of period called the 
lifetime of a WSN that is the number of periods when the first sensor node is drained 
of its energy. 

5.1   Initial Energy and Periods Per Round  

The comparison models are LEACH and XLEACH those are typical randomness-
based protocols. They include different improving factors. LEACH performs generic 
random head selection with a threshold for decision. XLEACH has an additional 
factor in a threshold that is current energy rate of each sensor node. LEACH and 
XLEACH have a fixed rate P, percentage of cluster head. We have assumed that the 
parameter P is fixed to 0.05 for LEACH and XLEACH as in many previous re-
searches. For operation of SOHS a threshold of the number of received signal is set to 
(the number of sensor nodes) * 0.1.  

To compare our model with LEACH and XLEACH we have simulated our model 
using C programming language and MATLAB. We have used different number of 
periods per a round. 

Fig.1 shows the lifetime of WSNs when the number of periods per round varies 
from 5 to 25. The number of sensor nodes in this field is 100. SOHS has always better 
lifetime than those of LEACH and XLEACH. The gaps between SOHS and LEACH 
and the gaps between SOHS and XLEACH are larger than 25%. 
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Fig. 1. Lifetimes of SOHS, LEACH, and XLEACH when initial energy is set to 0.5J 
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5.2   Remaining Energy When the Lifetime Expires  

As second sets of experiments, we try to see the remaining energy ratio of WSNs 
when the lifetime expires for SOHS, LEACH and XLEACH. Fig.2 shows the remain-
ing energy of WSNs when the number of periods per round varies from 5 to 25. The 
number of sensor nodes in this field is 100. 
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Fig. 2. Remaining energy ratios of SOHS, LEACH, and XLEACH 

In Fig.2, the remaining energy of SOHS is less than LEACH and XLEACH, 
except when the number of round is 10. When the number of round is 10, remain-
ing energy of SOHS is more than others. In that case two instances of the experi-
ment have remaining energy over 30% but average remaining energy of other 
three instances is 0.03%. This experiment shows that SOHS consumes energies 
economically until the lifetime of a WSN expires not for every sensor node but 
for the first drained sensor node specially, which determine the lifetime of the 
WSN. 

5.3   Different Number of Sensor Nodes in the Same Sensor Field 

As a third set of experiments, we compare the lifetimes of WSNs when the num-
ber of sensor nodes varies from 100 to 500 for SOHS, LEACH at the sensor field 
of 50m * 50 m area. In Fig.3, we can know that the lifetime of a WSN is good 
when the sensor nodes are not too many or not too few. We can also see the life-
time of SOHS is still better than those of LEACH and XLEACH for these differ-
ent numbers of sensor nodes. The gaps between SOHS and LEACH or XLEACH 
are larger than 26% for various number of sensor nodes in 50m*50m sensor 
field. 
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Fig. 3. Lifetimes of SOHS, LEACH, and XLEACH for different size of WSNs 

5.4   Scalability of SOHS  

So far we performed experiments at the sensor field of 50m * 50m. WSNs of real 
world can be bigger than this size. Hence we perform experiments that have varies 
sensor fields from 50m * 50m to 250m * 250m to show how scalable SOHS protocol 
is. For these larger sensor field, we assume that a similar distribution of sensor nodes 
in the sensor fields. We start with a sensor field of 50m*50m with 100 sensor nodes. 
Average density is 1 sensor node per 25m2 area. We expand it 100m * 100m with 400 
sensor nodes. In this case t, threshold of number of received signals are increase from 
10 for 5m*5m sensor field to 40 for 10m*10m sensor field. For 50m*50m sensor field 
we use 10m as p, an initial broadcasting range. For larger sensor fields, we try to find 
most effective p by preliminary experiments for candidate broadcasting ranges. The 
following table is summary of our experimental data. 

Table 2. Experimental data for scalability of SOHS 

Sensor Fields 50m*50m 100m*100m 150m*150m 200m*200m 250m*250m 
# of sensors 100 400 900 1,600 2,500 

t, threshold of num-
ber of received 

signals 
10 40 90 160 250 

Candidate broad-
casting ranges 

7m ~ 20m 15m ~ 25m 25m~35m 35m~45m 45m~55m 

p, broadcasting 
ranges 

10m 21m 27m 37m 46m 

In Fig.4. we compare SOHS, LEACH and XLEACH when the size of sensor field 
varies. In this result, the advantage of SOHS is still proved. The gaps between SOHS 
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Fig. 4. Performance comparison with different size of sensor fields 

and LEACH and the gaps between SOHS and XLEACH are larger than 8%. We can 
say that the advantage of SOHS is robust when the size of sensor field varies. 

6   Conclusions 

In this paper we proposed a new nature-inspired algorithm for efficient energy con-
sumption of WSNs. We use a hierarchical approach that organizes sensor nodes into 
clusters and select one node as a cluster head. We have proposed SOHS algorithm and 
compared this with LEACH and XLEACH. In experimental result, SOHS is better 
than LEACH and XLEACH. SOHS has a simple but efficient head selection phase. 

The base station of the WSN has a strong computational power and has no battery 
problem since it is connected via wire lines to the rest of the world. Hence if we 
can exploit the base station of the WSN for centralized information processing that is 
minimally used for efficient operation of the WSN. By these self-organized interac-
tions among wireless sensor nodes and the wired base station, we can extend the life-
time of WSN and use it more efficiently. Hence a self adoptable sensor nodes and its 
coordination with the wired base station will be a promising research topic. We can 
also have interests to exploit a coordinated scheme for a more robust protocol when 
the operations of WSN's are uncertain. 
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Abstract. Base stations experiencing hardware or software failures have
negative impact on network performance and customer satisfaction. The
timely detection of such so-called outage or sleeping cells can be a dif-
ficult and costly task, depending on the type of the error. As a first
step towards self-healing capabilities of mobile communication networks,
operators have formulated a need for an automated cell outage detec-
tion. This paper presents and evaluates a novel cell outage detection
algorithm, which is based on the neighbor cell list reporting of mobile
terminals. Using statistical classification techniques as well as a manu-
ally designed heuristic, the algorithm is able to detect most of the outage
situations in our simulations.

1 Introduction

1.1 Self-Organizing Networks

The configuration, operation and maintenance of mobile communication net-
works becomes increasingly complex, due to a number of different reasons. First,
the continuous demand for bandwidth and coverage, driven by more and more
widespread mobile Internet usage and new applications, urges operators to up-
grade their backhaul networks and invest in new backhaul and air interface
technologies. These need to be integrated into an existing infrastructure, which
increases heterogeneity and in-turn complicates the management of these net-
works. Second, more sophisticated algorithms are implemented at the radio layers
to exploit various physical effects of a wireless communications channel in order
to increase system capacity. Third, more and more optimizations are conducted
at cell-individual level to better exploit the particularities of a site. Given that
nowadays, UMTS networks provide around 105 operator-configurable parame-
ters [1], manual optimization already is a tedious and costly task.

Facing the challenge of increasingly complex network management, operators
are at the same time under a tremendous cost pressure, driven by a strong com-
petition among existing players and new entrants to the mobile communications
sector. In this situation, the ability to efficiently manage their internal resources
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and the ability to cut down capital and operational expenditure becomes a com-
petitive edge.

These constraints currently foster a trend towards a higher degree of au-
tomation in mobile communication networks. Under the term Self-Organizing
Networks (SON), the Next Generation Mobile Networks (NGMN) alliance has
published a set of use cases for the application of self-configuration, self-
optimization and self-healing concepts in deployment, planning and maintenance
of mobile communication networks [2,3]. The 3GPP has also recognized the need
for more automation and cognitive functions in future wireless networks and
has therefore started to work on concepts, requirements and solutions [4,5] In
addition, research projects are underway to develop solutions to these require-
ments [6,7].

1.2 SON Use Case: Cell Outage Detection

One of the SON use cases listed in [3] concerns the automated detection of cells in
an outage condition, i.e. cells which are not operating properly. The reasons for
the erroneous behavior of an outage cell, often also denoted as sleeping cell, are
manifold. Possible failure cases include hardware and software failures, external
failures such as power supply or network connectivity, or even misconfiguration.
Consequently, the corresponding observable failure indications are diverse, too.
Indications can be abnormal handover rates, forced call terminations, decreased
cell capacity or atypical cell load variations. While some cell outage cases are
easy to detect by Operations Support System (OSS) functions of the network
management, some may not be detected for hours or even days. Detecting those
outage cases today is usually triggered by customer complaints. Subsequently,
discovery and identification of the error involves manual analysis and quite often
requires unplanned site visits, which makes cell outage detection a costly task.

A rough classification of sleeping cells is provided in [8]. According to this,
a degraded cell still carries some traffic, but not as it would if it was fully op-
erational. A crippled cell in contrast is characterized by a severely decreased
capacity due to a significant failure of a base station component. Finally, a cata-
tonic cell does not carry any traffic and is inoperable.

In our work, we focus on the detection of a catatonic cell. More specifically,
our failure assumption is that the base station experiences a failure in one of its
high-frequency components. This might be an error of the HF amplifier, antenna
or cabling. The consequence is, that the cell is not visible anymore to users or
neighbor base stations, i.e. it does not transmit a pilot signal anymore. However,
from a network point of view, the cell appears to be empty, but still operational.
As requirements to the detection algorithm, we have decided to only use already
available measurement data and to avoid the need for new sensor equipment or
the introduction of dedicated measurement procedures. Furthermore, the algo-
rithm shall be able to reduce detection time to seconds or minutes.

While the basic idea and some preliminary results of our outage detection
technique have already been presented in [9], here a a detailed description of
the algorithm and an in-depth evaluation of its performance is provided. The
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remainder of this paper is structured as follows: Section 2 presents the outage
detection algorithm. The evaluation methodology and system model are de-
scribed in section 3. Section 4 examines the performance of the detection al-
gorithm and presents simulation results. Section 5 finally summarizes and draws
conclusions.

2 Cell Outage Detection Algorithm

The idea behind our outage detection algorithm is to use Neighbor Cell List
(NCL) reports to create a graph of visibility relations, where vertices of the
graph represent cells or sectors. Edges of the graph are generated according to
the received NCL reports, where an edge weight determines the number of mobile
terminals that have reported a certain neighbor relation. More details on how
the graph is constructed will be given in section 2.1.

Neighbor Cell List reports are always generated during active connections,
when mobile terminals continuously measure the signal strength and quality of
the radio channel of the cell it is currently connected to. They also measure the
signals of several neighbor cells, which constitute candidate cells for potential
handovers. These measurements are transmitted to the current cell to decide
whether a handover might have to be performed. In GSM, for example, a termi-
nal in an ongoing connection measures up to 16 base stations within its visibility
range and sends NCL reports at 480 ms intervals, containing the best 6 mea-
surement results [10]. The NCL reports of different terminals are retrieved by a
subordinated network entity, e.g. a radio network controller in UMTS, respec-
tively a base station controller in GSM. While measurement reporting details
differ from GSM to UMTS or LTE, we only assume that lists of neighbor cells
are reported at regular intervals, which can be realized in all the different radio
access technologies.

2.1 Monitoring the Visibility Graph

Monitoring changes in the visibility graph is a key element of our detection
algorithm. The visibility graph is created at regular intervals and any unusual
variations of the graph might indicate a cell outage. Figure 1 depicts examples
of such a graph. Comparing two successive graphs G(t1) and G(t1 + T ), the
detection algorithm is sensitive towards any nodes becoming isolated in G(t1+T ),
in which case a so-called change pattern is created.

In Fig. 1(a), a mobile terminal UEA is currently being served by sector 2,
while UEB is in an active connection currently being handled by sector 3. The
visibility range of both mobiles in this simplified example is denoted as a circle
around their respective positions. Thus, the NCL report of UEA contains cell 2
as the currently serving cell and cells 1 and 3, which are neighbor cells within
its visibility range. The NCL report of UEB is constructed accordingly. In the
resulting visibility graph, the NCL report of UEA now leads to the two directed
edges (blue) originating from node 2 to the nodes 1 and 3. Analogously, the
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(a) G(t1): Initial state (b) G(t1 + T ): NCL change

(c) G(t1 + T ): Call end (d) G(t1 + T ): Outage case

Fig. 1. Visibility Graph examples with two terminals being served by cells 2, respec-
tively 3

NCL report of UEB results into the two edges (red) originating from node 3.
Every edge in the graph has a certain weight, representing the number of UEs
which have reported a neighbor relation between a pair of cells. In the example
in Fig. 1, all edge weights equal one and are therefore not shown.

During normal operation of the network, the visibility graph is subject to
frequent changes, caused by starting and ending calls, user mobility, changes in
radio propagation and changes in the NCL reporting itself. Figures 1(b) and 1(c)
show typical examples of graph variations. In Fig. 1(b), UEB has changed its
position such that cell 2 is no longer in its visibility range. The corresponding
NCL reports are depicted on the right hand side of Fig. 1(b), together with
the resulting topology of the visibility graph. Another variation of the graph is
depicted in Fig. 1(c), where UEB has terminated its connection and does not
send NCL reports anymore. Consequently, the visibility graph now only contains
the neighbor relations reported by UEA.

Figure 1(d) finally depicts the resulting visibility graph if cell 3 experiences
a failure and becomes catatonic. The NCL reports of UEB are not received
anymore. At the same time, cell 3 disappears from the candidate set of UEA.
The resulting graph now only contains a single edge from node 2 to node 1. Note
that every outage situation results into an isolated node in the visibility graph.

Figure 1(d) shows the change pattern of the graph variation compared to the
initial state of the graph in Fig. 1(a). A change pattern is a 7-tuple with the
following attributes, that is created for every isolated node:

– number of disappeared edges to the isolated node
– number of disappeared edges from the isolated node
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– sum of the edge weights to the isolated node
– sum of the edge weights from the isolated node
– number of UEs of which no reports are received anymore
– number of UEs with changed neighbor cell list reports
– load as sum of the number of active calls of the direct neighbor cells

The respective elements of the 7-tuple are the features or input parameters of
the classification step described in the following section 2.2.

The change patterns that are created when nodes become isolated are not
necessarily unique. In the sample scenario in Fig. 1, the same pattern would
have been created if a movement of UEA and the end of a connection of UEB

occurred within a single monitoring interval. Thus, an isolated node pattern in
the visibility graph is a necessary condition for an outage situation, but not a
sufficient one. However, our assumption is that cell outages create characteristic
change patterns which, in many cases, can be distinguished from normal fluctu-
ations of the visibility graph. The outage detection problem thus translates into
a classification problem on change patterns of the visibility graph.

2.2 Outage Detection as a Binary Classification Problem

The classification of a set of items is the assignment of similar items to one out
of several distinct categories. The task of separating change patterns into outage
and non-outage situations can be regarded as a binary classification problem
with a set of predefined classes.

Classification algorithms are widely used in the field of automatic pattern
recognition [11]. A classifier can either be knowledge-based (e.g., expert systems,
neural networks, genetic algorithms) or make use of mathematical techniques
from multivariate statistics (e.g. cluster analysis, classification and regression
trees). We applied three different classification techniques, a manually designed
expert system and two others using statistical classification techniques. In sta-
tistical classification, the n-dimensional tuple space is separated according to
statistical measures, which allows to automatically construct a classifier from a
given training set of patterns. A large number of statistical methods exist to
infer the classification rules, of which an iterative decision-tree algorithm and a
linear discriminant analysis have been applied here and will be further detailed
in the following:

Expert System. From the class of knowledge-based classifiers, an expert sys-
tem has been applied to the outage detection problem. A set of rules has been
manually constructed, based on the observation of the change patterns of the
visibility graph. The rules are expressed as a sequence of if . . . then statements,
with threshold values tailored to our evaluation scenario. The expert system has
been designed such that it performs a conservative classification, i.e., the number
of false alarms shall be minimized.

Decision-Tree (DT). A tree of binary decisions on the attributes of the respec-
tive patterns is automatically created from a training set. The decision about
when to split into separate branches is thereby determined by the Gini impurity
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function, which is used by the classification and regression tree (CART) algo-
rithm [12]. Similar to the expert system, the outcome of the DT algorithm can
be regarded as a sequence of if . . . then statements, with the difference that now
these rules are being determined automatically.

Linear-Discriminant Function (LDF). The LDF classifier belongs to the class
of linear classification algorithms. The discriminant function is a linear combi-
nation of the pattern’s attributes, whose coefficients are determined from the
training set using a least square estimation [13].

3 Evaluation Methodology

The performance evaluation of the cell outage detection algorithm involves sev-
eral steps. First, a system-level simulation of a multiple sites scenario is run
several times for a duration of 100.000 s without any outage situation, in order
to collect change patterns from the normal operation of the network. Second,
a Monte Carlo-like simulation is performed to collect change patterns for cases
where a cell becomes catatonic. For each of the 3000 drops of this Monte Carlo-
like simulation, mobile terminals were positioned randomly and the change pat-
terns are obtained immediately after a cell sector is configured to be in an outage
state. Finally, a training set and a test set is constructed from the collected pat-
terns and fed to the classification algorithms. For the statistical classification,
the LSS Classification Toolbox in its default parametrization is used [14]. The
system-level simulations have been conducted with the event-driven IKR Simlib
simulation library [15].

The scenario used in the event-driven simulations consists of 19 sites, respec-
tively 57 cells, with a base station distance of 1000m. The system was mod-
eled as an FDM system with a maximum capacity of 20 simultaneously active
calls per cell. A fractional frequency reuse is assumed with half the capacity
reserved for the re-use 1 region in the cell center and the remaining capacity
distributed over the re-use 3 regions at the cell border. Inter-cell interference is
considered as proportional to the actual load in the corresponding re-use areas

Fig. 2. SINR without outage Fig. 3. SINR in outage case
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Table 1. Scenario and simulation parameters

Parameter Value
Base station distance 1000 m
Shadowing std. dev. (global) 7.0 dB
Shadowing std. dev. (local) 1.0 dB
Shadowing correlation length 50m
BS power to individual UE 35 dBm
Signal detection threshold at UE -96 dBm
Traffic model (Poisson arrivals) λ = 1

100 s
Call holding time (neg.-exp.) h = 35 s
User movement Random Direction
User speed v = 1 − 5m

s
Segment length (uniform) l = 20 − 800 m
Direction angle (uniform) 0 − 360

of neighbor cells. The Walfish-Ikegami model (non-LOS) determines the path
loss and spatially correlated shadowing planes similar to [16] are used. A global
shadowing plane models the influence of buildings and other common obstruc-
tions to radio propagation, while local shadowing planes for each base station
account for the different antenna locations. The 3-sector antenna pattern corre-
sponds to [17]. A handover algorithm is implemented which is sensitive towards
SINR and RSSI (Received Signal Strength Indicator) values. The measurement
reporting of neighbor cell lists is assumed to be GSM-like with a reporting period
of 480ms, which in our setting corresponds to the graph update period. Further
parameters are given in Table 1. SINR plots extracted from the simulation for
an outage and a non-outage case for an average cell load of 25% are given in
Figures 2 and 3, respectively.

4 Analysis and Results

4.1 Outage Observability

The quality of the outage detection is largely determined by the performance
of the classification algorithm. However, even with perfect classification, some
outage cases might still not be detected. In particular in low load situations
when user density is scarce, a cell might not serve any users and might not be
measured by any of the UEs of the surrounding cells. A cell outages thus does
not result into changes of the visibility graph. In this case, the outage would not
be detectable at all.

Figure 4 depicts the upper bound of detectable outages for the evaluation
scenario. The black solid line denotes the ratio of detectable outages over the
average number of active connections per cell. It can be seen that in low load
conditions, a large proportion of the cell outages have no representation in the
visibility graph. Starting from an average 1.6 active connections per sector, which
in our setup corresponds to a cell load of 10%, already more than 95% of the
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Fig. 4. Upper bound of cell outage observ-
ability and ratio of unique patterns Fig. 5. Confusion Matrix

outages can theoretically be detected. As outlined in section 2.1, outages do not
necessarily create unique change patterns because normal fluctuations of the
visibility graph might lead to the exact same patterns. The dashed red curve
denotes the proportion of patterns uniquely identifying a cell outage. This gives
a reference value which constitutes the performance achievable by a hypothet-
ical look-up table based detection algorithm, assuming that all possible outage
patterns are known in advance.

4.2 Classification Quality

The quality of a classification algorithm is characterized by the so-called confu-
sion matrix (see Fig. 5).

True Positive. A TP denotes the case that an outage (i.e. a cell becomes
catatonic) has occurred and it has been successfully detected.

False Negative. A FN denotes the case that an outage has occurred, but it
has not been detected.

False Positive. A FP occurs, when there is no catatonic cell but the detection
algorithm nevertheless reports an outage.

True Negative. A TN is when there is no outage and the algorithm correctly
recognizes the change pattern as normal fluctuation of the visibility graph.

TP , FN , FP , and TN denote the total numbers of occurrences for these four
cases in a simulation run. From the confusion matrix, a number of metrics can
be derived. On the one hand, the Sensitivity or True-Positive-Rate RTP denotes
whether a classifier is able to correctly detect the outage patterns from the set
of all patterns:

RTP =
TP

TP + FN
(1)



226 C.M. Mueller et al.

On the other hand, the Fall-out or False-Positive-Rate RFP gives the tendency
of a classification algorithm to create false alarms:

RFP =
FP

FP + TN
(2)

Achieving a high sensitivity generally comes with an increase in the rate of
false alarms. The two metrics can therefore be regarded as complementary. A
so-called Receiver-Operating-Characteristics (ROC) plot is a way to visualize the
performance of binary classification algorithms regarding these two metrics and
is primarily used in signal detection theory [18]. In a ROC plot, the sensitivity
is drawn over the false-positive-rate. A perfect classification would thus result in
a mark in the upper left corner of the plot. The line through the origin gives the
reference values for a random decision, where each of the classes is chosen with
probability one half.

Figure 6 shows a ROC plot of the classification algorithms applied here, for
the range of cell load values also used in the other figures. After having been
trained with a training set, the classifiers had to determine the correct mapping
for test sets, where each of the patterns is tested only once. In doing so, Fig. 6
is independent of the frequency of occurrence of the different patterns in the
outage detection scenario. It thus solely gives the performance of the classifica-
tion algorithms, which is not identical to the resulting performance of the outage
detection algorithm. It can be observed that the Expert System and the Deci-
sion Tree classifiers are able to achieve a high sensitivity, especially for higher
load scenarios, which is consistent with the results from Fig. 4. The Expert Sys-
tem has been designed to perform a conservative detection. In other words, the
Expert System is more likely to indicate False Negatives than False Positives.
Compared to this, the DT classifier is characterized by a much higher risk to
create false alarms. Finally, the LDF classifier has high false alarm probability
and, in contrast to the other algorithms, does not show any improvement with
increasing system load.
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Fig. 7. Sensitivity of the classification al-
gorithms
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4.3 Outage Detection Performance

In order to determine the performance of the outage detection algorithm, not
only the classification quality, but also the problem-specific frequency of occur-
rence of the patterns has to be taken into account. A wrong classification of
frequently occurring patterns could significantly deteriorate the suitability of
the classification algorithms to the outage detection problem, whereas a classifi-
cation error for rare patterns does not have much influence. Figure 7 depicts the
sensitivity of the classification algorithm with respect to the observability bound
presented in Fig. 4. It thus gives a measure of the proportion of outages that can
be detected with the approach presented here. Using the statistical classifiers,
sensitivity is close to the maximum achievable sensitivity. The Expert System
only attains moderate sensitivity due to its conservative decision rules.

Finally, Fig. 8 depicts the fall-out risk per cell in terms of the mean time
between false alarms. Only the statistical classifiers are shown, given that the
Expert System did not produce any false positive classifications over the whole
monitoring period. For lower load, overall sensitivity is low and therefore the
risk of rising false alarms also is lower than in the middle range of the curves
in Fig. 8. However, a mean time between false alarms of only several tens or
hundreds of hours would already result into several false alarms per cell being
raised within a single week. Even though the applied classification algorithms
here provide means to mitigate this problem by giving higher penalty to false
positive classification, the results do not differ significantly. An example is shown
in Figures 7 and 8 for a modified decision tree classifier (denoted as DT∗), which
has given a ten times higher penalty for false positive classifications.

4.4 Discussion

From the previous subsections, it can be summarized that although the sta-
tistical classifiers show an overall good detection sensitivity, tendency towards
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generation of false alarms is still far too high for practical applications. This
is mainly due to the partly ambiguous change patterns and the non-linearity
of the problem. The expert system achieves much better performance here, but
generally suffers from the need to manually tune its threshold parameters to the
scenario under investigation. These observations motivate further work, employ-
ing more flexible classification algorithms such as fuzzy classifiers or Support
Vector Machines [19].

From a network operation point of view, a detection algorithm as described
here can be applied to whole or parts of a network. That is, collection of NCL
reports and its interpretation can be done in an RNC or BSC, without the need
for additional signaling. For LTE, the scope of a single eNodeB is too small and
a master eNodeB or another management device would have to monitor the
visibility graph. Although this results in additional signaling, the NCL reports
of each terminal in a cell can be aggregated by the eNodeB over one monitoring
period, which results in one signaling message per monitoring interval being sent
to the respective management device.

5 Conclusion

Automated detection of base station failures or sleeping cells is a prerequisite
for future self-healing capabilities in mobile communication networks. The de-
tection of some failure conditions still imposes a challenge to network operators
and demands for additional means to observe base station behavior from the out-
side. An algorithmic detection without the need for additional sensor equipment
thereby represents the most cost effective way of improving outage detection
capabilities in existing networks.

The presented approach of using neighbor cell measurement reports of mobile
terminals to determine outage situation showed good performance, even in mod-
erate cell load conditions. However, the relatively high risk of false alarms still
prevents from practical application. Although the algorithm is able to quickly
detect a large proportion of the outages in a certain cell load range, it has been
shown that there is no possibility to detect outages when no active users are close
to the respective cell. In this case, the presented algorithm may be combined with
other detection mechanisms operating on a longer time scale.
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Abstract. A suitable strategy for network intrusion tolerance—
detecting intrusions and remedying them—depends on aspects of the
domain being protected, such as the kinds of intrusion faced, the re-
sources available for monitoring and remediation, and the level at which
automated remediation can be carried out. The decision to remediate
autonomically will have to consider the relative costs of performing a
potentially disruptive remedy in the wrong circumstances and leaving it
up to a slow, but more accurate, human operator. Autonomic remedia-
tion also needs to be withdrawn at some point – a phase of recovery to
the normal network state.

In this paper, we present a framework for deploying domain-adaptable
intrusion-tolerance strategies in heterogeneous networks. Functionality is
divided into that which is fixed by the domain and that which should
adapt, in order to cope with heterogeneity. The interactions between de-
tection and remediation are considered in order to make a stable recovery
decision. We also present a model for combining diverse sources of mon-
itoring to improve accurate decision making, an important pre-requisite
to automated remediation.

1 Introduction

Network intrusion tolerance—detecting intrusions and remedying them—can be
carried out manually or automatically, with various trade-offs of time and reli-
ability. The choice is influenced by the resources available to the organization
responsible for protecting a network. The kinds of attacks faced and the actual
detection and remediation mechanisms may also vary depending the kind of
network to be protected.

Automating intrusion tolerance could be problematic if it is applied in the
wrong circumstances (e.g., a node is isolated because it is incorrectly supposed
to be compromised). Also, when a temporary remedy is applied automatically, it
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may affect the original detection of the intrusion, and one must consider whether
to use that original detection mechanism to also detect the end of the intrusion
and withdraw the remedy automatically.

As part of the INTERSECTION project [1], we have devised a framework
for deploying security and resilience strategies against intrusions in networks.
Here, we discuss its design relating to the problems of heterogeneity, and the
automation of both deployment and withdrawal of mitigation mechanisms.

This section continues by discussing the problems of automating remediation
to achieve intrusion tolerance, and how to achieve it in heterogeneous envi-
ronments. Section 2 surveys intrusion-detection systems and touches on some
systems that enable automatic remediation. Section 3 presents a framework for
deploying intrusion-tolerant systems. Section 4 describes how a part of the frame-
work is to be implemented to improve confidence of the initial detection.

1.1 To Automate Intrusion Tolerance

Automation of network intrusion tolerance is desirable because of the unpre-
dictability of attacks and the time taken by human operators to respond manu-
ally, which could otherwise lead to significant loss of service and financial cost.
However, an automated intrusion-tolerance system that overreacts to an anoma-
lous but innocent event can also be costly, so a balance must be struck between
fast automation and more accurate but slow manual control.

The decision to perform different forms of remediation automatically will in-
volve a trade-off between the potential impact on the threatened service if de-
tection is mistaken and the cost of human intervention. An intensive attack will
require an immediate response, even if it’s not an ideal solution (involving some
cost of its own), as it may take several hours for an operator to come up with a
better solution. The cost of doing nothing in the meantime outweighs the cost
of doing the automatic response.

This balance may vary across domains. Network-based malicious behaviour is
becoming increasingly profit-driven, as attacks have shifted from being mostly
targeted at large governmental and commercial organisations towards more
profit-yielding small-to-medium enterprises (SMEs), and individuals. Larger or-
ganisations can afford 24-hour staffing, thereby reducing the need for automation
and the risks of false positives. This is more difficult for SMEs, who may prefer
to risk downtime for false positives if they can automatically recover quickly too.

1.2 Intrusion Tolerance in Heterogeneous Environments

The hardware and software resources available for intrusion tolerance may vary
significantly. For example, on a wireless mesh network (WMN) [17], there may be
little in the way of resources, and those available may be highly constrained mesh
devices; whereas in an enterprise setting, dedicated hardware may be available.
Related to this point are the probable attacks a domain may face. For example,
an end-system on a community WMN is unlikely to be the victim of a TCP
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SYN attack (as the most likely victims, servers, are better placed on a wired
network), which is distinct from the servers of a large financial institution.

This situation suggests that the mechanisms available for monitoring network
traffic with the aim of detecting attacks, and the strategies for remedying them
are very much specific to a domain. While the attacks that can occur within a
domain are likely to be domain-specific, they will be drawn from a set of known
attacks or attack types. This suggests that re-usable approaches to detecting
attacks and general strategies for dealing with them (that can use locally-relevant
monitoring and remediation mechanisms) can be developed.

2 Related Work

Intrusion Detection Systems (IDSs) can be classified as belonging to two main
groups, depending on the detection technique employed: anomaly detection and
misuse detection, also known as signature detection [5]. Both techniques depend
on the existence of a reliable characterization of what is normal and what is
not, in a particular networking scenario. Anomaly detection techniques base
their evaluations on a model of what is normal, and classify as anomalous all
the events that fall outside such a model. Indeed, if anomalous behaviour is
recognized, this does not necessarily imply that an attack activity has occurred.
Thus, a serious problem exists with anomaly detection techniques which generate
a great amount of false alarms. Conversely, the primary advantage of anomaly
detection is its ability to discover novel attacks.

An example anomaly detection system is presented in [10], where the au-
thors propose a methodology to detect and classify network anomalies by means
of analysis of traffic feature distributions; they adopt entropy as a metric to
capture the degree of dispersal or concentration of the computed distributions.
NETAD [13] detects anomalies based on analysis of packet structure: the system
flags suspicious packets based on unusual byte values in network traffic.

The most known open-source signature-based intrusion detection systems are
SNORT [6] and BRO [14]. These systems allow the user to define a customized
set of rules in order to codify specific types of attacks. P-BEST [12] is a signature-
based intrusion detection system able to detect computer and network misuse
by means of a rule translator, a library of run-time routines, and a set of garbage
collection routines.

There are approaches that aim to ensure network security by exploiting traffic
monitoring information. In [2] and [16], the authors describe how to correlate
netflow system and network views for intrusion detection. Their approach is
human-driven, since they propose to use visualization tools in order to obtain
useful information for security purposes. This approach demonstrates how data
collected by flow monitoring systems can be used in the context of intrusion
detection. In [3] and [11], data coming from both network monitoring and system
logs are correlated in order to detect potential attacks. The authors prove that
using data from more sources increases IDS performance. However, system logs
are not always available, as in the case of servers owned by Internet providers.
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Automatic remediation can cause problems if not applied to genuine intru-
sions. In [7], the authors highlight how automated intrusion response is often
disabled due to the cost of responding to too many false positives. Their solu-
tion is to balance the cost of restarting more components of a system against
the cost of not restarting enough, to produce an optimum response strategy even
with uncertainty about the intrusion. In [4], an automatic approach to mitigat-
ing the effects of large volumes of ARP traffic caused by the scanning behaviour
of Internet worms on switched networks is presented. ARP requests are dropped
probabilistically in proportion to rate, and this is effective against supposedly
compromised systems which generate the higher rates. However, it is shown the
network’s gateway router is unfairly affected, as it legitimately generates many
ARP requests too.

3 The INTERSECTION Framework

The main goal of the INTERSECTION project [1] is to provide an infrastructure
for heterogeneous networks to be resilient and secure in the face of intrusions,
and to interoperate to achieve that resilience and security. We now present a
framework for deploying intrusion-tolerance strategies that can adapt to heter-
geneous domains, and is thus able to meet that goal.

The functions of our framework, as shown in Fig. 1, form a control loop that
enables automatic intrusion tolerance, and the intervention of a network oper-
ator when necessary. To summarise, the network generates raw data about its
traffic, Monitoring and Detection reduce this to simpler signals, and the remain-
ing functions feed orders back into the network to either defeat an attack or
mitigate its effects.

To address the problem of heterogeneity and enable the development of re-
usable strategies for detection and remediation, we separate domain-agnostic
components Detection and Reaction from domain-specific components Monitor-
ing and Remediation. Detection and Reaction together embody a strategy for de-
termining the existence of an attack and a response to it, while Monitoring and
Remediation respectively implement how traffic is collected from the network and
how strategies are applied.

The trade-off that determines under what circumstances automated remedia-
tion should be used is realised through the configuration of Reaction components.
Detection components inform Reaction of the existence and severity of perceived
malicious behaviour. Reaction then determines a course of action, also depending
on available remediation mechanisms. If appropriate, Visualisation components
are used to aid a network operator when making decisions about what remedi-
ation activities to invoke, by providing details of the current attack and other
network state.

3.1 Monitoring and Detection

IDSs use information on network traffic in order to detect ongoing malicious ac-
tivities. A wide-scope view of the network traffic as well as a deep knowledge of
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Fig. 1. The INTERSECTION framework

the network status improves the detection process. For example, a Distributed
Denial of Service (DDoS) attack is performed by systems that are widely dis-
tributed throughout the network. In order to effectively detect such attacks,
information regarding a number of active traffic flows and different network en-
tities is required. Such entities share the same “purpose” (i.e., to jeopardize
either a service or a single host) and make use of the same resources (e.g., those
belonging to the network infrastructure) in order to accomplish their task. They
cooperate in order to achieve the same objective. This malicious cooperation can
be detected only if a wide-scope analysis of traffic flows is performed.

This kind of analysis requires using coarser grained flow definitions which
convey, for example, the traffic from different sources to one destination. Since
the amount of resources needed for measurement and reporting increases with
the level of granularity required to detect an attack, a multi-step monitoring
approach is useful. We call this approach adaptive monitoring. An approach to
granularity adaptive attack detection is presented in [9].

In the framework, the Monitoring function encompasses all mechanisms for
observing traffic in the network and condensing the information about it (e.g.,
by gathering statistics into flows, or observing simple statistics about the whole
network). Detection configures Monitoring to receive data from it, and attempts
to interpret that data as anomalous or indicative of an intrusion. As a result,
it may simply report that an anomaly is detected, or it may report the degree,
plus other parameters such as the end-systems to which it pertains, or the level
of confidence it has that a genuine intrusion is taking place. Importantly, it may
also reconfigure Monitoring to obtain greater detail temporarily, in order to make
a better determination, hence the level of monitoring is adapted according to
the need to make more detailed detection decisions.
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The choice of Monitoring functions is fixed by the configuration of the network
– development here is driven by hardware and associated management software.
In contrast, Detection mechanisms may be added to the network dynamically –
a programmer works here to improve intrusion tolerance.

3.2 Reaction and Remediation

Reaction represents pre-determined decisions or logic for handling anomalies re-
ported by Detection. Options include reporting the anomaly through IDMEF
[8] to other domains, reporting it to a network operator via Visualization, and
requesting more information via Detection. Through a chain of detections and
reactions, the system may detect more sophisticated intrusions without applying
intrusive or resource-hungry network monitoring at all times.

Remediation encompasses all mechanisms provided by the network for defeat-
ing an intrusion, or for mitigating its effects. It is an option for Reaction to trig-
ger Remediation having detected a particular kind of intrusion, and might (for
example) isolate a compromised node from its peers, or rate-limit its probing
attempts. This activity might occur even before an intrusion is fully identified,
i.e., at earlier points in the “chain of detections and reactions”.

Again, there is a similar distinction between Reaction and Remediation as
there is between Monitoring and Detection – the Remediation mechanisms avail-
able in a network are fixed, i.e., determined by its configuration, while Reaction
mechanisms may be added dynamically.

3.3 Visualization and the Operator

Autonomic remediation will not be enough to deal with the evolution of attacks in
the long term.Most formswill involve a certain cost to the network as an alternative
to a possible catastrophic cost of network failure, and they may need Operator in-
teraction to determine when to be switched off. The Operator may also be required
to dealwithnewattacks (typically appearing as anomalies) forwhich a trustworthy
autonomic remedy has not yet been devised or deployed. The Visualization function
covers the reporting of attacks andanomalies to theOperator, andmay receive such
signals from Reaction, or additional details from Detection and Monitoring. Visual-
ization togetherwith theOperator couldbe regardedas a formof remediation– they
complete the control loop back to the network with a slow path.

3.4 Recovery

Applying a remedy indefinitely could be costly. Some remedies involve only a one-
off cost, but thereafter cost nothing, and couldbe left applied. Indeed, they could be
applied even before any intrusion or anomaly is detected. They consist of patches
to fix infrequent bugs and exploits, and changes to newer, more robust protocols.

In contrast, some remedies can only be applied temporarily because they
impede the normal operation of some part of the network, and should be with-
drawn as soon as possible. These include isolation of compromised nodes (fixed
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by disinfecting and patching the nodes), and blocking of attack traffic (fixed by
detecting the end of an attack) — not eventually withdrawing these remedies
renders the affected node’s participation in the network pointless. The necessary
withdrawal of a remedy to achieve normal operation is referred to as recovery.

How should the end of an attack be detected? Two choices are:

1. To re-use Monitoring and Detection, which originally reported the attack, to
also report its termination.

2. To get Remediation to perform very anomaly-specific and narrow-scope mon-
itoring at its deployment locations (and perhaps report back to Reaction to
make a wide-scope decision to withdraw).

In the first case, there are several options:

Remediation-Monitoring interaction. Remediation could inform Monitoring of
what it is doing, e.g., which flows it is blocking, and report flows that Mon-
itoring no longer should see.
A problem with this approach is that it couples Monitoring and Remediation.
This potentially requires devising a complex expression of what Remediation
is doing, in order for Monitoring to understand it, or would make it harder for
Monitoring and Remediation implementations to be developed independently.

Monitoring non-interference. In its reports to Reaction, Detection could indi-
cate the monitoring sources which precipitated those reports. Reaction could
use this to deploy remedies at locations that protect the victim but do not
affect Monitoring; Detection then will later signal the end of the attack.

Monitoring migration. Reaction informs Detection where it is applying Reme-
diation, and so Detection adjusts the location of Monitoring to be able to
continue to detect the attack.
This approach seems impractical. Firstly, the possible locations for Monitor-
ing are likely to be fixed, or if they are good enough when moved, why not
simply monitor at the preferred locations anyway? Secondly, two different
remedies applied independently at the same time may impose contradictory
requirements on Monitoring.

Additionally, all of these approaches do not fit well with recovery that re-
quires a manual trigger (e.g., acknowledging that a compromised node has been
cleaned), as it implies that the Operator must also try to convince Monitoring
that the threat has passed, instead of simply withdrawing the remedy directly.
Furthermore, if Detection is based on traffic from the victim (e.g., anomalous
responses to an attack), any successful remedy will surely stop these from hap-
pening.

Therefore, we follow the second case, i.e., Remediation should do its own
narrow-scope monitoring to detect the end of the attack. This has the following
advantages: it leaves Remediation decoupled from Monitoring; the relative posi-
tions of Remediation and Monitoring become irrelevant; and Detection can still
be based on the victim’s response. However, the decision to withdraw can still
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be placed with Reaction; this will gather reports from Remediation to make a de-
cision based on the wider view it has of the attack, which individual Remediation
deployments do not.

3.5 Example Scenario

To demonstrate how the INTERSECTION framework can be applied, we present
an example scenario, which is depicted in Fig. 2. In this scenario, a Web server is
being subjected to a Distributed Denial of Service (DDoS) attack. The domain
that provides connectivity to the Web server is enabled with mechanisms that
implement our framework.

The edge router associated with the Web server is able to monitor incoming
and outgoing traffic volumes. This summarised information is passed to a detec-
tion component, labelled as step one in Fig. 2, which uses this information to
detect the onset of problems associated with an attack. Xie et al. [15] describe
an algorithm that enables the detection of the onset of problems associated with
a flash crowd (or similarly, a DDoS attack) on a Web server, which uses a dis-
parity between the expected response traffic volume and the actual traffic seen
by monitoring, to suggest either network congestion or system overload. The
detection mechanism in this scenario implements this algorithm.

If a problem is detected, Reaction components are informed with details of
the attack (e.g., the source addresses of attackers and the severity of the attack,
which in this case relates to the magnitude of the disparity of expected and actual
response traffic volumes). Reaction can then initiate some form of remediation,
if necessary, or inform the Operator via Visualisation (not shown in Fig. 2).
Let us assume this attack is particularly intense and the network provider has
a contract to protect the Web server. In this instance, Reaction components
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Fig. 2. Use of the INTERSECTION components in an example scenario
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initiate a rate-limiting remediation mechanism. The severity of the rate-limiting
is dictated by the magnitude of the problem as determined by detection (as Xie
et al. propose [15]). Rate-limiting is invoked on the edge router associated with
the Web server (perhaps, initially) and on the ingress routers to the network
providing connectivity to the Web server.

When the rate-limiting is invoked on the ingress routers to the network, the
Detection component associated with the edge router will näıvely assume the
attack has ended and inform Reaction of the end of the attack. Hence the with-
drawal of the remedy has to be determined by information from the remediation
components themselves. Here, the rate-limiting at the edge router near the Web
server could stop with the invocation of the remedy at the ingress routers.

4 Framework Realisation – Autonomic Distributed IDS

This section describes the design and implementation of Monitoring and De-
tection components of the INTERSECTION framework. If we assume that the
network is aware of itself, security assurance might be regarded as a service inher-
ently provided by the network infrastructure. In such a scenario, we can think
of a system capable of deploying, both proactively and reactively, on-demand
security services.

We propose a system (Fig. 3) which dynamically deploys the entities in charge
of providing network security, based on knowledge of the security status of the
network and its components. The Preprocessor and Broker entities implement
the Monitoring function, collectively the Detection Engine and Decision Engine
entities the Detection function, and the Autonomic Co-ordinator implements the
Reaction functionality. These entities are described in more detail below.

Fig. 3. A model for a distributed autonomic IDS
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– Preprocessor
Each such component is in charge of:
1. capturing raw data from the network;
2. extracting information (e.g. traffic features, flow information, etc.) from

captured packets;
3. sending the computed information to a broker entity.

– Broker
The broker is a mediation component whose main tasks are:
1. collecting information from all of the preprocessors spread across the

network;
2. distributing the collected information to one or more detection engines.

The distribution strategy is defined by means of a policy-based approach.
– Detection Engine

Detection engines receive traffic information from the broker and decide on
whether or not such information represents a potential attack pattern, based
on a specific detection technique.

– Decision Engine
The main task of the decision engine resides in collecting information com-
ing from detection engines and coming up with a final decision concern-
ing the current network context. This might be done through a number of
approaches, ranging from simple majority voting to much more complex
solutions in which the various inputs provided by the detection engines are
appropriately weighted on the basis of their degree of reliability (with respect
to their own capability of detecting a particular set of malicious activities).
Interaction between each detection engine and the decision engine might be
realised using the IDMEF (Intrusion Detection Message Exchange Format)
standard data format [8].

– Autonomic Coordinator
This entity is responsible for the coordination of the other system compo-
nents. It will work on the basis of a notification paradigm: the various system
components can be seen as information producers, whereas the coordinator
itself acts as an information consumer. Each time something worth report-
ing happens, an event is generated and captured by the coordinator which
triggers the appropriate configuration task, e.g. the invocation of some form
of Remediation activity.

In order to improve the system’s performance and reliability, a diversity-based
approach to the selection of detection techniques might be successfully exploited.
In fact, by integrating different mechanisms for attack classification, the system
may increase its detection capabilities, since more accurate analysis can be per-
formed in order to detect specific attacks. Support for reliability evaluation can
be added when multiple detection techniques are used, thus allowing evaluation
of the accuracy of each issued decision. A multi-classification approach can be
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implemented either in a centralized or a distributed fashion: the combination of
multiple detection techniques can be used both locally, in order to increase the
reliability of alerts raised at each detection engine, and in a distributed fashion,
by combining evidence of events communicated by different detection engines to
the decision engine, in order to gain a global knowledge of the overall security
status of the monitored networking scenario.

Dynamic deployment of the distributed system components is needed in order
to ensure both flexibility of the architecture and robustness in the face of changes
in network and traffic conditions. As an example, the IDS might need several
preprocessors sniffing traffic in crucial points of the network, as well as several
detection engines, each exploiting the best fitting detection technique according
to the system status and node location. Such a dynamically distributed system
might, for instance, adapt itself at the occurrence of a DDoS attack, by appro-
priately placing IDS engines in the most critical nodes (i.e., the nodes along the
attackers’ path) and by coordinating such nodes through a proper protocol (e.g.,
a protocol for tracing back the attack).

5 Conclusion

We have presented a framework for deploying network intrusion-tolerance sys-
tems, taking into consideration: the cost of performing over-detailed, full-time
monitoring by adapting the level of monitoring according to current suspi-
cions; the need to deal with different kinds of intrusions and deploy differ-
ent remedies according to the available facilities of the network; the need to
leave some decisions to manual operation; the need to recover the network
automatically.

We have shown how the framework is congruent with the implementation
plans described in Section 4. To date, a prototype implementation of the dis-
tributed IDS is being tested. For the autonomic coordinator, we have adopted
an approach based on the Grid services paradigm: it is based on the WS-GRAM
(Web Service Grid Resource Allocation and Management) module of the Globus
Toolkit1 and takes care of dynamically deploying the various system components.

Further work will involve investigating the suitability of our chosen approach
to recovery, i.e., not to work around the monitoring used to detect intrusions,
but to perform narrow-scope monitoring as part of remediation.
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Abstract. Millimeter-wave networks have the potential to supplement
fiber in providing high-speed Internet access, as well as backhaul for
emerging mobile 3G and 4G services. However, due to the high frequency
of operation (70–90 GHz), such networks are highly susceptible to at-
tenuation from rain. In this paper, we present several mechanisms to
overcome the disruptive effects of rain storms on network connectivity
and service reliability. A resilient mesh topology with cross-layering be-
tween the physical and network layer has the capability to self-optimise
under the presence of unstable links. We present a novel domain-specific
predictive routing algorithm P-WARP that uses real-time radar data to
dynamically route traffic around link failures as well as a modified link-
state algorithm XL-OSPF that uses cross-layering to achieve resilient
routing. Simulations are conducted to evaluate the effectiveness of the
proposed algorithms.

Keywords: Resilient, survivable, weather disruption tolerant,
millimeter-wave, mesh network, predictive routing, self-optimising.

1 Introduction

With the demand for high-bandwidth wireless communication growing at a rapid
pace, coupled with the steady increase in the number of both fixed and mobile
users, high-capacity backhaul networking solutions are needed that can quickly
deliver large amounts of data as close to the end users as possible. Fiber-optic
links provide the necessary bandwidth and reliability for both the backhaul and
access links. However, there are two specific cases in which fiber-optic networks
may be difficult or cost ineffective to deploy. The first case involves metropolitan
areas in which the current fiber deployment is not adequate for the demand,
either because existing fiber in a given location is at capacity, or because a
particular service provider does not own fiber infrastructure and would have
overcome significant deployment barriers. Secondly, in rural areas the subscriber
density is generally inadequate to support the infrastructure needed for fiber-
based broadband Internet access. With the average cost of new fiber ranging
between $50,000 to $300,000 per kilometer, lower-cost fixed wireless links provide
an increasingly attractive alternative.

K.A. Hummel and J.P.G. Sterbenz (Eds.): IWSOS 2008, LNCS 5343, pp. 242–255, 2008.
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Fixed wireless deployments (e.g. 802.16 links in WiMAX service) are rapidly
becoming an integral part of cellular networks that are continually pushing
higher speeds towards end users with current 3G services and plans for 3.5 and
4G services. This has led to the current demand of higher bandwidth at lower
cost. For commercial vendors, backhaul links must be as reliable as SONET
circuits with 50 ms restoration times.1

However, until recently fixed wireless has had limited deployment due to three
fundamental limitations:

1. Limited capacity: Traditionally, the capacity of the wireless networks is an
order of magnitude or more lower than fiber.

2. Reliability: Wireless links are inherently error prone and lossy.
3. Shared medium: The shared medium of wireless networks adds complexity

due to contention.

Fixed wireless mesh networks [3,4,5] are emerging that attempt to overcome
these limitations and are successful to varying degrees [6]. Notably, 802.16 and
other line-of-sight solutions are attempting to emulate wired links. However, the
capacity of these links are still significantly lower than that of fiber.

More recently, millimeter-wave transmission [7,8,9] is being explored with fre-
quencies of 71–86 GHz. Millimeter-wave links do not suffer from the capacity
and shared-medium limitations: commercial radios can deliver data rates up to
1 Gb/s with the potential to go up to 10 Gb/s [10] using highly directional
transmissions resulting in very narrow (pencil) beams. As a result, there can be
several links originating or destined at a single node without causing interfer-
ence, thus allowing for higher degrees of connectivity through spatial reuse. How-
ever, millimeter-wave networks (MMWNs) do not address the issue of reliability
in wireless networks. On the contrary, millimeter-wave transmission exacerbates
the problem of link stability due to its susceptibility to precipitation [7,11,12,13].
Therefore, it is essential for the wireless mesh networks as a whole to be disrup-
tion tolerant in the presence of rain storms. When the link experiences partial
degradations or complete failure, the network should self-optimise in order to
provide high reliability and availability [7].

In this paper, we investigate the effect of weather-related disruptions on
millimeter-wave links and the effect of error-prone and failed links on the service
availability of the network. Furthermore, we discuss a network-layer approach
to overcome link instability by routing around failures within a mesh topology.
This requires carefully designed cross-layer mechanisms to leverage physical-
layer information at the network layer. We discuss two solutions to based on the
link-state algorithm that optimise the network either reactively or predictively.
First, we present XL-OSPF, a cross-layered version of the well-known OSPF
routing protocol. This reactive approach uses link-cost metrics derived from

1 While one can debate the merits of such a tight requirement for many data applica-
tions, these backhaul links are intended to be used as T1 and SONET replacements
for which the SONET APS (automatic protection switching) 50 ms bound [1,2] is
considered a hard requirement by at least some large mobile service providers.



244 A. Jabbar et al.

physical-layer information to maximise the performance of OSPF in the pres-
ence of degraded links. Secondly, we present a predictive weather assisted routing
protocol (P-WARP), that utilises short-term weather forecasts to reroute ahead
of an impending link failure. We compare the performance of both approaches
in terms of efficiency and the ability to self-optimise under weather disruptions.
While some of the findings in this paper regarding disruptive effects of weather
are well known, an important contribution is the quantitative characterisation
of these challenges and their potential solutions.

1.1 Scope

The effect of a weather disruption on millimeter-wave networks mainly depends
on two factors: the rain rate and the geographic footprint of the storm. Both
of these parameters vary from one geographic region to the other. For example,
the analysis of weather data from southern Great Plains region of the US [14]
shows that approximately 78% of all storms are smaller than 25 km in diameter
and account for only 1.0% of the precipitation. Furthermore, only 1% of the
storms are large (over 40 km diameter) and account for 85% of precipitation.
The remaining 20% are medium sized storms (20–40 km diameter) accounting
for 14% of precipitation. We draw two conclusions from this study: First, the
majority of the storms are small enough for a metropolitan size mesh network
(approx. 1000 km2) to reroute traffic around the storm. Secondly, even moderate
sized storms are likely to have small size heavy intensity regions since they do
not account for a significant percentage of rainfall. Extensive measurements over
a 12-month period in the Topeka – Lawrence – Kansas City corridor confirm
these conclusions. This research is most applicable to geographic locations whose
climate fits the above-mentioned storm patterns.

The rest of the paper is organised as follows: Section 2 presents the theory
behind the effects of weather on millimeter-wave band. Disruption tolerance
at the network layer is discussed in Section 3 with XL-OSPF and P-WARP
presented in Sections 3.1 and 3.2 respectively. This is followed by performance
analysis in Section 4. Finally, a summary of our research and future work is
presented in Section 5.

2 Effect of Weather on Millimeter-Wave Links

The primary means of weather disruption on millimeter-wave links is rain fade,
which leads to signal attenuation [7,15]. This degradation is due to the effects
of scattering and water absorption caused by the rain droplets present in the
transmission path. Moreover, rain droplet shape can also affect the amount of
attenuation experienced by the transmission. Specifically, if the individual rain
droplet shape is more oblate than spherical, then the transmission will suffer
substantial attenuation if it is horizontally polarised relative to signals that are
vertically polarised. As a result, signal polarisation, center frequency of the sig-
nal, and the rain rate are the three major factors that can impact the attenuation
of a millimeter-wave transmission.
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There are several models that relate millimeter-wave transmission attenuation
to rain rates. Most notable among these models are the Crane models [16] and
the ITU-R P.530 recommendation [17]. These models employ probabilistic and
empirical methods to calculate the attenuation for a given probability distribu-
tion of the rain rate. The relationship between the signal attenuation and the
rain rate is given by [16]:

A(Rp, D) = αRβ
p

[
euβd − 1

uβ
− bβecβd

cβ
+

bβecβD

cβ

]
, d � D � 22.5 km (1)

A(Rp, D) = αRβ
p

[
euβd − 1

uβ

]
, 0 < D � d (2)

where A is the signal attenuation in dB, D is length of the path over which
the rain rate is observed, Rp is the rain rate in mm/h, α and β are numerical
constants, and u, b, c, and d are empirical constants defined as:

u =
ln(becd)

d
, b = 2.3R−0.17

p , c = 0.026 − 0.03 lnRp, d = 3.8 − 0.6 lnRp

Given a weather event with a rain rate of Rp mm/hr and a millimeter-wave
link of length D, the received signal strength is decreased by A dB. This in-
creases the effective bit error rate that is a function of received signal strength.
In summary, the effect of a weather disturbance on the millimeter-wave net-
work is quantified by the bit error rate and subsequently by the packet error
rate on individual links. For example, measurements conducted using off-the-
shelf millimeter-wave radios2 show that rain rates higher than 5 mm/hr result
in 100% packet error rate [18].

3 Routing in Millimeter-Wave Mesh Networks

MMWNs are connected in a arbitrary grid topology (Figure 1), in which several
access nodes (e.g A, B, and D) are sending data towards a node (e.g C) that has
external network access. For generality, we show that the nodes may be connected
with alternative links (such as fiber or low frequency wireless for redundancy),
even though the selection of appropriate alternatives is not the focus of this
paper (see Section 5). Given this scenario, the objective of the MMWN routing
protocols is to route around link failures without loosing data packets.

Earlier research has considered several different protocols for routing in mesh
networks [19,20]. The focus of the community has been on issues related to shared
medium contention and mobility, as well as metrics to quantify their effect on
data transmission [21,22,23]. However, MMWNs are neither mobile nor do they
have contention issues. Thus, with the exception of link instability, MMWNs
share most of their characteristics with wired networks.
2 72.5 GHz radio with transmit power of 17 dBm, antenna gain of 43dBi, BFSK

modulation, and Reed-Solomon FEC code over 10 km link using 1000B frames.
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Fig. 1. Schematic of an MMWN with weather system

Conventional wired routing protocols, on the other hand, assume stable end-
to-end paths composed of highly reliable links. Millimeter-wave links experience
a continually varying link quality (state), particularly during rain storms, which
leads to unstable end-to-end paths over time. Since the commonly used link-
state protocol OSPF [24] does not mandate or recommend specific link metrics,
the default implementations do not instrument explicit mechanisms in the pro-
tocol to support cost metrics based on physical link characteristics such as BER.
Realising the need for OSPF to handle dynamic network scenarios, several mod-
ifications to support mobility are being currently reviewed [25,26]. However, in
case of static MMWNs, the network dynamics are a result of link disruptions
rather than mobility. In summary, the static, point-to-point, high-capacity but
unreliable links of MMWNs present a unique case that can benefit from a domain
specific network solution.

Due to the constantly varying link quality, it is necessary for the system to
self-optimise in order to deliver reliable service. Thus, it is the goal of this paper
to explore intelligent cross-layer mechanisms that optimise network routes so as
to deliver the highest possible service availability and reliability.

3.1 XL-OSF: Cross-Layered OSPF

A cross-layer approach to link metrics could significantly improve the perfor-
mance of dynamic link state algorithms [27,28] We chose OSPF (Open Shortest
Path First) [24] because it has been widely researched and deployed. OSPF has
two basic mechanisms to determine link state. One is the Link State Advertise-
ments (LSAs) generated by each node carrying the status of all its links along
with their costs, which are flooded throughout the network. Secondly, hello pack-
ets are used to determine if the link to a given neighbor is still alive. A dead
interval based on the hello interval is used to detect dead links. The routes
are reactively updated after the LSAs propagate through the network. With
rapidly varying link quality, the only mechanism through which OSPF in its
default configuration can detect link degradations is when four consecutive hello
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packets are dropped. Since the size of the hello packets is much smaller than
data packets, a BER that results in four consecutive hello drops will correspond
to a significantly higher data packet drop rate.

One mechanism that can be used to improve the performance of OSPF is a
cost metric that is proportional to the bit error rate of the link. However, this is
a difficult proposition given the lack of information exchange between the link
that detects the actual packet losses and the network layer that determines the
routes. Several mechanisms are possible that use in band (packet header) or
out-of-band (probe packets) signaling to determine the actual packet error rate.

For the purpose of analysis, we assume such a mechanism that informs the
routing layer of the effective packet error rate (PER). We define a cost metric
that is proportional the the effective PER, carefully choosing the scaling factor
so as to avoid route fluctuations. The exact values of the scaling factor and link
weights are given in Section 4.1. The performance of OSPF with this cost metric
is discussed in Section 4.2.

Even with the error-based cost metrics, OSPF remains a reactive protocol that
requires a finite amount of time before it adapts to changes in link state. If the
application or service demands a highly-reliable service, the reactive protocols
must have a very short update interval on the order of milliseconds. But this
adds unacceptable level of overhead even for broadband networks as discussed in
Section 4.2. In the following section, we discuss a predictive alternate for routing.

3.2 P-WARP: Predictive Weather Assisted Routing Protocol

As discussed above, reactive algorithms cannot meet stringent 50 ms restoration
service requirements in MMWNs during weather disruptions. Furthermore, it is
difficult to measure effective BER or PER at the routing layer without an ex-
plicit signaling mechanism. In this section, we investigate the use of information
external to the network in order to predict the future state of links.

The proposed predictive routing algorithm is a link-state algorithm that
utilises weather radar to forecast the future state of the link. In contrast to the
OSPF solution mentioned previously, the primary difference is the mechanism
through which the link costs are obtained. While XL-OSPF depends on BER
measurement from errored packets, we propose P-WARP (predictive weather
assisted routing protocol), in which BER of each link is calculated from weather
data that is modeled in real-time using the following methodology:

Modeling Effective Rain Rate from Weather Radar. Short-term weather
prediction obtained from doppler radar is used to model the predicted rain in
the geographical region of the mesh network. Radar data is first passed through
a geometric model that maps the areas corresponding to different rain intensities
to ellipses. For the sake of simplicity, all precipitation regions are divided in to
3 categories representing heavy, moderate and light, or no rain. The rain rates
assigned to each category depends on the characteristics of transceivers such as
link budget and the length of the transmission link. For example, measurements
on a typical off-the-shelf millimeter-wave system suggest that for a 10 km link,
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heavy rain corresponds to an average rate of 5 mm/hr or more, moderate rain
corresponds to 2–5 mm/hr, and light or no rain corresponds to an average rate
less than 2 mm/hr.

Link Cost from Effective Rain Rate. The rain rate obtained in the pre-
vious step is then used to determine the effective BER on all the links of the
network based on calculations from Section 2. This processing is done at a either
a single core node or a small subset of nodes that are connected to the exter-
nal network and are capable of receiving weather-radar data. The topology and
physical location of the network is pre-programmed into the software module
that does the link BER calculation as well as the PER (packet error rate) for
a predefined average packet size. Finally, the link costs are calculated from the
PER as discussed in Section 4.1.

Link Status Updates and Route Computation. The weather-based link
status updates (WLSUs) in P-WARP are slightly different from the link state
advertisements (LSAs) of OSPF. WLSUs are generated from the core nodes and
contain the costs of all links in the network based on their predicted quality.
These weather based updates are flooded throughout the network. When an in-
dividual node receive a WLSU, it recomputes routes using the Dijkstra shortest
path first algorithm. However, unlike OSPF individual nodes do not generate
separate LSAs for the links to their neighbors. This approach significantly re-
duces the protocol overhead because only one update is generated for all the
links and updates are generated only when a change in one or more link costs
is predicted. Thus, the network reroutes traffic ahead of the incoming storm
thereby minimising the packet loss.

Route Sensitivity. Due to storm movement, the effective BER on each link
will vary continuously over the duration of the event. In order to avoid route
flaps and false alarms, we use thresholds along with hysteresis. A minimum no-
ticeable change BERthresh is defined below which all BER changes are ignored,
which determines the resolution of the algorithm. Further, a hysteresis percent-
age Hthresh determines the minimum change in the cost of a link for an update
to be generated.

4 Performance Evaluation

In this section, we present our methodology for modeling and simulating storms.
We also present the specific details of XL-OSPF and P-WARP which were used
in the simulations. Finally, we quantify the disruptive effect of storms as well as
the disruption tolerance of the proposed mechanisms.

4.1 Methodology

Storm Modeling. A typical example of a rain storm snapshot over part of the
mesh network is shown in Figure 2(a) as a radar reflectivity map. The link length
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Fig. 2. Example storm model

in this example is 10 km. The geometric model of the storm at that instant
is shown in Figure 2(b). Our model divides the radar reflectivity image in to
regions of high (red), low (yellow) and little or no (green) precipitation. Each
region is modeled as an ellipse (R1–R5) and individual links are represented as
line segments. Equation 2 is used to calculate the effective BER and PER based
on the intersection between the links and storm ellipses.

This example shows that while certain links (e.g. BC) are severely degraded
due to the heavy rain, it is possible to re-route traffic on other adjacent links
(e.g. BA) that are not in an intense rain region. Recall from Section 1.1 that
this pattern of rain intensity distribution is typical for a majority of storms in
the US Great Plains. In order to model a storm in real time, we continuously
calculate the link attenuation and generate WLSUs as the storm moves through
the network. The rate of WLSU generation is dependent on the dynamics of the
storm relative to the network.

Routing Protocol Configuration. We evaluate the performance of XL-OSPF
and P-WARP and compare them against OSFP using common defaults, as well
as static routing as the lower bound on performance. For standard OSFP, we
use the default values of 10 and 40 seconds for hello and dead intervals re-
spectively [29]. The LSAs in XL-OSPF are rate limited to 10 seconds, whereas
WLSUs in P-WARP are rate limited to 30 seconds, predicting the weather ap-
proximately a minute in advance.

For both XL-OSPF and P-WARP the link costs and other protocol parameters
are set as follows. Assuming uniform distribution of the bit errors, the cost of a
link between two nodes i and j is calculated as:

Cij = P × BERij × γ (3)

where P is the average packet size on the network, BERij is the bit error rate
observed on the link, and γ is the scale factor. The scale factor determines the
sensitivity of the link cost with respect to change in BER and is set to 1000 in
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our simulations. A BERthresh of 10−8 is used to define the minimum observable
change in BER with hysteresis using Hthres of 10% to avoid excessive route flaps
in the network. Finally, the value of cost is bounded in the range of [1, 1000] which
determines the maximum number of hops a packet can traverse in order to avoid
an error-prone or lossy link. Since, the objective here is to avoid disrupted links
at all costs, we set this range to 1000.

4.2 Simulation and Results

We conducted simulations using storm modeling software that we developed in
Matlab and the ns-2 simulator [30].

Simulation Setup. The simulated topology consists of 16 nodes connected in
a square mesh as shown in Figure 3. The millimeter-wave links between any two
nodes are 10 km long. The nodes remain fixed at their locations throughout the
simulation. Modeling a cellular backhaul network, nodes 0 and 15 are connected
to the external network (Internet) and hence are sink nodes. The remaining 14
nodes generate traffic at a rate of 2.4 Mb/s that is destined to one of the two sink
nodes, picked randomly. The generated traffic is CBR (constant bit rate) over
UDP with a packet size of 1000 bytes. We use two different storms to evaluate
the disruption tolerance of the proposed mechanisms. These storms consist of
an outer yellow ellipse varying between 20–30 km in diameter and inner red
ellipses with a diameter varying between 5–10 km. The first storm consists of
four high-intensity regions whereas the second storm contains two high-intensity
regions. Both storms last for a duration of 30 minutes over the mesh network.
We evaluate the packet delivery ratio and the service availability of the network
for four different routing mechanisms.

Packet Delivery Ratio. The packet-delivery ratios averaged over a window
of two seconds are shown in Figure 4 for all four routing protocols. This plot
shows the instantaneous response of the network to the first simulated storm.
As the individual links fail due the storm, the delivery ratio of the network falls
rapidly. The time taken by the network to recover from link failures depends on

12 13 14 15

8 9 10 11

4 5 6 7

0 1 2 3

Fig. 3. Simulation topology
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Fig. 4. Windowed average of received packets: first storm

the routing protocol. Static routing, as expected, performs very poorly marking
the lower bound. OSPF without any modification performs better than static
because it can sense link outages from the loss of four consecutive hello packets.
However, the delay in detection and route re-computation results in significant
packet loss. XL-OSPF performs better than static and standard OSPF because
it can detect degrading links in a shorter time from the their cost, as advertised
in the link state updates. Since the cost metric is directly proportional to the link
error rate, high PER paths are avoided whenever possible. P-WARP outperforms
all three protocols because it can predict an upcoming link failure from weather
updates and reroutes traffic ahead of the disruption.

For example, consider the packet delivery ratios at t = 1100 s in Figure 4. At
1100 seconds, the storm disrupts several links causing severe packet loss in the
case of static routing. Furthermore, the network does not recover until the storm
passes at 1600 seconds. OSPF, on the other hand, detects failed links and recovers
at 1140 seconds, indicating a 40 sec recovery time which corresponds to the dead
interval. XL-OSPF recovers much faster compared to OSPF and static routing.
It takes approximately 10 seconds to get back to 100% delivery ratio. Finally,
P-WARP does not drop any packets at all confirming its predictive behavior.
Accurately predicting the impending disruption, P-WARP preemptively routes
data on stable paths, thereby avoiding the failed links completely.

In order to compare the aggregate performance of the protocols, the cumula-
tive average of the packet delivery ratio is shown in Figure 5. The cumulative
average of packets delivered by XL-OSPF is very close to that of P-WARP,
both of which outperform conventional OSPF. In the case of XL-OSPF, the
frequency of LSAs determines the reaction time of the network; strict restora-
tion times would require very short update intervals. Because of its predictive
nature, P-WARP has two distinct advantages: first, it has no reaction time which
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Fig. 5. Cumulative average of received packets

might be necessary if stringent service requirements such as 50 ms restoration
are to be met; secondly, the frequency of weather updates does not scale with
the restoration times, leading to lower protocol overhead.

Service Availability. In order to evaluate the availability of the network we
consider a media streaming-application. The availability of the network is then
defined as the percentage of time that the network can deliver data reliably to
the destination with no errors within a given delay bound. Table 1 shows the
availability of the network for the duration of the simulation for two different
weather events. We selected a delay bound of 4 ms that is derived from cellular
backhaul deployments. Predictive routing outperforms all the other cases since
it routes traffic ahead of time, thus increasing the duration during which the ser-
vice remains available. Among the other three mechanisms, XL-OSPF performs
closest to predictive routing.

We have conducted several more simulations with varying update intervals
for OSPF and XL-OSPF, and have observed that while the general relationship
between the OSPF, XL-OSPF and P-WARP routing remains the same, the
performance gap between XL-OSPF and P-WARP decreases with increasing
LSA frequency, as expected.

Overhead. Static routing does not generate any overhead traffic. Conventional
OSPF generates periodic hello messages as well as LSAs. However, the frequency

Table 1. Service availability

Protocol Availability Storm-1 Availability Storm-2

P-WARP 0.9700 0.9638
XL-OSPF 0.9666 0.9554

OSPF 0.9514 0.9209
Static 0.7769 0.7304
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of the LSA does not affect the performance because the quality of the link is not
reflected in the its cost metric. On the other hand, XL-OSPF uses a cost metric
that is proportional to link BER and hence generates frequent updates that are
flooded in the network. In order to react quickly to weather disruptions, XL-
OSPF must generate LSAs at a higher rate, leading to a significant increase in
overhead. The number of updates generated in P-WARP is comparatively lower
for two reasons. First, a single WLSU update carries the predicted costs for all
the links. Hence, individual nodes do not generate link state updates. Secondly,
an update is generated only when there is a change in the predicted BER of one
or more links. Since the performance of the P-WARP is not dependent on the
arbitrary update frequency, WLSUs are rate limited to one in every 30 seconds,
representing the weather-prediction interval.

5 Conclusions and Future Work

In this paper, we have shown that millimeter-wave mesh networks must be self-
optimising in order to provide reliable service under weather disruptions. It is
observed that conventional reactive routing mechanisms do not perform well
without a cost metric that reflects the physical status of the link. We presented
two domain-specific mechanisms that utilise cross-layering between physical and
network layer to improve the availability of network. In XL-OSPF, a cost metric
that is proportional to the BER is shown to perform well under lightly loaded
conditions. A novel predictive routing algorithm P-WARP based on a short-
term weather forecast outperforms reactive routing both in terms of throughput
and overheard. The proposed algorithm finds the optimal paths with relatively
low frequency of routing updates. Simulations show that MMWNs with the
proposed self-optimising mechanisms form a viable low cost solution to high
speed backhaul and access networks.

We are currently evaluating the proposed schemes with real storm data col-
lected by the US National Weather Service. Preliminary results based on real
storms indicates a good match with the results shown in this paper. We intend to
study several more cases to evaluate the performance of the network for different
type of applications as well as different type of storms such as tropical, cyclonic. A
fiber or low-frequency wireless bypass to overcome node failures remains a part of
our future work. In order to support heavily loaded networks, we are investigating
metrics that consider link quality as well as available capacity of the active links
in its forwarding decisions. Future work also includes image processing of radar
data to automatically calculate link attenuation on a linear scale.
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Abstract. We focus on the question of self-organized scheduling of event
detection in SANETs. This question is especially challenging in very dy-
namic environments. Recently, a number of self-organization methods
have been published that focus on network-centric operation in such
networks. Based on our previously developed RSN system, which is a
light-weight programming scheme for SANETs, we study the feasibility
of promoter / inhibitor based feedback for self-organized schedule man-
agement of rule executions. Early simulation results outline the feasibility
of the approach.

Keywords: Sensor and actor networks, feedback loop, promoter, in-
hibitor, network-centric operation, bio-inspired networking.

1 Introduction

Programming of heterogeneous Sensor and Actor Networks (SANETs) is being
investigated since several years. Especially, light-weight solutions are demanded
for simplified updates of programs during run-time. Besides the requirements
and challenges in terms of energy efficiency and the capability to work on low-
resource embedded systems, additional coordination among the nodes need to
be supported in SANETs.

Figure 1 depicts a typical SANET. Several sensor nodes are shown that di-
rectly interact with associated, i.e. co-located actuators. The system-inherent
actuation facilities need to be controlled, i.e. activated and driven, by network-
inherent sensor measures. This leads to new challenges such as critical real-time
operation requirements [1]. Possible solutions can be found in approaches related
to the main ideas of autonomic networking, i.e. the development of self-managing
networks. Accordingly, most recent approaches focus on network-centric opera-
tion, i.e. the data management without central base stations, as the key paradigm
to handle the mentioned challenges.

In previous work, we developed Rule-based Sensor Network (RSN), a light-
weight programming scheme for SANETs [2]. RSN provides all the means for
programming heterogeneous SANETs including techniques for updating pro-
grammed rule-sets during run-time. An open issue is the scheduling of rule ex-
ecutions, which is especially challenging in dynamic environments, i.e. in case
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Fig. 1. Network-centric operation in SANETs for dynamic event detection: principle
(left) and simulated scenario (right)

of mobility, unforeseeable events, and similar dynamics. The need for optimized
scheduling of program execution becomes clear in the following application sce-
nario that – while simplistic from a high lever point of view – shows a number of
characteristic challenges for developing self-organizing SANETs. Figure 1 depicts
a number of sensors trying to detect one or more mobile targets. Obviously, the
detection quality increases if the sensors perform the measurement (and transmit
the results) frequently. In contrast, this will lead to many unsuccessful measure-
ments wasting energy and reducing the network lifetime [3].

From an algorithmic point of view, first solutions for optimized event de-
tection are available. Akan et al. developed an event detection mechanism for
SANETs [4], which provides efficient path selection between the monitoring
nodes and the event sink. Similarly, the sensor-actor coordination approach by
Melodia et al. [5] includes means for associating sensors to adjacent actor nodes.

This paper presents a bio-inspired promoter / inhibitor based feedback sys-
tem that allows self-organized schedule management for rule execution. This
approach has already successfully been applied to other problem domains [6, 7].
We implemented this scheme for use with RSN. For evaluation purposes, we
developed an appropriate simulation model to analyze the behavior and perfor-
mance. Early results clearly outline the feasibility of the approach.

2 RSN – Rule-Based Sensor Network

2.1 RSN Operation

Recently, we developed RSN, a rule-based programming system for supporting
network-centric operation in heterogeneous SANETs [2]. Basically, RSN is an ar-
chitecture for data-centric message forwarding, aggregation, and processing, i.e.
using self-describing messages instead of network-wide unique address identifiers.
In this earlier work, we proved that RSN explicitly outperforms other SANET
protocols for distributed sensing and network-centric data pre-processing in two
dimensions: (a) reactivity of the network, i.e. the response times for network-
controlled actuation can be reduced, and (b) communication overhead, i.e. the
bandwidth utilization on the wireless transmission channels was improved.
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Fig. 2. The working behavior of a single RSN node. Received messages are stored in a
buffer. After Δt, they are selected to a working set according to specific criteria, and
finally being processed, i.e. forwarded, dropped, etc.

Figure 2 depicts the working behavior of a single RSN node. After receiving a
message, it is stored in a message buffer. The rule interpreter is started period-
ically (after a fixed Δt) or after the reception of a new message. An extensible
and flexible rule system is used to evaluate received messages and to provide the
basis for the node programming scheme. Thus, the local behavior is controlled by
a rule interpreter in form of simple state machines. The interpreter is applying
the installed rules to previously received messages.

In several experiments, the period of RSN execution Δt has been identified
as a key parameter for controlling the reactivity vs. energy performance of the
entire RSN-based network. Basically, the duration of messages stored in the local
node introduces an artificial per-hop delay. The optimal value for Δt affects the
aggregation quality vs. real-time message processing.

2.2 Feedback Loop Controlled RSN

In the selected scenario, i.e. monitoring of dynamic, mobile entities in a SANET,
an optimized value of Δt can be exploited for optimized event detection. In the
following, we describe a bio-inspired approach based on dynamic promoter and
inhibitors for self-organized event detection. The concept is inspired by the self-
regulating process of blood pressure control by the Angiotensin-Renin regulatory
process [8]. The adaptation of biological promoters and inhibitors is depicted in
Figure 3. Local success is defined as a successful target detection. We exploit
the characteristics of the continuous mobility pattern of the monitored targets:
in each time step, the target under observation can be expected to be present
in a close proximity of its last position. This is depicted as success of neighbors,
i.e. identification of a target. Furthermore, we assume to have no knowledge
about the specific mobility model, i.e. the exact direction of the target – in the
simulation experiments, we employed different mobility patterns of the target to
analyze the performance of the approach.

In particular, we used the following RSN rules, which are installed on each
sensor node, to determine the current network situation and, therefore, to adapt
the local rule execution frequency. If the local measurement was unsuccessful,
the rule execution period Δt is set to its maximum value to achieve optimized
energy performance (in this example, the maximum period is set to 10 s):
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Fig. 3. Feedback loop controlled operation using promoter / suppressor mechanisms

i f : count = 0 then {
! controlMgmt ( $con t ro l :=rsnMgmtSetEvalInt , $text :=”10 s ”) ;
! stop ;

}

In contrast, if the local measurement was successful, Δt is reduced to the
minimum (in the example, it is set to 1 s):
i f : count > 0 then {

! controlMgmt ( $con t ro l :=rsnMgmtSetEvalInt , $text :=”1 s ”) ;
! send ( $type := rsnSensorLuminance , $value :=@maximum of $value ) ;
! drop ;

}

Finally, the most interesting case is the exploitation of overheard messages
from neighboring nodes. If such a node successfully detects a target, the radio
message will usually travel faster compared to the target itself. Thus, depending
on the distance to the node that detected the event, the rule execution period
Δt can be updated. We used the average of the hop count as a basis measure as
there is no localization scheme in place in our example. Alternatively, the real
distance to the neighboring node could be evaluated.
! controlMgmt ( $con t ro l :=rsnMgmtSetEvalInt , $text :=@average o f $hopCount ) ;

Basically, the shown rules only represent the basic idea of the feedback loops
to be used to adaptively set the rule execution period Δt. We experimented with
a number of settings as well as algorithms. Selected results of these experiments
are presented in the following.

2.3 Simulation Experiments

In the following, we present some early simulation results. In order to evaluate
the efficiency of RSN, we compared it to the typical setup used in other sensor
network scenarios for event detection. Multiple sensor nodes are continuously
measuring environmental conditions, i.e. detect mobile targets, and transmit
this information to actors in their neighborhood. In order to evaluate the com-
munication behavior in this scenario, we created a simulation model in which
100 sensor nodes are placed on a rectangular playground. The nodes are either
distributed in form of a regular grid or using a random pattern. In addition to
these sensor nodes, four actors are included in the middle of each quadrant as
depicted in Figure 1 (right). Furthermore, we added a mobile target that moves
either on a rectangular trajectory or based on a random waypoint model.



260 F. Dressler

●●●

0.
2

0.
4

0.
6

0.
8

1.
0

scenario, monitoring interval

ra
tio

 o
f r

ec
ei

ve
d 

ev
en

ts

static adaptive
1s 10s 20s 10s 20s

●●●●●●●●●●●●●●●●●●●●●
●●●●●●●●●●
●●●●●●●●●●
●●●●●●●●●●●●●●●●●●
●●●●●●●●●●●
●
●
●
●●●●●●●
●●●●●●
●●●●●●●●●●●●●●●●●●
●●●
●●
●●●●
●
●●
●●●●●●●●
●
●●
●●●●●●●●●●●●●●●
●●●●●
●●●●●
●●●●●●●●●
●●●●●●●●●●
●●●●●
●●
●●●
●●●

●●●●●

●●●●●●●●
●●●
●●●
●
●
●

●●
●●
●
●●●
●●●

●
●●●
●
●
●
●
●
●
●●●
●●●●
●

●
●●
●●●●
●
●●●●●●
●●●
●●●
●●●
●●●●
●●●
●
●
●●●●●●
●●●

●
●
●●●●●●●
●●
●
●●
●
●●●●●●●
●●●●
●

●

●●●
●●●●
●●●●●
●●
●
●
●●●
●
●
●
●
●●●
●●●●
●●

10
0

20
0

50
0

10
00

20
00

scenario, monitoring interval

to
ta

l e
ne

rg
y 

(n
or

m
al

iz
ed

)

static adaptive
1s 10s 20s 10s 20s

●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●
●

●

●

●

●

●

●

●

●

●

●

●

●

●
●

●

●

●

●

●

●
●

●

●●

●

●

●
●●
●

●

●

●

●

●●
●
●●●
●

●

●

●●

●

●●

●

●
●

●

●
●

●

●

●

●

●
●

●
●

●

●
●
●

●

●

●

●

●

●

●

●

●

●
●

●

●

●

●

●

●

●

●●
●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●●●●

●

●

●

●

●●●●●●

●

●●

●

●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●

●

●●●●●●●●●

●

●●

●

●

●

●
●

●●

●●

●●

●

●●●●●●●●●●●●●●●

●

●●

●

●●●●●●●●●●●

●

●

●●●●●●●●●●●●●

●

●●

●

●●●●●●

●

●●

●

●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●

●

●●●●

●

●●●●●●●●●

●

●

●

●●●●●●●●●

●

●●●●●●●●●

●

●●

●

●●

●●

●●

●

●●●

●

●

●

●

●

●

●
●●●

●

●●●
●●

●●

●

●
●

●
●
●
●

●●●

●

●
●

●

●●
●●●●
●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●●

●

●

●

●●

●

●

●●

●

●●

●●

●

●

●

●

●

●

●

●

●●●●

●

●

●

●

●●

●●

●

●

●●

●

●

●●●●

●

●●●

●

●

●

●

●●

●

●

●●●

●

●

●

●

●

●

●●

●

●

●●●●

●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●

●

●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●

●

●●

●

●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●●

●●

●

●

●

●

●

●

●●

●●

●

●●

●

●

●

●

●

●

●

●

●●

●

●

●

● ●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●

●

●

●

●●

●●

●

●●

●

●

●

●●

●

●

●●

●

●

●

●

●

●

●●

●●●●●●●

●●

●

●●●

●●●

●●●●●●●●

●

●

●●

●

●

●●

●

●●●●●

●●

●

●

●●

●

●

●●

●

●●

●●

●

●

●

●●●

●

●

●●

●

●

●●●

●

●

●

●

●

●

●

●

●●

●●●●

●

●●

●

●●

●●

●●

●

●

●●

●

●

●●●●

●

●

●

●●

●

●

●●

●

●●

●●●●●●

●

●●

●

●

●

●●●

●●●

●●

●

●●●

●

●

●

●●●●●●

●●

●●

●

●

●

●

●●●

●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●●

●

●●●●●●

●

●●

●

●

●

●●●

●●●

●●

●

●●●

●

●

●

●●●●●●

●●

●●

●

●

●

●

●●●

●

●●

●●

●●●●●●●

●

●

●●

●

●

●

●●

●

●

●

●

●

●●●●

●●●●

●

●

●●

●●●

●●
●●

●

●●
●
●

●●
●
●

●●
●

●
●
●

●

●

●
●●
●

●
●●
●●
●●
●

●

●●
●

●

●

●

●

●

●●
●
●

●●

●●

●●

●●
●●

●

●

●

●●
●
●

●
●
●●
●●
●

●

●●
●

●

●

●
●●
●
●
●●
●●
●
●
●

●

●●
●

●

●

●

●●●●●
●●●

●

●●●●

●

●●●●

●
●●
●

●●●●

●

●

●●●●●●●●

●

●●●●

●●

●

●

●

●

●●●●

●

●
●●●

●

●
●●●

●

●●●●

●
●
●
●

●●●●

●

●
●●●

●

●●●●

●

●

●
●●●

●
●
●
●●●

●●●●

●

●●
●●

●

●●●●

●

●●●●

●

●

●

●

●
●
●
●

●●
●

●
●

●

●

●

●

●

●

●

●●

●

●

●

●
●

●
●

●

●

●

●

●
●
●

●

●

●

●

●

●

●

●

●

●

●

●

●
●●
●
●

●

●

●●
●
●

●

●●

●●
●
●

●

●

●
●

●

●

●

●●●

●

●

●

●●

●
●●
●●●
●
●
●
●

●

●
●
●
●

●●

●

●
●
●

●
●
●

●
●
●

●

●●

●

●●

●
●

●

●

●

●●
●

●
●●

●

●

●●

●

●●
●
●
●

●●

●
●

●
●
●
●
●

●

●
●

●
●
●●
●

●

●●
●

●

●
●●

●
●●

●

●

●

●
●●
●

●●
●●

●

●●
●
●

●

●
●

●

●
●
●

●●

●

●

●●●

●

●

●

●
●

●

●

●●

●

●

●

●●

●

●●●●
●●●●
●
●

●
●

●

●
●

●

●●●

●

●

●

●●
●
●
●
●

●

●
●

●
●
●●
●
●
●●
●

●

●●
●

●

●●

●

●●
●
●●●●●

●

●
●
●

●●●●

●
●
●●●

●

●

●●

●

●

●

●●
●
●

●

●

●

●

●
●
●
●

●
●

●●

●

●
●
●
●

●

●
●●●●
●
●●
●

●
●

●●
●●
●●
●

●

●
●

●

●●●
●●

●

●

●
●●●

●

●

●

●

●
●

●
●

●

●
●●●
●

●

●

●

●

●

●

●

●

●

●

●

●●●

●●
●●●●●●●
●●●●

●

●●●●●

●
●

●

●●●●●

●

●●
●
●
●●●●●
●●●

●

●

●

●

●●
●●

●

●●●●●●●●
●
●●●

●

●

●

●●●●●
●●●

●

●●●●●
●●●

●●

●

●●

●
●●●

●

●●
●●●●●●●●●
●

●
●
●

●

●●

●●●●●●
●
●
●
●●
●●●●●

●●

●●●
●
●
●●
●●●●●

●

●●●●
●

●

●
●●
●●
●●●
●
●
●
●●●●
●●●●
●
●●●
●●●●●
●●
●●
●

●●
●●●
●
●●●●
●●●●●

●

●
●●

●

●

●

●

●

●

●

●

●

●
●

●●

●

●

●

●

●

●

●
●

●

●

●

●

●
●

●

●
●
●

●

●

●
●

●

●

●
●

●

●

●

●●

●

●

●

●
●

●

●

●

●

●
●

●

●
●

●

●
●●

●

●

●

●
●

●

●●●●●●
●
●●●●●

●

●

●

●

●
●●●
●
●
●
●●
●●
●●

●
●●●

●●
●

●

●
●
●●●

●

●

●●
●
●●
●●

●●

●●●●
●●●●●●●

●

●●
●
●
●
●
●●
●

●

●●●●●
●

●
●

●
●

●

●●
●●●
●
●
●
●
●

●

●
●

●

●●
●
●
●
●
●

●

●
●●
●
●●
●
●●●●●●

●

●

●
●

●

●
●●

●

●

●
●●

●

●

●●
●
●●
●●●●●●
●

●

●
●
●
●
●●

●

●
●

●

●
●●
●●
●●
●

●
●●●
●●●
●●
●●●
●
●●
●
●
●●●
●

●
●●
●
●●
●

●

●
●●

●

●
●●●
●
●●●

●
●
●
●●●
●
●●●●

●
●●●

●

●

●

●
●●

●

●
●

●

●

●●
●●●●●
●●
●●
●
●●

●

●●●
●●●●●

●

●●●●

●
●●●
●

●

●●●

●

●

●

●

●●

●

●

●

●

●
●

●

●

●●

5
10

20
50

10
0

50
0

20
00

scenario, monitoring interval

en
er

gy
 p

er
 m

on
ito

re
d 

ev
en

t (
no

rm
al

iz
ed

)

static adaptive
1s 10s 20s 10s 20s

Fig. 4. Ratio of detected (monitored) events compared to all possible detections (left)
and energy performance: total energy including all communication activities (middle),
and the energy per monitored event (right)

The following scenarios have been analyzed: (a) static configuration of the
RSN rule execution period as a baseline measurement to evaluate the adaptive
behavior, and (b) two versions of the dynamic feedback based approach (differ-
ent initial periods). Additionally, we modified the deployment pattern and the
mobility model of the mobile target. All results are shown as boxplots. For each
data set, a box is drawn from the first quartile to the third quartile, and the
median is marked with a thick line. Additional whiskers extend from the edges
of the box towards the minimum and maximum of the data set.Additionally,
the mean value is depicted in form of a small filled square. In most graphs, the
overall mean and median are shown in the middle bar.

The efficiency of the event detection algorithm can be analyzed using the
number of detected events. The earlier an event can be detected, the higher the
probability another sensor in the local vicinity can detect the same event, i.e. the
moving target, again. Figure 4 (left) shows the performance of the static vs. the
adaptive approach depicting the ratio of events as received by the actor nodes.
As can be seen, the event detection ratio is optimal for the static scenario with 1 s
sampling rate. The adaptive approach always outperforms the respective static
configurations. Obviously, the feedback loop works in the positive direction, i.e.
the amplification via neighbors and successful local measurement.

As a second measure, we analyzed the energy performance, which also de-
scribes the energy efficiency of the entire system, and thus, the possible network
lifetime [3]. Figure 4 (middle) depicts the total energy consumed by the SANET
normalized to an energy per operation ratio of one, i.e. one event detection op-
eration costs one energy unit. Both the measurement and the communication
energy are considered. For the static scenarios, the event detection rate is ex-
actly defined by the rule execution interval Δt. In the adaptive cases, the energy
values also outline the behavior of the feedback loops. In order to compare the
energy performance with the quality of the event detection, the energy per moni-
tored event is analyzed in Figure 4 (right). As can be seen, the mean of all energy
per monitored event measurements is almost identical (however, the average for
the static 1 s scenario and the adaptive scenarios is a bit higher). Therefore,
we can conclude that even though more energy is needed in the adaptive so-
lutions compared to the static ones, the overall performance is much better as
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almost no energy is wasted for monitoring activities while there is no target
around.

3 Conclusion

We presented early results of an adaptive solution for rule execution on dis-
tributed SANET nodes. The algorithm is based on a bio-inspired feedback loop
that uses promoters, i.e. positive feedback, and suppressors, i.e. negative feed-
back. We implemented this scheme based on our previously developed RSN
system, which provides collaborative sensing and processing in SANETs with
purely local rule-based programs. Our approach exploits positive feedback from
neighboring nodes that already detected the target, i.e. the probability of target
detection increases, and from successful local monitoring. Inhibitory effects are
introduced by negative feedback from unsuccessful operations. From the simu-
lation results, we can see that the adaptive scenarios provide a good trade-off
between energy performance and clearly improved event detection rates.
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Abstract. Wireless sensor networks are distributed ad-hoc networks that consist 
of small sensor devices collecting and transmitting data. In such devices, opti-
mizing power consumption due to sensing and routing data is an open area for 
researchers. In earlier works, approaches based on the Gur game, ant algorithms 
and evolutionary algorithms were introduced. These approaches have been em-
ployed to control the number of active sensors in wireless networks required to 
guarantee high performance parameters while taking energy conservation into 
consideration. These studies though ignored the coverage redundancy, which is 
a key issue in sensor networks. In this paper, we use the mathematical paradigm 
of the Gur Game in order to achieve the optimal assignment of active sensors 
while maximizing the number of regions covered by sensor nodes. We use a 
dynamic clustering algorithm that employs the concept of connected dominat-
ing sets. The proposed algorithm addresses this problem by playing Gur Game 
among the cluster nodes. We also further develop the earlier developed ants  
algorithm and genetic algorithm to take into consideration node addition and 
deletion. A simulation study was used to test the proposed algorithms under dif-
ferent network scenarios. 

Keywords: Wireless sensor networks; self optimizing; Gur game; Quality of 
Service (QoS); ants algorithms, genetic algorithms; connected dominating set. 

1   Introduction 

With advancements in sensor technology and drop in price, it is becoming more 
common to use large numbers of unattended small sensors in order to monitor remote 
sites. These sensors are low powered devices with very little computational capability. 
Wireless sensor networks allow sensors to work together in order to cover wide area 
in more comprehensive manner. Limited energy supply, low bandwidth, throughput 
optimization, coverage are some of the major issues in sensor networks. Due to unat-
tended nature of sensors in sensor networks energy supply is limited and it is neces-
sary to conserve energy. Since large number of sensors are used now a days, in order 
to cover the field comprehensively and accurately, sensors are likely to send redun-
dant data which will be waste of energy and bandwidth.  
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To guarantee high degree of reliability, sensors may cover overlapping areas to 
provide better performance parameters via redundancy. In many cases, it is desirable 
to provide a balance between the reliability of networks as well as reduction in power 
consumption. Usually, sensors are placed in sensor field randomly it is more likely 
that one or more sensors may be covering same region and they may end up in gather-
ing similar data which results in too much redundancy of data sent back to base sta-
tion which is good up to some extent but will result in sensors dying rapidly and will 
require frequent re-deployment which is very difficult in many of the scenarios in 
which sensors are used. In order to avoid this it is required that sensors may act to-
gether and co-operate in a way that they cover maximum area with minimum number 
of nodes active at a time. 

Numerous techniques have been proposed for nodes placement or topology of sen-
sor networks and mostly primary goal of all these techniques is energy conservation. 
Every protocol has its own pros and cons. Some are specialized energy aware routing 
protocols which consumes lot less energy, then others, while routing data [2,4,5].  In 
addition, incorporating basic fault tolerance measures have been investigated in sev-
eral studies [1,3].  

The greedy approach has been used by allowing the nodes to communicate with 
base station at a regular interval of time and Packet count, received at regular interval, 
is used as quality of service parameter in mathematical paradigm of the Gur Game to 
dynamically activate optimum number of sensors. The result is a robust sensor net-
work that allows the base station to dynamically adjust the resolution of network on 
basis of feedback it receives from the sensors in network [6].  

In this paper, we used the concept of coverage regions in sensor networks and Gur 
Game. This idea will allow the networks to dynamically self regulate the sensor nodes 
in order to cover maximum number of regions with minimum number of nodes. Addi-
tionally, since sensor nodes usually have a limited life span, it is not always reason-
able to assume that the sensor network has a fixed number of nodes. Hence, self  
optimizing algorithms need to take into consideration additions and deletions of net-
work nodes. Based on algorithms we developed earlier using genetic algorithms and 
Ants algorithms [7], we further develop these approaches to handle such variability in 
sensor networks. Simulation studies show that the developed methods deal with nodes 
additions and deletion effectively. 

2   Self-Optimizing Using Gur Game  

The algorithm uses the mathematical model of Gur Game in order to maximize the 
coverage with minimum number of active sensor nodes. This section covers details 
about Gur Game. Gur game can be described as a function which is random but work-
ing in a greedy fashion to achieve global optimization. The key in Gur game is reward 
function which is responsible to measure the performance of whole system. Higher 
performance reward functions moves towards value 1. After each iteration, the value 
of nodes changes probabilistically according to reward function. Regardless of how a 
node votes, it is rewarded randomly with probability r or penalized with probability 1-
r. Suppose at any instance the number of nodes saying yes is X then the reward prob-
ability will be r(X). In our case, we have taken x as the ratio between the number of 
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active nodes and the regions covered by the active nodes and it is required to be 0.40, 
i.e. the maximum value of reward function will be at X = 0.40. The reason behind 
using the 0.4 value is to target an acceptable level of redundancy so every region is 
covered by 2.4 nodes. Higher levels of redundancy would be appropriate for critical 
applications. Nodes in the game do not forecast the behavior of other nodes; instead 
they use trial and error method to produce the best result. It is clear from the Figure 1 
that losing behavior will make the nodes shift the chain towards middle while a win-
ning behavior will shift it outward. The nodes will be active when it is in positive 
numbered state and will be in-active when it is in negative numbered state.  

 

Fig. 1. Gur Memory 

Imagine a scenario in which it is required to gather data continuously at a particu-
lar interval of time from every single region of the field where several sensors has 
been deployed. There may be one or more then one sensor covering each region of the 
field. If all the sensors are active all the time then it will consume un-necessary 
amount of energy because of detecting and transmitting redundant data along with 
producing high interference which will cause the nodes to die very quickly resulting 
in shortening the life of sensors.  

Let us assume collection of n number of sensor nodes which are deployed in sensor 
field. The field is divided into ‘m’ number of small regions which is covered by one 
or more sensors. Every sensor has a small memory reserved for saving finite state 
which is described in previous section.  We can plot a bi-partite graph between sensor 
nodes and region covered by each node. At a regular interval of time sensors will send 
data along with the information about the region it covered. On the basis of numbers 
of sensor active and number of regions covered by these active sensors feedback will 
be sent randomly by the base station in form of reward or penalty. 

As the number of sensors and regions increased it takes more time to converge to a 
point where the ratio between number of regions covered and active nodes is 0.40. In 
order to avoid this delay we created clusters of small number of regions and then each 
branch in cluster has its own sink. This sink is assumed to act as router and theses 
routers are assume to be more powerful and are capable of sending feedback function 
to the nodes in its branch of cluster.  

Sensor nodes will send status and region it covers to base station, regardless of any 
stimuli it sense, at a regular interval of time. Each time base station receive any stim-
uli from sensor nodes in field it may or may not necessarily receive messages from 
optimum number of nodes per region which was desired to cover every region in 
sensor field. When ever a base station will receive the number of nodes active at a 
time and a region covered by active sensors nodes it will generate reward function 
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r(Xt) where t is the ratio between the regions covered and number of active sensor 
nodes at any given time. Finally base station will broadcast reward probability r(Xt) 
and sensors will reward itself with probability r or penalized with probability 1-r. The 
sensor Si will be active when it is in positive state and sleeping or in-active when in 
negative state. It will not be taking part in routing data when it is in sleep mode or in 
negative state. In sleep mode or negative state sensors will be listening to the network 
but will not be actively sending data which will save energy.  

3   Distributed Ants Algorithm and Genetic Algorithms  

In addition to the Gur Game based algorithm, we also used distributed Ants algo-
rithms and genetic algorithms to optimize the number of active nodes in the networks. 
In the ants algorithm, a given number of ants or a distributed agents visit the nodes of 
the sensor nodes, modeled as vertices in the underlying graph and changes the color 
of each visited node according to a local criterion. At a given iteration each ant moves 
from the current node to the adjacent node with the maximum number of violations, 
and replaces the old color of the node with a new color that minimizes this number. 
For a given node i, the number of violations is computed as the number of adjacent 
nodes to i with the same color than i. This action is randomly repeated for each ant the 
ant moves to the worst adjacent node with a certain probability pn (otherwise it moves 
to any other adjacent node randomly chosen), and assigns the best possible color with 
a probability pc (otherwise any color is assigned at random). Probabilistic nature of 
the algorithm allows the ants to avoid local minima and reach the absolute minimum. 
This process, which is carried out simultaneously by the set of ants, is repeated until 
the optimal solution is found or the algorithm converges.  

The algorithm starts by generating an arbitrary random coloring of the underlying 
graph of the network and each node identifies itself as active or inactive. Once it has 
been initialized, the process begins to evolve by assigning to every node a value cal-
culated as the difference between the number of adjacent vertices with the same status 
and the number of adjacent nodes with different status. Next, every ant moves to the 
adjacent vertex that has  maximum value, changes the status of this node and recalcu-
lates the values for it and its adjacent vertices, all that with a certain probability to 
avoid local minima. Once each ant has moved, the process is repeated until the algo-
rithm converges to a near optimal solution. This method, our multi-agent system, used 
up to 10 agents. The criteria for all our algorithm is that ratio between the number or 
regions covered by active sensor and number of active sensor. For all our simulations 
we used 0.4 as convergence number such that each area is covered by 2.5 nodes with 
the optimization criteria of maximizing the number of covered regions. 

The third self organizing algorithm we use is based on Constructive Genetic Algo-
rithms (CGA). CGA allows working on schemata instead of actual structures which 
helps us in simulating genetic algorithm on a dynamic population. CGA is an alterna-
tive to genetic algorithm which works on schemata and populations generating good 
schemata along with good structures. P-median is a classical graph theory problem in 
which the main goal is to select P nodes in a graph so as to minimize the sum of dis-
tance between each node to its nearest median node. This problem is NP hard prob-
lem. Suppose a graph G=(V, E) composed of n vertices and distance weight matrix uij 
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for all i,j ε V. we will try to find p medians where p will be equal to (Area of the re-
gion / average coverage by each node)*2. Theoretically this will result in each region 
covered by 2 sensor nodes. Schemata can be defined like an array with 1-0-X where 1 
denotes a node which is a median and 0 its not and X denotes a node which is not 
present at moment [7].  

4   Simulation Results  

We now present the simulation results for our algorithm. In our experiments, we as-
sume the memory size is 4 and sensors will pick regions randomly in the beginning of 
simulation and will not change its region during simulation. The number of regions 
covered by sensor nodes in all our simulations is kept 35. We performed the simula-
tion with 100 sensor nodes spread randomly in sensor fields. Each region is covered 
by random number of sensors and sensors will not die during the simulation. In the 
beginning each sensor will pick a random state and random region.  We assume that 
base station will send feedback 1 when the ratio for regions covered to active sensor 
nodes is 0.40 i.e. QoS will have a peak when 2.5 nodes will cover each region. The 
reward function used for the simulation is f, as calculated below. The parameter α is 
an integer defined as a function of the number of regions covered and is used to en-
hance the factor regions covered. Since the ratio between 20 regions to 60 active 
nodes will be the same as 10 regions to 30 nodes. But the second case with 20 regions 
covered is more desirable then the first one in which only 10 regions were covered. 
Following table shows how the number of regions covered change when the value of 
α changes. In each iteration, the algorithms calculates the  number of active nodes and 
number of regions covered from the packets it will received from the sensor nodes to 
base station. After receiving number of packets it will use the feedback function men-
tioned above in order to reward nodes with probability r or penalized the nodes with 
probability 1-r.  

f = 0.2 + 0.8 ev 
v = (-0.002)* (Xt*100- 40)2 
Xt = (#number of regions covered by active sensors) α / (# of active sensors),  

Xt vs Time

Time

X t

 

Fig. 2. Value of Xt vs. time with 100 Nodes 
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Figure 2 shows that it takes almost 400 iterations to reach the value of Xt=0.40. We 
ran the simulation several times and it converges to peak value of 0.40 between 340 
and 550 iterations. It is clear that the value of Xt oscillates in the beginning but con-
verges to optimal. Nodes die after being active for more then 50 seconds and will 
remain dead for a period of 50 to 90 seconds randomly before charging itself back to 
life. Here it will reach peak several times but due to death, random re-charging and 
random birth of new nodes it will be fluctuating. The graph in Figure 3 shows the 
simulation results in which nodes are added and removed randomly. 

Xt Vs Time

T ime

X
t

 
Fig. 3. Simulation Results for Dynamic Networks 

The results show that the network will try to converge to a point in which on an 
average 2.5 nodes will be covering each region hence we maximize the number of 
regions covered with minimum number of active sensors hence conserve energy. 
Based on the simulation results, it is clear that when we double the number of nodes 
even with same number of regions the time to converge increase. We can infer that an 
increase in number of nodes will increase the convergence time. For large networks, 
we use clustering to reduce the convergence time with the help of connected dominat-
ing set between the regions. In our simulation, we used tree growing algorithm to 
create dominating sets between the regions and make sure the dominating nodes re-
main active and act as cluster head to exchange messages. The connected dominating 
set formation phase includes exchange of information between the nodes of the re-
gions. After the dominating set is formed every dominating node’s region will have 
information about the other dominating region. After formation of dominating set, 
every region will start playing Gur game with its dominator region.  

Figure 4 shows that increasing the number of nodes will not effect the time it takes 
to converge to maximum value. This is due to the formation of sets which have small 
number of regions then the original case. The time depends on how connected domi-
nating sets are formed. It desirable that the connected dominating set should not be 
the minimum. The reason is that we don’t want our set to be large as it will be much 
easier to converge in case of small sets of region. This algorithms works on principal 
that local optimization will result in global optimization.  
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X t vs Time

Time
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t

 

Fig. 4. Value of Xt vs. time with 100 Nodes 

5   Conclusion 

In this paper, we introduce self optimizing algorithms to regulate the process of acti-
vating sensors while maximizing the number regions covered by sensor nodes. We 
proposed a dynamic clustering algorithm that employs the concept of connected 
dominating sets. The proposed algorithm then resolves the problem by playing Gur 
Game among the cluster nodes. We also improved on earlier ants algorithm and ge-
netic algorithm to take into consideration the dynamic nature of wireless sensor net-
works. To achieve the much desired redundancy in covering the monitored regions, 
the algorithm attempts to find the best assignment of active sensors while maximizing 
the number of regions covered by sensor nodes.  
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Abstract. In this paper, we use the self-organizing paradigms presented
in [1] to design a new QoS-routing intra-flow contention-based protocol
for wireless ad-hoc networks, called SQUIRREL. The admission con-
trol component of SQUIRREL, called: Scalable and Accurate Admission
control (SAICAC), has two variants: SAICAC-Power and SAICAC-CS.
SAICAC-Power estimates channel bandwidth availability through high
power transmissions and SAICAC-CS through passive monitoring of the
channel. Contrary to the existing intra-flow contention-based protocols,
SQUIRREL can ensure all the properties of a self-organizing system and
can achieve the best results in terms of of message overhead, delay, and
scalability.

Keywords: Ad-hoc network, self-organization, intra-flow contention, ad-
mission control, scalability.

1 Introduction

In wireless ad-hoc networks, the wireless channel is shared between all nodes
within a certain range, called Carrier-Sensing Range (CSR). This range is typ-
ically much larger than the transmission range. Nodes that are within carrier
sensing range detect a transmission but may not be able to decode the packet.
Nodes within the sender’s transmission range are considered its neighbors, and
those which are within the CSR of the sender are called its Carrier-Sensing
Neighbors (CSN). In IEEE 802.11 MAC protocol, a node’s transmission con-
sumes bandwidth at all nodes within its vicinity (i.e., carrier-sensing range). Let
us consider a flow f with a bandwidth requirement, Breq; multiple nodes on the
route may locate within the carrier-sensing range of a given node S, and they
all contend for bandwidth. The number of these nodes is called the contention
count of the route and is denoted as CC. To make admission control decisions
over a multi-hop path, the bandwidth availability, Bav, must be larger than the
effective bandwidth consumed by the flow at node S, (CC × Breq).

Using the four self-organizing design paradigms proposed in [1], which will
be presented in Section 3, we propose a new QoS-routing intra-flow contention-
based protocol for wireless ad-hoc networks, called SQUIRREL. SQUIRREL
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consists of the following components: (1) admission control, called Scalable and
Accurate Admission control (SAICAC), (2) bandwidth management, (3) flow
restoration, and (4) congestion control1. SAICAC has two variants: SAICAC-
Power and SAICAC-CS. SAICAC is compared against intra-flow admission
control methods that can accurately estimate CC, which are: CACP and MAC-
MAN [3]. From this comparison study, we show that using self-organizing design
paradigms is translated into high scalability and optimal performance in terms
of message and delay.

The rest of the paper is organized as follows: Section 2 presents SQUIRREL.
In Section 3, we analyze the performance of SAICAC, CACP [7], and MACMAN
[3]. Section 4 concludes the paper.

2 Self-Organizing Qos-roUting for IntRa-flow Contention
in Ad-Hoc Wireless Networks (SQUIRREL)

Our admission control, called SAICAC, is integrated with a route discovery
procedure of a reactive routing protocol similar to AODV [4]. In SAICAC, each
node i maintains for each flow f circulating in its carrier sensing range: (1) the
contention count CCi,f , and (2) the list of the CSNs which transmit the flow
f . If the available bandwidth at a given node is smaller than the bandwidth
requirement of the flow, the admission control fails. The bandwidth reservation
is only carried out during the route reply phase.

When a source node wants to send a data flow f to a destination node, it
broadcasts a RREQ packet to its neighbors. The RREQ contains the bandwidth
requirement Breq,f . When the destination node receives the RREQ packet, it
sends a RREP(target), such as target is the next hop toward the source. If mul-
tiple requests arrive at the destination, the destination only sends the RREP
along one route. The other routes are cached for a short period of time as backup
in case the first RREP does not reach the source due to link breakage or ad-
mission failure. In the reply phase, SAICAC can use one of the two variants:
SAICAC-Power or SAICAC-CS. In Figure 1, node A wants to introduce a new
traffic flow f1 = [A, B, C, D, E] requiring Breq,f1 = Bc

7 bits/s, such that: Bc

denotes the channel capacity. In SAICAC-Power, intermediate nodes as well as
the source node send reply packets using a larger transmission power level than
the transmission power level used for normal data transmission. In figure 1(a),
the first intermediate node toward the source (i.e, node D), sets CCD,f1 to 1
and checks if Bav < Breq,f1. If so, it sends RREP(target) using a high power
transmission. After receiving RREP(target), each node i executes the following
actions, (1) it increases CCi,f1 by 2 if i = target and by 1 otherwise, (2) checks
if (Bav < CCi,f1 × Breq,f1) holds true, (3) If node i belongs to the route, it
sets target to the next hop toward the source if i �= A and ∅ otherwise, and
sends RREP(target) using a high power transmission. The respective contention
counts of the flows are shown adjacent to each node. (See Figures 1(b), 1(c),
1(d)).
1 Due to page limitation, only SAICAC is presented in this paper.
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Fig. 1. Admission control acceptance in SAICAC-Power
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Fig. 2. Admission control rejection in SAICAC-Power

In Figure 2, node K wants to introduce a new traffic flow f2 = [K, G, J, L, M ]
requiring Breq,f2 = Bc

7 bits/s. After the route request phase, node M broadcasts
a reply packet toward node K (See Figures 2(a), 2(b), 2(c)). Upon receiving the
reply packet, the source node K in Figure 2(c) finds that the total reserved
bandwidth is: (2Breq,f1 + 3Breq,f2) = (5

7 )Bc. So, it broadcasts a reply packet
using a high power packet transmission. When node G receives such a message
(See Figure 2(d)), it finds that (4Breq,f1 + 4Breq,f2) = (8

7 )Bc. It concludes that
flow f2 will hinder the existing flow f1. Then, it sends a Reject packet to K,
which will send an Error packet to M and K to release the allocated bandwidth.

In SAICAC-CS, a passive approach is used to obtain c-neighborhood avail-
able bandwidth. The node that receives the route reply directly estimates its
c-neighborhood available bandwidth using the equation presented in [7] and
compares it with the bandwidth consumption of the flow to make admission
decisions.

3 Comparison of Intra-flow Contention-Based Admission
Control Methods

In this section, we compare the admission control of SQUIRREL, i.e., SAICAC,
against methods that can accurately estimate the contention count, which are:
CACP and MACMAN. The comparison is studied under the following metrics:
the number and size of control packets, the additional delay incurred in mak-
ing the flow admission control decision, the design paradigms applied by each



272 A. Derhab

Table 1. Comparison of intra-flow contention-based admission control methods

Metrics CACP-Power CACP-CS MACMAN SAICAC-Power SAICAC-CS
Paradigms None None 2,3, 4 1,2,3,4 1,2,3,4

Routing protocol DSR DSR DSR AODV AODV
Localized No No No Yes Yes

Adaptability No No Yes Yes Yes
Robustness Yes Yes Yes Yes Yes
RREQ sent N N N N N
RRRP sent M M M M(High Power) M

Other packet M(High Power) 0 N(High Power) 0 0
RREQ size Q + M × I Q + M × I Q + M × I Q Q
RREP size P + M × I P + M × I P + M × I P P

Other packet size M × I 0 I 0 0
Extra delay M × D1 0 0 0 0

Xov(N) O(N2 log2 N) O(N2 log2 N) O(N2 log2 N) O(N1.5) O(N1.5)
Scalability No No No Yes Yes

method, routing protocol integrated with the method, the properties ensured by
the method, such as: localized interaction, adaptability, robustness, and scalabil-
ity. In the following, we show how our QoS-routing protocol attempts to satisfy
the design paradigms compared to other protocols and how these paradigms can
improve the protocol performances and ensure the self-organization properties.
The results of comparison is summarized in Table 1.

1. Design local behavior rules that should be able to achieve global properties
(Paradigm 1): In our protocol, each node uses only the information obtained
from CSNs to calculate the contention count CCi,f . CACP and MACMAN
both do not apply paradigm 1 since to make an admission control decision
they need to know all nodes along the flow, which leads to high cost in terms
of message overhead, and hence they are not localized.

2. Do not aim for perfect coordination, exploit implicit coordination (Paradigm
2): In CACP-Power, when a node receives a route reply packet, it broad-
casts, using high power transmission, an admission request message, which
carries the full route of the flow, to its c-neighborhood. Upon reception of
such a message, if a node finds that the bandwidth consumption of the flow
is larger than the node’s local available bandwidth, it sends an admission re-
jection message back to the initiator(i.e., node sending the admission request
message), and the admission control fails. Otherwise, if the initiator does not
receive any admission rejection message after a given time period, it admits
the flow and sends the route reply packet toward the source node. Although,
the bandwidth is allocated in a coordinated manner, CACP-Power incurs
more cost in terms of message overhead and delay. In SAICAC-Power, a
node, which receives a route reply packet, compares, using the known CC
value, the bandwidth consumption of the flow at its location with its lo-
cal available bandwidth. If the former is less than the latter, it admits the
flows and sends a route reply packet using high power transmission to the
next hop toward the source node. Here, SAICAC-Power does not wait for its
cs-neighbor’s approval to accept the flow. This choice increases significantly
the performance of the protocol in terms of message overhead and delay.
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However, such a design choice may hinder the existing flows circulating in
the node’s CSR and may lead to conflicts. Such conflicts can be easily con-
tained because each node that receives or overhears the route reply packet,
updates its CC and checks if it can accept the new flow. If not, it sends
a reject message back to the initiator. The initiator in turn sends an error
message toward the source node to stop the flow generation. As MACMAN
CACP-CS and SAICAC-CS, extend their bandwidth measurement range,
they do not need coordination between nodes to make an admission control
decision.

3. Minimize long-lived state information (Paradigm 3): It is known that source
nodes in DSR caches multiple routes at the time of route discovery. How-
ever, over time the routes are likely to become stale and be maintained by
the source nodes for a long time period. To deal with issue, MACMAN con-
tinuously monitors each alternative route in the cache. However, this comes
at the cost of additional message overhead. On the other hand, each node
in SAICAC needs only to maintains information about its c-neighborhood,
and which can be updated as topology changes.

4. Design protocols that should adapt to changes (Paradigm 4): Except CACP
that does not propose any strategy to handle mobility and loss of QoS guar-
antees, SAICAC and MACMAN can adapt to topology changes.

In [5], the scalability of a protocol is calculated using the following definitions:

– The minimum traffic load of a network under parameters λ1, λ2, etc., de-
noted by Tr(λ1, λ2, . . .), is the minimum amount of bandwidth required to
forward packets over the shortest paths available, assuming all the nodes
have a priori full topology information. The network scalability factor Ψλi

with respect to parameter λi is defined to be Ψλi = limλi→∞
log Tr(λ1,λ2,...)

log λi

– If Xov(λ1, λ2, . . .) is the total overhead due to the admission control method
X under parameters λ1, λ2, etc., then the protocol scalability factor ρX

λi
of

protocol X with respect to λi is defined to be ρX
λi

= limλi→∞
log Xov(λ1,λ2,...)

log λi

– A protocol X is said to be scalable with respect to parameter λi, if and only
if ρX

λi
≤ Ψλi .

We assume that N nodes are randomly distributed in a region of area A. As
N increases, the average node density remains constant. If each node generates
λt bits per second and the average path length increases as

√
N hops, then

Tr(λt, N) = λtN
1.5. Thus, Ψλt = 1, and ΨN = 1.5. In [2], the authors study

the capacity of a fixed ad-hoc network in which the nodes’ locations are fixed
but randomly distributed. They prove that, as the number of nodes N per unit
area increases, the throughput per session λt can at best be 1√

N
. Let λs be the

average number of new sessions generated by a node per second, it is obvious
that λs < λt, so λs < 1√

N
. In Table 1, we use the notations given in [6], which

are as follows: M denotes the number of nodes on the path. Q, P , and I denote
the size of RREQ, RREP, and node address respectively. D1 is a constant used
in CACP-Power. We assume that I is proportional to log2 N . In CACP and
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MACMAN, RREQ and RREP carry the IDs of the nodes on the route. Thus,
the control information piggybacked onto the packets are of the size of M×I. Our
method, on the other hand, do not piggyback any additional control information
onto RREQ or RREP. The forwarding of the RREP in CACP-Power is delayed
at each intermediate node by D1 time units. So, the extra delay incurred to
make multi-hop admission control decision is M × D1. CACP-CS, MACMAN
and SAICAC all of which require no additional delay over that incurred by the
route discovery procedure. As sessions are generated at a rate λs per second per
node, The total overhead cost, SAICACov is computed as follows: SAICACov =
λsN(N × Q + M × P ) < O(N1.5). As ρSAICAC

N ≤ 1.5, SAICAC is considered
to be scalable. The total overhead complexities of the other admission control
methods can be computed in the same way as SAICAC.

4 Conclusion

In this paper, we have proposed SQUIRREL, a new QoS-routing intra-flow
contention-based protocol for wireless ad-hoc networks. By applying the design
paradigms presented in [1], SQUIRREL can ensure all the properties of a self-
organizing system contrary to the existing intra-flow contention-based protocols.
To make a multi-hop admission control decision, SAICAC does not incur high
message overhead or extra delay over that incurred by a regular route discov-
ery. SAICAC has an asymptotic cost of O(N1.5), and thus scales well with the
increase in the number of nodes in the network.
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Abstract. Self-organisation (self-optimisation, self-configuration, and self-
healing) methods are a promising concept to automate wireless access network 
planning, deployment and optimisation. This paper contains a mind setting  
exercise. First the mechanisms for which self-organisation is anticipated to be 
effective and feasible are identified. Then technical and non-technical  
requirements that need to be taken into account for the successful development 
of self-organisation functionalities are discussed. Furthermore, a set of metrics 
and appropriate reference cases (benchmarks) are presented, which allow to do 
on one hand a quantitative comparison of the different algorithms developed for 
a given use case, and on the other hand to evaluate the gains from self-
organisation by comparing self-organisation solutions with the case of manual 
network operations. 

1   Introduction 

As recognised by the standardisation body 3rd Generation Partnership Project (3GPP) 
[1] and the operators’ lobby Next Generation Mobile Networks (NGMN) [2], future 
wireless access networks, such as the 3GPP Long Term Evolution (LTE) radio access, 
will exhibit a significant degree of self-organisation. The principal objective of intro-
ducing Self-Organising Network (SON) functionalities in wireless access networks is 
to reduce the costs associated with network operations, while enhancing network per-
formance. By improving the effectiveness of manual effort in network operational 
tasks, significant Operational Expenditure (OPEX) reductions are expected, while  
                                                           
∗ This paper was written in the context of the SOCRATES project, which is funded by the 

European Union within the 7th Framework Program and will run from 2008-2010. The views 
and conclusions contained herein are those of the authors and should not be interpreted as 
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because of the better adaptation to changing network characteristics and failures, it is 
anticipated that SON features will enhance the global network capacity, coverage and 
service quality experienced by the users. 

Before starting on detailed technical work and the development of SON methods 
for future wireless access networks, it is essential to first perform a mind setting exer-
cise to identify the mechanisms for which self-organisation is anticipated to be effec-
tive, to obtain a clear view on the (non-)technical requirements put on SON solutions, 
and to define criteria that can be used to evaluate the feasibility and performance of 
the developed SON methods. This is the topic of the current paper. All presented  
material is developed within the context of the European FP7 research project SOC-
RATES (Self-Optimisation and self-ConfiguRATion in wirelEss networkS) [3,4]. A 
main objective of SOCRATES is providing dedicated SON solutions, i.e., methods 
and algorithms, as a step towards the implementation of SON functionality into future 
wireless access networks, where 3GPP Evolved UTRAN (E-UTRAN), which is the 
3GPP LTE radio access, has been selected as the technology of focus.  

2   Use Cases and Requirements for Self-Organising Access 
Networks 

Use cases are an established means of describing what a solution to a particular prob-
lem shall achieve. Within the SOCRATES project, over twenty-five use cases that fo-
cus on self-organisation in 3GPP E-UTRAN have been identified. These include for 
example the self-configuration use cases ‘intelligently selecting site locations’ and 
‘automatic generation of default parameters for network element insertion’, the self-
optimisation use cases ‘packet scheduling optimisation’, ‘interference coordination’, 
‘admission control parameter optimisation’ and ‘load balancing’, and the self-healing 
use case ‘cell outage management’. See [5] for an extensive description of these and 
the other use cases. 

The classification of the use cases in the three categories, i.e., self-configuration, 
self-optimisation and self-healing, is in line with the framework SOCRATES envi-
sions regarding the use of self-organisation methods in future radio networks [3,4].  
Newly added NEs (Network Elements) like e.g., base stations (eNodeBs), self-
configure in a ‘plug-and-play’ fashion, while existing NEs continuously self-optimise 
their operational algorithms and parameters in response to changes in network, traffic 
and environmental conditions. The adaptations are performed in order to provide the 
targeted service availability and quality as efficiently as possible. In the event of a cell 
or site failure, self-healing methods are triggered to alleviate the performance effects 
due to the resulting coverage/capacity gap by appropriately adjusting radio parameters 
in surrounding sites. In general, human involvement shall only be triggered when ab-
solutely necessary, e.g., when manual repairs are needed. 

For the successful development of SON functionalities, various technical require-
ments must be considered. In [6], we present several technical requirement categories: 
performance and complexity, stability, robustness, timing, interaction, architecture 
and scalability, and required inputs (performance counters and measurements). As the 
same principles apply to many use cases, while the details vary, these requirement 
categories are discussed in general, but also in detail for every identified use case. 
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Since solutions that are good from a purely technical point of view may not neces-
sarily meet business requirements, it is also important to consider these requirements. 
They comprise cost efficiency requirements (e.g., SON solutions should reduce 
OPEX and CAPEX (Capital Expenditure)) and LTE deployment requirements (e.g., 
the roll-out of LTE networks should be sped up, new services should easily be de-
ployed, the end user should benefit). For more details, we again refer to [6]. 

3   Assessment Criteria for Self-organising Access Networks 

In future SOCRATES will develop self-organisation methods and algorithms. An 
adequate assessment of the benefits from developed self-organisation methods re-
quires a set of well-defined metrics and appropriate reference cases (benchmarks). 
With regard to the reference cases, on one hand different self-organisation algorithms 
may be compared with one another, while on the other hand an appropriate ‘manual 
reference case’ needs to be defined to allow evaluation of the gains from self-
organisation with respect to contemporary and manually operated networks. 

3.1   Metrics 

Key metrics that are relevant in the assessment of self-organisation methods are [7]: 

• Performance metrics: These metrics express the service level experience from the 
user perspective and include grade of service (GoS) metrics, e.g., call blocking ratio, 
call dropping ratio, and quality of service (QoS) metrics, e.g., packet delay statistics, 
packet loss ratio, throughput statistics, mean opinion score, fairness. 

• Coverage metrics: Different coverage metrics exist, e.g., the service coverage, i.e., 
the fraction of area where a given service can be supported with adequate service 
quality and the data rate coverage, i.e., the fraction of area where a user can experi-
ence at least some specified data rate. 

• Capacity metrics: Cell (or network) capacity is not unambiguously defined and dif-
ferent sensible perspectives are applied in the literature, such as maximum number of 
concurrent calls, maximum supportable traffic load, and spectrum efficiency. 

• CAPEX: In general, CAPEX encompasses the investments needed in order to cre-
ate future benefits, including e.g., radio and core network elements. An approach we 
propose to estimate CAPEX is to determine the number of network elements that is 
needed to cover a certain service area with pre-specified GoS and QoS requirements, 
and multiply this with the corresponding costs. Given a certain service demand per 
km2, the required number of network elements can be determined by maximising the 
cell radii such that traffic demand per cell and cell capacity are sufficiently well bal-
anced to meet the GoS and QoS requirements.  

An additional aspect to consider is that the introduction of self-organisation features 
themselves may lead to an increase in equipment cost (per unit). This additional 
CAPEX is hard to estimate, but depends on the nature and complexity of the self-
organisation algorithm, the transmission bandwidth requirements that may be higher 
due to increased signalling overhead, and additional costs related to needed site equip-
ment, e.g., electrical antenna tilt and additional circuitry for enabling power savings. 
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• OPEX: The costs associated with the network operations and, in particular, the re-
duction of these costs due to the introduction of self-organisation functionalities, are 
rather difficult to assess. Noting that actual OPEX reductions depend on the degree of 
self-organisation that is deployed, in an extreme implementation, all OPEX related to 
manual adjustment of a given parameter set (associated with a use case) is removed. 
In order to develop an approach to assess the OPEX level, we distinguish between 
three main phases in effectuating parameter adjustments, i.e., gathering input data, 
e.g., via performance counters, drive tests or planning tools; determining new parame-
ter settings, using (some combination of) manual adjustments and/or computer-aided 
adjustments using planning tools or advanced simulation models; and applying new 
parameter settings, which may be done remotely or requires a site visit. 

Depending on the applied methods, a use case-based estimation of the human ef-
fort in man hours involved in the three distinct phases can be made by the operator1. 
Multiplying this by the effective cost per expert hour, the number of times per year 
such a parameter adjustment is needed and a multiplication factor that reflects the 
number of cells (or cell classes) for which separate parameter adjustments need to be 
made, yields the OPEX per year for the considered use case.  

In case self-organisation functionalities are applied, their specific impact on the 
above-mentioned distinct components that contribute to OPEX should be assessed, 
based on the properties of the developed solutions. Note that for some components the 
required human effort is significantly reduced, while for others it remains unchanged. 

3.2   Benchmarking 

A key objective in the development of methods for self-organisation is to do a  
quantitative comparison of different methods developed for a given use case, and to 
compare their achieved performance, capacity and cost to a case with manual network 
operation. Below we describe an approach for such benchmarking. The approach is 
primarily outlined from the perspective of a self-optimisation use case, although it is 
readily converted to cover self-configuration and self-healing use cases as well.  

Starting point is a specific scenario in terms of e.g., the propagation environment, ser-
vice mix, traffic characteristics and spatial traffic distribution. For such a scenario, the 
achievements of the different self-optimisation algorithms can be expressed in terms of 
the metrics mentioned in Section 3.1, including an estimation of the optimisation effort 
that is based on the observed number of automatic parameter adjustments per time unit. 
Note that if the optimisations were done manually, this would indicate the OPEX level. 

Example values of the metrics obtained at the end of simulation studies are shown 
in Fig. 12. Observe that e.g., self-optimisation algorithm SOA achieves the highest per-
formance, which can be exploited to achieve the lowest CAPEX, but in order to 
achieve this, a large optimisation effort is required. In contrast, algorithm SOD is sig-
nificantly less complex but consequently achieves worse performance and CAPEX. 

In general, it is hard to compare the different self-optimisation schemes given the 
conflicting performance objectives. One possible approach to enforce a strict overall 
 

                                                           
1 Note that this depends on the operator policy: a cost-driven operator is likely to spend less ef-

fort on network planning and optimisation than a quality-driven operator. 
2 Note that all figures shown in this section are only speculative examples to illustrate and ex-

plain the developed benchmarking approach. 
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Fig. 1. Example values of obtained metrics 

ranking is to weigh/combine the different measures into some utility function and 
rank the algorithms based on the obtained utility values.  

Whereas the above discussion outlines an approach to compare different self-
optimisation algorithms, a more difficult challenge is to compare a self-optimisation 
algorithm with a case of manual optimisation. In an extreme case, one could assume 
that a ‘manual operator’ freezes permanent settings of his radio parameters, which 
should then be chosen such that the overall performance of a given scenario is opti-
mised. In practice, however, a network operator will upon observed need or sensibil-
ity adjust the radio parameters. Depending on the operator’s policy this may happen 
more or less frequently: a quality-oriented operator is likely to do more frequent ad-
justments than a cost-oriented operator. In order to model this in a reasonable way, we 
propose to define ‘manual optimisation algorithms’ MOA through MOD (continuing 
the above example) such that they manually adjust radio parameters at the same time 
and to the same values as would the corresponding self-optimisation algorithms with 
the same label. Fig. 2 visualises an example comparison of SOA with MOD, concen-
trating on CAPEX and OPEX related measures. 
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Fig. 2. Comparison of SOA with regard to benchmark MOD 

Assuming that self-optimisation reduces OPEX to zero (which may be too extreme, 
but is fine for illustrative purposes), the OPEX and CAPEX gains are indicated in Fig. 
2. Note that the OPEX gain is determined by the optimisation effort that applies in the 
manual case. Continuing this approach for different combinations of SOX and MOY 
we could generate tables such as Table 1, where the ‘+’, ‘-‘ and ‘0’s are just qualita-
tive indicators; actual numerical values should be determined via simulations.  
Observe that introducing self-optimisation in the network of a quality-oriented opera-
tor is likely to establish the highest OPEX gains, but the lowest CAPEX gains. 
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Table 1. Comparing self-organisation algorithms with manual algorithms 

0++++++MOD

-0+++MOC

---0+MOB

------0MOA

SODSOCSOBSOA
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+

++

+++

++++

SODSOCSOBSOA

+

++

+++

++++

SODSOCSOBSOA

CAPEX GAINS OPEX GAINS

quality
oriented
operator

cost
oriented
operator  

4   Concluding Remarks and Future Work 

In this paper we have identified use cases, requirements and assessment criteria for fu-
ture self-organising radio access networks. Within the SOCRATES project, these will 
form the basis of a framework for the development of self-organisation methods and al-
gorithms, which describes among other things the relation and dependencies between 
the different components of SON. As future work, SON algorithms for the use cases 
will be developed, while the identified requirements will be taken into account. The 
proposed assessment criteria will then be used to evaluate the developed algorithms and 
solutions. As at this early stage of LTE development, a live test of developed SON  
algorithms in the field is not yet possible, the actual comparison and assessment of the 
different developed SON solutions will be done by performing simulation studies. The 
future work also includes the integration of the developed SON solutions, to ensure con-
sistent behaviour when the developed algorithms are operated simultaneously. 
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Abstract. The 3GPP Long Term Evolution (LTE) is defining the next genera-
tion radio access network which introduces advanced service capabilities in 
base stations. Consequently, self-management is seen as an enabling technique 
for the deployment of LTE. This paper discusses handover optimization options 
for base stations and evaluates one possible approach of distributed  
self-optimization. After a review of the key aspects related to handover optimi-
zation, a self-optimization technique for handover based on trial-and-error is 
presented. The interference between neighboring nodes, a typical problem of 
distributed systems, is analyzed in more detail and a technique to cope with it is 
presented. Simulation results show that the control algorithm can achieve the 
expected optimal configuration through iterative steps and the effect of interfer-
ing neighboring nodes can be mitigated at the expense of a longer optimization 
time. 

Keywords: Self-optimization, handover, 3GPP, E-UTRAN, LTE, distributed 
systems. 

1   Introduction 

The control and optimization of performance related to radio resources is a challeng-
ing and costly task for mobile operators. Optimization of handover is of major interest 
for operators, and the Next Generation Mobile Networks1 (NGMN) consortium has 
defined a specific use case [1] to adopt self-optimizing techniques for handover con-
figuration in the next generation 3GPP radio access network (RAN) [2][3], the so-
called Long Term Evolution2 (LTE). This effort aims at implementing optimization 
operations as automated control loops in the network to reduce manual intervention in 
the context of operation and maintenance. 

There are several factors that make an optimization process for handover difficult. 
The first is the analysis of performance indicators that are available on the base sta-
tion, the eNB. Such indicators provide elementary information about the current status 
of an eNB, but it is required to correlate different indicators and to compare their 
combined values with respect to an operator’s objectives. Moreover, such indicators 

                                                           
1 http://www.ngmn-cooperation.com/ 
2 http://www.3gpp.org/Highlights/LTE/LTE.htm 
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vary with time, depending on user activity and radio environment. So it is important 
to capture their trend in the given traffic conditions during the optimization process 
and to ignore temporal fluctuations. The second factor is the different effects that a 
change in the radio configuration can have on system performance. A change of a 
parameter, like a threshold, can affect different performance indicators and, conse-
quently, it is important to avoid negative impact on other performance indicators. 
Moreover, the change of a parameter at one eNodeB can also affect the performance 
of adjacent eNBs. 

This paper provides a short study on handover optimization through a self-
optimizing module for LTE. The proposed solution is decentralized and is based on a 
local module implemented on each eNB. Simulation results show the behavior of such 
a control loop as well as the effects of optimization on network performance. 

2   Handover Optimization 

This paper targets the network controlled handover, where the mobile terminal (MT) 
provides measurement reports to eNBs, but the decision for the handover is taken by 
the network. The behavior and performance of the RAN are evaluated by operators 
through a set of aggregated metrics, the so-called key performance indicators (KPIs). 
We identified a set of KPIs that are relevant for handover and that will be used for the 
self-optimization algorithm of handover. Their values are the sum of past event occur-
rences over a sliding window of length lsl (in seconds); the end of the time window is 
the point in time of evaluation (present). For example, the number of incoming call 
requests accumulated during the recent period of time of length lsl, e.g. in the last 60 
seconds. 

Handover performance indicators can be indirectly affected by a set of control 
parameters. Can means in this context that there is a certain probability that the 
modification has an effect on performance indicators, because the impact of the 
modification of a control parameter on the KPIs is not deterministic. The reason is 
that part of the system state, such as the users' positions, is not visible and future user 
activity is unknown. Therefore, the cause of a performance indicator's value can only 
be guessed or better be based on experience, but the exact reason remains hidden. 

 

Fig. 1. Illustration of handover thresholds 

Fig. 1 illustrates a selection of parameters involved in the handover decision: the 
figure shows an example of the signals of two base stations received by an MT. A 
handover decision is taken by the serving base station and is based on the measure-
ments reported by the MT. The threshold THO means for the handover decision to 
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require a minimum difference in signal strength between the serving and the potential 
new base station. The time-to-trigger (TTT) is a time interval during which the THO-
condition must be fulfilled. Tupd controls in which range of the current received signal 
the MT should send measurement reports. This parameter is used in practice to reduce 
the message overhead in the RAN. In the following, we describe a method to 
approach an optimal state with a heuristic algorithm that continuously changes the 
current thresholds to discover the optimal configuration. A cost function is used to 
evaluate and aggregate the KPIs. Assuming that a KPI depends on a set of control 
parameters KPIn Ppp ∈,...,0 plus the uncertain environmental conditions E, the KPI 

can be defined as a function:  

),( EPfKPI KPI=        (1) 

A global cost function is a linear combination of cost functions of individual KPIs:  

)(∑= jjglobal KPIcC     (2) 

where cj is a weighting function that reflects a performance priorization of indicator 
KPIj given by the operator. The objective of the optimization is to minimize Cglobal. 
Such cost functions can be used by operators to adjust the network performance, e.g.  
to find trade-offs between the number of call drops and the number of handovers by 
varying THO. By trend, a high THO decreases the number of handovers but increases 
the number of call drops and vice versa. 

The optimization algorithm which is inspired by [4] is executed on each base 
station and is implemented as a continous trial-and-error loop. One or more 
parameters can be optimized, but in each step a single parameter p is considered. The 
optimization is done by measuring the system's performance for the currently set 

parameter p as well as for p+Δ and p-Δ in series, where Δ is an incremental step. In 
the next cycle of the algorithm, p is set to the value which resulted in the best 

performance of p, p+Δ and p-Δ. Through these continuous cycles of trials the 
algorithm can achieve the optimal configuration for that parameter.  

3   Evaluation of Control Loop 

This section evaluates simulation results of the the previously explained control loop 
for optimization of handovers with respect to the call drop ratio, using THO as parame-
ter. The evaluation is based on a simulator that models and implements most of the 
handover characteristics. The call drop ratio can simply be defined as 

IS

D

CC

C
CDR

+
=             (3) 

where CD is the number of dropped calls, CS is the number of active connections at 
measurement start and CI is the number of incoming calls and handovers during the 
current measurement period or sliding window. 
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We have studied how handover perfomance depends on THO through simulations. Our 
scenario consisted of 9 eNBs in a 3x3 grid. The mobility model was a 12x9 
Manhattan Grid with 200 moving users. In the simulation, bad radio conditions have 
been chosen, resulting in many failing handovers and dropped calls, in order to 
illustrate the handover optmization process. In a first simulation, all base stations have 
been assigned the same THO values and different THO values have been tested 
subsequently. Fig. 2 shows CDR, the number of handover attempts as well as the 
number of incoming handovers plotted over THO. The results shown are averages of 
all basestations in a scenario. It is obvious that the numbers of incoming and outgoing 
handovers decrease with an increasing THO since the THO is the threshold for 
handovers. In contrast to that, the number of dropped calls increases for large values 
of THO. This is due to an increasing risk that the user will move out of coverage before 
the handover is completed.  

Fig. 3 shows the behavior of the self-optimization loop of the previous chapter on a 
base station over time. To make the convergence visible, the starting value of threshold 
THO is set much higher than the target value. THO is then gradually adjusted downwards 
by the algorithm. The trend in the call drop ratio follows the threshold downwards to a 
large extent, which is the targeted behavior. However, the used approach does not im-
mediately show a trend towards the optimum which is due to noisy measurements on 
the one side and also due to optimization interferences between base stations. The op-
timization loop used intervals on a relatively short time scale which causes noise. The 
trends that are visible on the graphs are timescales spanning several hours, whereas the 
decisions are made based on measurements over 30 minutes. 

It is obvious on first sight that a quick reaction time in terms of a low THO is bene-
ficial. However, handovers cannot happen arbitrarily fast which is why disadvanta-
geous handovers might result in call drops, in case THO is too low. An example is 
street canyons in which cars pass crossing roads with better signal. 

Fig. 2. Handover threshold dependency with call 
drop ratio 

 

Fig. 3. Handover optimization on a single 
eNB 
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4   Local Serialization 

Self-optimization modules can be run individually and in parallel at each eNB. In 
practice, changing the settings at a single eNB is likely to indirectly affect the adja-
cent eNBs as well. This is evident if the pilot power of a base station is changed, be-
cause it immediately affects the level of interferences with its neighbors as well as the 
coverage area which influences the number of attached MTs.  

According to the effect of a configuration change on an adjacent cell, optimization 
efforts of neighboring cells interfere with each other. Our simulations have shown that 
the optimization convergence time is higher on an eNB if adjacent eNBs are perform-
ing optimizations on the same parameter as well, e.g. THO. 

One solution to minimize the inter-cell optimization interferences is to send mes-
sages to neighbors to give them the opportunity to react appropriately. However, the 
challenging question remains, how to appropriately react on the reception of such a 
message and how to incorporate this reaction into ongoing optimization or measure-
ments. Therefore, we follow a different approach. Our approach tries to take advan-
tage of the accuracy of non-simultaneous optimization of neighboring eNBs while 
still subsequently performing optimizations on all eNBs. We call this method local 
serialization. 

In this approach, only one eNB in a neighborhood of eNBs is allowed to perform 
optimizations at a time. After one cycle of optimization, another eNB performs opti-
mization, while the one that performed optimization in the previous run is in waiting 
state which is added between the cycles of the algorithm described in section 2. Fig. 4 
shows an exemplary series of three steps of local serialization in a simple network 
structure. Each circle with a number represents an eNB, gray ones are performing 
optimizations. The large circle exemplary indicates a neighborhood. 

It is obvious that this approach requires some kind of coordination amongst eNBs. 
To accomplish this, any common election mechanisms can be used. To make the 
process fair, counters for the number of optimization periods performed by an eNB 
should be used and exchanged during an election process.  

The expected gain from the approach is higher accuracy in a single optimization 
period. An obvious drawback to be expected is the convergence time since the eNBs 
do optimization less often. A simulation to show the feasibility of this method has 
resulted in the expected behavior. Fig. 5 shows a per eNB performance comparison 
between simultaneous (all) optimization and locally serialized optimization. 

 

Fig. 5. Parallel vs. serialized Fig. 4. Three exemplary steps of local serialization 
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Fig. 6. The simultaneous optimization in (a) needed 39 periods, serialization of optimization in 
(b) need 11 optimization periods 

The high value at eNB 5 means that the optimization loop needed an extra-ordinary 
long time for convergence in the simultaneous case, trapped in a local minimum, 
which did not happen in the locally synchronized case. The average number of needed 
optimization periods is lower in the case of local serialization. The figures 6 a) and b) 
show an example of the optimization of THO of an eNB. In the first example, optimi-
zation is done simultaneously, in the second local serialization is used. Concerning 
the convergence time, the average convergence needs much more time using local 
serialization, although this is not obvious from this shown example. Although conver-
gence even showed quicker in some cases, it was up to 4 times slower in worst cases. 
In the end, it is up to the operator to decide a trade-off between the number of con-
figuration changes, optimization time, and the resulting performance. 

5   Conclusions 

This paper presented distributed handover optimization techniques for the 3GPP LTE. 
We showed how a trial-and-error approach can be used for optimization of a set of 
parameters that we identified to influence handovers, especially THO. Simulations 
showed that this algorithm can be used to improve handover performance in a distrib-
uted manner with iterative steps. We verified that the interference between local algo-
rithms of neighboring nodes has an impact on the global convergence and we propose 
a method that we call local serialization. This reduces the number of optimization 
steps per eNB but increases the total optimization time. 

We believe that this technique can be introduced to increase robustness of self-
management in LTE and therefore contribute to achieve LTE's goals of a scalable 
radio access network with reduced maintenance operations. 
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Abstract. Although modularized protocol frameworks are flexible and
adaptive to the increasing heterogeneity of networking environments,
it remains a challenge to automatically compose communication stacks
from protocol modules. The typical static classification into network lay-
ers or class hierarchies cannot appropriately accommodate cross-cutting
changes such as overlay routing or cross-layer signaling.

In this paper, we discuss how protocol composition can be driven
by functionality and demand at runtime based on extensible semantic
models of protocols and their execution environment. Such an approach
allows to reason about the functionality and quality of automatically
composed and adapted protocol compounds and it is open to existing
and future protocols.

1 Introduction

The static nature of the classic TCP/IP protocol stack and its increasing
complexity has prompted research in the area of dynamic and modularized
communication subsystems from a number of different angles [1,2]. Ideally, a
communication subsystem should resemble a configurable, dynamic framework
of individual protocols that, in their entirety, provide a target functionality. To
maximize modularity, protocol implementations should adhere to a uniform in-
terface while information about protocol semantics is represented separately [3].

In addition to protocol functionality, a large number of factors play a role
in composing a protocol stack that best matches its operational environment:
dependencies among components, the network configuration (e.g., requiring au-
thentication or tunneling), capabilities of communication partners (such as their
support for specific protocols), user preferences (privacy, cost, etc.), and clas-
sic Quality-of-Service (QoS) metrics (e.g., application requirements or device
capabilities). The length and incompleteness of this list illustrates the main defi-
ciency of existing approaches: they describe protocols through strict design-time
classifications, such as class hierarchies or languages with a fixed vocabulary,
and are thus only poorly extensible. Consequently, they cannot incorporate new
protocols, functionalities, or requirements.
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In this paper, we discuss automated protocol composition in our dynamic
protocol framework Adapt. It leverages a semantic description format based
on ontologies that provides an abstract notion of a protocol’s functionality and
properties to guide protocol composition. Transparently to the user, mobile ap-
plications can use dynamically composed protocol stacks that permanently adapt
to their needs as well as to changes in the execution and network environment,
as caused by, for example, roaming and network hand-offs. Adapt’s generic
protocol model is not bound to established layering conventions and consis-
tently integrates tunneling, encapsulation, and transformation (e.g., for VPNs,
overlays, encryption), and significantly simplifies protocol deployment. Despite
these significant differences from a traditional TCP/IP stack, Adapt strives for
transparency to existing protocols and applications.

2 Related Work

In modularized protocol frameworks, the composition of a protocol stack needs
to satisfy criteria like protocol dependencies or functional requirements (for ex-
ample to include loss handling or to perform compression before encryption).
F-CSS [4] and DaCapo [5] explicitly separate this information from the imple-
mentation and represent it through custom languages. However, these descrip-
tion formats fail to achieve a clean separation since they expose implementation
aspects. Also, they rigidly encode the protocol-related knowledge at design time
and do not lend themselves to later extension.

In knowledge representation, ontologies have received wide-spread attention
in particular around the semantic web and for web service management [6,7],
but also innumerable other fields of information science. Ontologies strike a com-
promise between formalism and expressiveness that allows for being intuitive,
generic, extensible, and powerful for reasoning and querying [8]. Zhou and as-
sociates apply this approach to the protocol domain [9] but their framework
and modeling centers on a classic stack design of monolithic protocols ignoring
decomposition and protocol extensions. Their ontology bases on the Internet
protocol layers to reduce redundancy in the description and to reduce the com-
plexity of the orchestration process. Consequently, this approach cannot support
non-classic protocol arrangements such as overlay routing. Adapt lifts this re-
striction by removing the layer structure from the protocol model. Thus, the
complexity of protocol orchestration increases significantly and forms the chal-
lenge which we address in this paper.

3 Design

The basis of Adapt is an end-system communication framework in which pro-
tocols operate as software components which share uniform interfaces and which
can be instantiated, configured, and replaced at runtime. This framework follows
the basic concepts of other componentized OS and network systems such as the
x-Kernel [2] so that individual protocols can be composed into protoocol chains.
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3.1 Semantic Protocol Modeling

The semantic model of protocols and their execution environment formally de-
scribes protocols and the orchestration criteria. Adapt uses OWL DL, a sub-
language of the Web Ontology Language (OWL) [10], for its high expressiveness
and decidability in reasoning. In OWL DL, knowledge is represented by classes
with class properties, individuals belonging to classes, and relations between
them. Our ontology models not only protocols as individual classes but also the
orchestration criteria and the relationships between them. This allows for exten-
sibility with new criteria and forms of relationships as opposed to a model based
on class properties.

To support the orchestration process and its individual stages, we distin-
guish three categories of models: functionalities, dependencies, and qualitative
information. The functionality model derives directly from individual protocol
functionalities, such as session support or loss handling. By sub-classing, it ex-
presses a refinement of a more abstract functionality (e.g., packet retransmission
is a sub-class of the loss handling class). The dependency model establishes as-
sociations between protocols, functionalities, and user-defined criteria. It also
establishes and and or relationships between multiple dependencies (e.g., to en-
force the inclusion of one of two specific encryption protocols). Furthermore,
the ontology provides qualitative information about such aspects as protocol
resource demands. Here, we distinguish between requirements a protocol im-
poses on its protocol chain or the environment (e.g., the existence of a DNS
server) and information that solely affects the ranking of different protocol
chains.

Based on the explicitly defined asserted model, the reasoning process derives
an inferred model that represents additional knowledge. Adapt employs the
following reasoning capabilities, primarily as fundamental means to integrate
future protocols, orchestration criteria, and metrics.

Type inheritance: by inference, individuals of class X inherit the types of
X ’s super classes. Thus, protocols describe their functionality precisely (e.g.,
RSA encryption) and can later be classified more generically (e.g., as providing
confidentiality) through newly introduced knowledge.

Inverse properties : a symmetric relation between X and Y specified only for
X is inferred to apply to Y . Thus, the inferred knowledge base remains consistent
despite the incorporation of new knowledge.

Instance classification: defined classes classify individuals through a set of
logic expressions. Consequently, the knowledge about the criteria of class mem-
bership receives an explicit representation.

Rule support : user-defined rules allow to assert new facts about individuals.
Protocols can be asserted to support reliability, for example, if they provide
ordered data delivery, retransmission, and a checksum algorithm.

OWL DL represents information in an abstract syntax or RDF/XML format.
It allows to describe protocol semantics as a single unit which can be easily
exchanged among endsystems and merged with other pre-existing ontologies at
runtime.
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3.2 Orchestration Criteria

The process of protocol orchestration in Adapt is driven, on the one hand,
by the functionality and inter-dependencies of the protocols and, on the other
hand, by the properties of the execution and network environment. Although
many of these factors relate to typical QoS parameters, our research focus lies
not on a QoS framework but on supporting arbitrary protocols at all layers. We
distinguish four broad categories in the ontology:

Network capabilities primarily influence the orchestration of the network-
related lower-level elements of chains. They range from local properties, such
as a mandatory link protocol, across remote factors (e.g., the necessity of au-
thentication) to QoS aspects, such as link loss rates or latencies.

Device capabilities are of a similar qualitative nature and primarily reflect
information about the available CPU, memory, and energy resources.

Application requirements stem directly from application requests, e.g. to es-
tablish a new connection. They comprise functional requirements, such as session
semantics, and qualitative aspects (a preference for low latency, for example).

The user influences via their user preferences how the above qualitative fac-
tors are traded against each other in the orchestration process. Typical trade-offs
concern security, cost, and performance aspects. User preferences also provide
immediate configuration information, for example fixed IP addresses, authenti-
cation information, and wireless network priorities. Finally, they allow users to
influence the orchestration process such that, e.g., VPN tunneling is enforced for
specific networks.

3.3 Orchestration Process

The fundamental goal of protocol orchestration is to determine the protocol
chain best suited to the given application and environment requirements. Finding
such a chain in the full set of all possible protocol combinations (a selective
approach) suffers from limited scalability with a growing number of protocols.
Adapt thus follows a constructive approach in two phases. First, it composes
only the protocol chains that are functionally viable and fulfill all requirements
imposed by the application request and the current execution environment. In
the second phase, an expert systems ranks each resulting chain to determine the
one which matches the environment best.

Composition. The semantic composer consecutively relies on three types of
composition information contained in the semantic protocol descriptions. First,
it evaluates the functional requirements of the application and the execution
environment to obtain all protocols that are necessary to satisfy these demands.
Next, it recursively resolves the dependencies among protocols and constructs
partial protocol chains (stubs) from this information. Finally, it merges the par-
tial chains into complete functional compounds that can later be instantiated
for packet processing.

For the dependency resolution of the second step, the semantic composer
distinguishes direct dependencies, which need to be satisfied by the next protocol
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in the chain (e.g., a specific address format), and indirect dependencies, which
can be fulfilled further down the chain (e.g., encryption). For each protocol,
resolving dependencies is a recursive process that creates individual stubs for
each alternative. To avoid a state explosion during stub merging, the composer
obeys the ordering imposed by the dependencies, immediately discarding chains
contradicting that order. Since mechanisms like tunnels or overlays change and
potentially contradict regular ordering constraints, so-called connector modules
allow overriding them. Finally, the composer validates the chains so they satisfy
their internal dependencies and the external requirements and discards non-
matching chains.

Ranking. The ranking phase aggregates the quality metrics of individual proto-
cols to determine a single chain to instantiate. While such qualitative information
is available for protocols from their semantic model, the Adapt runtime provides
the equivalent information for the network, the endsystem, and the user prefer-
ences. The latter also specify optional weight factors for each of these properties
to bias their influence on the result. Based on these inputs, the expert system
first matches the corresponding protocol and environment properties to derive
per-protocol metrics. Then, it feeds them to a multi-criterion decision making
system, which aggregates the metrics for each chain to arrive at a ranking order
of all chains. Thus, the highest-ranking protocol chain emerges as the best match
for the current communication requirements.

4 Results

As an initial evaluation, we tested the protocol orchestration with three typical
functionality requests: support for a reliable connection, for multicast, and for
name resolution. The ontological model contained 14 protocols and protocol
extensions (e.g., an extension to TCP which makes it perform better in scenarios
with high bit error rate), tunnels (e.g., in case IP Multicast is not supported by
the network the host resides in), and network requirements (existence of a DNS
server). The matchmaker, the composition engine, and the stub expert system
are implemented in Java based on the Jena semantic web framework which
manages the ontology and provides a reasoner, a query engine, and basic rule
support. The composition engine uses SPARQL [11] to perform queries on the
description repository. All measurements were performed on a Linux system with
a 1.80 GHz Intel Pentium M processor and 1GB RAM, employing Sun’s Java
1.5.0 runtime environment and version 2.5.5 of the Jena library.

Table 1 lists the duration of the matchmaking process, the protocol composi-
tion process, and the number of resulting protocol chains for queries which specify
the desired functionality concisely. More loosely specified queries are satisfied by
more chains but they also increase the composition time significantly, as Table 2
illustrates. We see considerable room for improvement in our current implemen-
tation, e.g., via additional, though less generic, rules in the composition process,
pre-computation, and caching of chain stubs. Although an evaluation of the expert
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Table 1. Protocol composition based on restrictive queries

Query Matching Compos. Sum # chains
Reliability 43 ms 117 ms 166 ms 6

Name resolution 30 ms 136 ms 166 ms 4
Multicast query 53 ms 62 ms 115 ms 18

Table 2. Protocol composition based on non-restrictive queries

Query Matching Compos. Sum # chains
Reliability 33 ms 222 ms 255 ms 226

Name resolution 29 ms 375 ms 404 ms 655
Multicast query 54 ms 112 ms 166 ms 88

system is still outstanding, these initial results strongly suggest the practical via-
bility of a functional composition of protocol modules based on ontologicalmodels.
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Abstract. This paper assesses and analyses the in and cross layer dynamics en-
gendered by the engineering of self-organisation in one layer of a global  
Service Oriented Architecture currently emerging as the Internet of Services. A 
resource allocation algorithm is implemented at the application (business ser-
vices) layer and its impact is investigated across this layer and the resource 
(business function) layer through the analysis of the service (server) composi-
tions (digital ecosystem) arising and its associated partitioning into task specific 
teams (communities). Beneficial self-organisation is shown to ensue in a remote 
layer from the initially instigated engineered self-organisation.    

1   Introduction 

At present, much research work is devoted to engineering various examples of self-
organising behaviour, observed in non-equilibrium natural or large-scale artificial 
systems [1]; for instance, in solving complex networking problems, to engender resil-
ient network topologies or configurations [2] or provide ad-hoc routing in sensor and 
actuation overlays [3]. There is, however, a further notable effort devoted to analysing 
the consequential effects of self-organisation, which has not been specifically engi-
neered to occur [2, 4 and 5]; for instance, in predicting or exploiting membership 
models of community/organisation, arising as a side-effect of self-organisation within 
or across layers. Intuitively, for example, in the layered Internet of Services (IoS) 
model [6], self-organisation engineered at the application layer will inevitably have 
consequences at other layers and within the applications that it is supporting. The 
effects, however, are hard to predict and/or guard for or against. Furthermore to fully 
understand the functions of the system, to realise potential gains or opportunities, the 
structure ought to evolve dynamically in response to the emerging function. 

This paper will address the usual problem of load-balancing, in server clusters, by 
the application of a self-organising strategy based on beehive dynamics. The strategy 
is assessed for effectiveness, to show the beneficial effects of the self-organisation at 
the application layer. A developed algorithm for community detection, comprising 
some early findings on runtime detection of emerging sub-structures (communities) in 
the resource layer, is then applied to analyse the utilisation of resources, which arises 
in response to the induced self-organisation in the IoS application layer, yet which 
were not specifically programmed for in the executing algorithm. Accordingly in this 
paper Section 2 gives a basic overview for formalisation and community detection to 
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reason on self-organisation. Section 3 reports on the formalisation and implemented 
simulation. Section 4 gives some general conclusions and suggestions for future work. 

2   Formalisation for Community Detection and Self-Organisation 

In order to have a consistent reasoning model, for component actions and interactions 
(local level) up to whole system behaviour (global awareness), not dependent on ex-
plicit pre-defined outcomes, it is necessary to formalise an Observer System [7] (and 
associated system model) in logic, to facilitate deliberation over self-organisation in 
the systems and systems of systems (multi-layered) states. Specifically the benefits of 
employing mathematical logic in this instance include [8]: The removal of the need to 
explicitly enumerate states and their transition functions. Behaviour is a consequence 
of deduction from the systems’ description and a propositional account provides an 
abstract specification to prove properties of the system, entirely within the logic. 
Where deduction is efficient the system specification is also executable; thus render-
ing a simulator for the system as a side effect of the specification. To handle the dy-
namism within the domain Situation Calculus is used.  

2.1   Situation Calculus 

In Situation Calculus fluent values, stating what is true in the system, are initialised in 
the starting situation (S0) and change from situation to situation according to effect 
axioms for each action. The partial solution to the resultant frame problem [8] gives 
successor state axioms that largely specify the system together with action precondi-
tion axioms and the initial situation. So an initial situation, S0 is the start of the Situa-
tion Calculus representation. An action, a, then changes this situation from S0 to 
do(a,S0) with the next action, a1 say, changing the situation to do(a1,do(a,S0)) and so 
on. Thus a situation Sn is comprised of a simple action history: a1a2…..an.   

2.2   Detecting Communities 

This paper presents a special case of community detection for network topologies 
with power law connectivity. The range for the degree distribution in a network is 
given by a probability distribution P(k), the likelihood that a node has degree k. The 
observed distributions for many large-scale networks; the World Wide Web [9], and 
Internet (router level graphs) [10] for example, display a degree distribution with a 
power law tail: The distribution, for some λ>0 with k=m,….M,  is given by  

P (k ) = ck − λ
  (1) 

where m and M are the lower and upper bound respectively of the nodes’ connectivity 
and c is a constant normalisation factor. In such systems there is a lack of scaling 
around the mean connectivity leading to the topology being termed scale-free.  

One of the most noticeable features of scale-free topology is the formation of high 
degree hub nodes. So if the set of links for the system is C, meaning that if node i is 
connected to node j then (i,j)∈C for any nodes i and j  
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is maximised when high degree nodes are connected to other high degree nodes [11]. 
The Hub Connection Density (HCD) is defined for a graph consisting of a set of ver-
tices, V, with |V| = N and a set of edges E linking the vertices, as:  

1
N

kik j

i, j( )∈E

∑
  

(3) 

for any vertices i and j with degrees ki and kj respectively. In particular when such 
circumstances prevail communities can be identified around the hubs of the system: 
The edges between hubs display high betweenness. Thus integrated communities may 
be isolated (identified) through selective breaking of the network at hub-to-hub edges. 

3   Case Study 

The Internet of Services (IoS) provides an important example of a current trend seeing 
the convergence of Web 2.0 technologies and Service Oriented Architectures (SOA) 
into a global SOA [12]: In this illustrative case-study, in line with the envisaged IoS, a 
simulation of a self-organising, beehive-based load-balancing algorithm is used at the 
application (business services) layer for optimum resource allocation to further the 
understanding of cross layer dynamics. This addresses the server allocation problem 
in a large-scale SOA; allocating servers to Web applications to maximise profit. 

3.1   Load Balancing Based on Bee Hive Dynamics 

This case study follows the specification, given in [13]; for the coordination of a clus-
ter of servers, hosting the (Web) services. As the demand for Web services fluctuates 
it is desirable to enable dynamic service allocation to regulate the system based on 
user demand.   Servers s1,…..sn are arranged into M virtual servers VS0,….VSM-1  with 
service queues Q1,…,QM-1 respectively. The reward for a server si∈VSj serving a 
request from Qj is cj. Each server is either a forager or a scout and the advert board is 
where servers, successfully fulfilling a request, may place adverts, with probability p; 
a forager server may read the advert board, a scout simply chooses a random virtual 
server group VSj. 

The server si assesses its profit by comparing its profit, Pi to the colony’s profit, 
Pcolony and adjusts the probability of reading the advert board accordingly. This per-
mits a fully formal specification of the domain, necessary for deliberation on emer-
gent outcome. It is necessary to specify the deterministic outcomes for each stochastic 
action. For example the readAdvertBoard action can succeed or fail denoted 
s_readAdvertBoard and f_readAdvertBoard as appropriate, for a forager F: 

choice(readAdvertBoard(F),a)≡a=s_readAdvertboard(F)∨a=f_readAdvertBoard(F) 

For each of nature’s choices associated with an action we specify the probability 
with which it is chosen, given the stochastic action was performed in situation s, for 
example for the successful reading of the advert board we may have: 
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prob(s_ readAdvertboard(F), readAdvertBoard(F),s)=p ≡perf (F,s)≤ 0.5 ∧p=0.6 ∨ 
 (perf(F,s)>0.5∧perf(F,s)≤0.85∧p=0.2)∨(perf(F,s)>0.85∧perf(F,s)≤1.15∧p=0.02) 

where perf(F,s) is the performance of  the forager server F in situation s  as measured 
by the ratio of forager profit (PF) against colony profit (Pcolony).  

The action precondition axiom is: 

poss(s_readAdvertBoard,s) ⇒forager(F,s)∧atAdvertboard(s) 

The successor state axioms can be stated, for example: 

perf(F,do(a,s))=n⇔(perf(F,s)=n∧¬∃sia=finishrequest(si))∨∃i,j[(si∈VSj)∧ 
           [(a=finishrequest(si)∧((F=si∧ Pi(s)= perf(F,s)Pcolony(s) – cjperf(F,s) + cj))∨ 
                                                           (F≠si∧ Pi(s)= perf(F,s)Pcolony(s) – cjperf(F,s))] 

3.2   Evaluation 

The Netlogo [14] simulation environment has been used to test the implementation 
of this specification under variable conditions. The servers possess an attribute 
number that is used to combine the optimum servers for the tasks in the queues at 
the virtual servers; simulating heterogeneity in the servers covering a large-scale 
SOA or IoS. The simulation starts with 99 forager and 71 scout servers connecting 
with virtual servers and their associated task queues. During operation servers dy-
namically connect to and service virtual server queues then reconfigure according to 
the algorithm. 

Figure 2 shows the results for the server cluster, after 500 ticks, performing tasks 
of varying lengths up to 50 ticks. The task arrival at the virtual server queues was 
randomized with a 0.8 probability of arrival. The top line on the graphs is the maxi-
mum queue length at the virtual servers whilst the lower line is the average queue 
length: This demonstrates the significant improvement in load balancing using this 
self-organisational algorithm: There is a 27% decrease in average queue length, a 
40% decrease in the maximum queue length and  a smaller difference between the 
average and maximum queue lengths (low variance/standard-deviation=better bal-
anced load) produced when the beehive foraging algorithm is used (Fig. 2(b)) com-
pared to when it is not in operation (Fig. 2(a)).  

From this an underlying community structure can be extracted comprising the 
servers that work together on the specific tasks. Figure 3 shows the extracted underly-
ing community structure for the resource layer (servers) with connections between 
those cooperating to complete a specific task, indicating dependencies. 

An initial breakdown of the community structure is then possible based on the re-
moval of edges with high betweenness, as previously described.  The edge between-
ness is calculated based on the hub-hub connectivity established via the HCD  
Measure.  

Further experimentation has been completed placing markers at the automatically 
recognised hubs to either facilitate the propagation of data to the whole community or 
identify monitor points for specific communities. 
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(a)                                                                    (b) 

Fig. 2. Average queue lengths: (a) 165 with a standard deviation of 20.45 without foraging 
algorithm. (b) 121 with a standard deviation of 5.07 with foraging algorithm, at t=500. 

                       

                    (a)                                         (b)                                        (c) 

Fig. 3. Community structure of servers: (a) When the foraging algorithm is used with a HCD 
calculated at 80 against an expected value of 19 for a random arrangement. (b) Corresponding 
community when the foraging algorithm is not used with a HCD calculated at 28. (c) Initial 
community structure breakdown from (a).  

4   Conclusion 

This paper has sought to address the engineering of self-organisation in a manner that 
accounts for the wider systemic implications of the implemented behaviour; thus 
additional benefits of self-organisation, in a SOA or the envisioned Internet of Ser-
vices (IoS), aiding the identification of emergent resilient service compositions in the 
layer and its super/sub-layers, can be seen. It can also be observed that self-
organisation at one layer affects other layers: This may be useful to take into account 
the upper layer requirements when the provisioning layer is self-organising or evolv-
ing; indicating the level of intervention required to either promote the organisational 
behaviour or provide some guards against it, resolving conflicts between organisa-
tional layers. There are many scenarios where detection of the underlying or emergent 
structures is both desirable and necessary to ensure appropriate resource provision and 
the optimisation of some system-wide value or utility. For instance the guaranteed 
provision of an emergent service feature can be dependent on the topological nature 
of the arrangement and specific procedures may utilise the properties of the topology. 

Much further work is required to investigate the overall effects of self-organisation 
and the most beneficial system location in which to engineer emergence. For instance, 
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in the described case study, would the engineering of scale-free connectivity in the 
resource layer give a similar beneficial result for the load-balancing in the application 
layer? Work is also ongoing validating these results in a real setting.  
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Abstract. Emergence engineering is a novel approach in Software Engineering
which targets at triggering emergent phenomena in groups of individuals in order
to exploit those phenomena for engineering solutions. We impose the require-
ments of functional adequateness to a dynamic system and wait for it to adapt. In
this article we discuss the effects of the expressiveness of the behavioral descrip-
tion in terms of reliability of the solutions. Can we expect Emergence Engineering
to produce solutions in the proper meaning of the term at all?

1 Introduction

Recent developments in ubiquitous computing and autonomous distributed systems
show that standard engineering approaches reach their limits when we have to cope with
a large number of interacting, autonomous platforms. Instead of the traditional divide-
and-conquer approach, realizing self-organization capabilities as found in nature have
gained substantial interest. Swarms demonstrate that large collections of individuals
may produce a useful group behavior whereas the individual behavior may be diffi-
cult to determine. We call these phenomena emergent when we consider it unfeasible
to analyze the contribution of the individuals to the overall effect. Utilizing emergent
phenomena within an engineering process is called Emergence Engineering, a rather
new area in software engineering. A characteristic property of Emergence Engineering
is that one cannot guarantee whether the results of this process actually reliably fulfill
the requirements of the scenario, that is, whether the results are really “solutions” as we
understand the term. The question arises whether such an emergent process can create
reliable solutions at all.

In the following sections we approach this question by briefly introducing our concept
of Offline Emergence Engineering (OEE), enhanced with a more expressive behavioral
language. We discuss the contribution of the base language to the evolution success, and
we comment on the overall practicability of creating solutions by emergence.

2 Offline Emergence Engineering

Our approach to Emergence Engineering [1] is based on Genetic Programming which is
a class of evolutionary algorithms for breeding programs, algorithms, and similar con-
structs. In GP, a population of individuals with a totally random genome is created. All
individuals of the population are tested for fitness according to the objective functions.
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A subsequent selection process filters out the individuals with low fitness and allows
those with good fitness to enter the mating pool with a higher probability. In the repro-
duction phase, offspring is created by varying or combining these solution candidates
and integrated into the population. If the termination criterion is met, the evolution stops
here, otherwise the process is iterated, continuing by evaluating the new population.

2.1 Engineering Process

In principle, our engineering process consists of five phases:

Fig. 1. The Offline Emergence Engineering Process

1. The scenario must be analyzed, resulting in a collection of requirements.
2. Suitable objective functions must be found which determine the fitness of a solu-

tion. These functions should allow for a gradual evaluation, not just be boolean.
3. The Genetic Algorithm repeatedly creates new versions of the individuals and se-

lects the fittest ones.
4. At some time, an individual is picked out. If the Genetic algorithm converges, this

individual will be most likely better suited than any individual before.
5. The individual is put into a component as its behavior and so deployed in the real

environment.

To reduce complexity for the evolution process, we let only one type of agent behav-
ior evolve, which must be put into all participating agents. The appropriate part of the
behavior may be selected by means of a state variable. As we have only one type of in-
dividual (determined by its behavior), the selection pressure on the individuals is prop-
agated to the rule set of the individuals. As the set of rules excerts some effect on the
behavior of the agent, the individual behavior contributes to the overall behavior which
can be measured by the fitness function. Hence, within OEE, we can witness emergence
in different levels. The behavior of the group somehow emerges from the behavior of
the individuals, and the behavior of the individuals emerges from the rule set.

2.2 Expressiveness of the Behavioral Language

Can we somehow make sure that this process eventually produces a behavior which is
adequate to our scenario? Which are enhancing or limiting factors of this procedure?
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– In order to approach this issue we examined the influence of the behavior language in
our recent experiments. One potential reason for the process to fail is that the solution
(as we can conceive it) requires some specific features, for example, sorting a list, but
the language is unable to implement it.

Our OEE concept uses a behavioral description which features an unordered set of
rules instead of sequentially executed instructions. We call this Rule-based Genetic Pro-
gramming (RBGP). The RBGP language defines rules with a condition part, consisting
of two conditions connected by and/or, and an effect part [1,2]. RBGP is powerful
enough to express many of the constructs known from high-level programming lan-
guages, but it lacks important capabilities like indexed memory access. Thus, to extend
the expressiveness, we created new primitives for indirect memory access, using the
notation [a(t)](s), which stands for the value of the a(t)th symbol (at time step s = t
or s = t + 1) in the ordered list of all symbols. This new form of Rule-based Genetic
Programming named eRBGP allows the evolution of list-sorting algorithms and makes
it Turing-complete.1 eRBGP allows for conditions with more than two expressions,
which enables the process to create more complex rules without the need for interme-
diate variables. Terms may be used as boolean expressions, being compared to zero.

========= E l e c t i o n (RBGP) ==========
f a l s e or ( s t a r t ( t )= incomingMsg ( t ) ) => s t a r t ( t +1)=1−b ( t )
f a l s e or ( b ( t ) >= a ( t ) ) => a ( t +1)= a ( t )+ i d ( t )
( o u t ( t ) <= s t a r t ( t ) ) o r ( i d ( t ) ! = b ( t ) ) => send
f a l s e or ( a ( t ) ! = o u t ( t ) ) => o u t ( t +1)= a ( t )
( i d ( t ) = 0 ) and ( o u t ( t ) >=0) => i d ( t +1)= i d ( t ) / b ( t )
(0= i d ( t ) ) o r ( i d ( t ) < i n ( t ) ) => a ( t +1)= i n ( t )

========= E l e c t i o n (eRBGP ) ==========
i d ( t ) => send
[ incomingMsg ( t ) ] ( t ) => o u t ( t +1) = i d ( t )
( o u t ( t ) − ( incomingMsg ( t ) o r [ a ( t ) ] ( t ) ) ) => a ( t +1) = i d ( t )
( i n ( t ) / i d ( t ) ) => i d ( t +1) = i n ( t )

Fig. 2. Comparing solutions from RBGP and eRBGP

As the expressions do not have a common structure anymore, we lose the ability of
using Genetic Algorithms with fixed-size genes for its evolution. Instead we apply Ge-
netic Programming with a tree-shaped genome, representing the hierarchical expression
structure of the rules. The evolutionary operations modify the tree structure directly.

3 Experiments

We evaluated some experiments in order to determine preconditions for a successful
emergence engineering. We have a look at two specific scenarios.

1 The proof for Turing Completeness of Genetic Programming languages with indexed memory
[3] can be easily adapted to the case of eRBGP.
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3.1 Election

The challenge of an election procedure where one agent is elected as leader and all
agents agree to this choice is the distributed nature: It must be ensured that all agents get
a consistent view of the election. In our realization, an agent may send a message con-
taining a single number stored in the variable out with the command send. Whenever a
message is received, its contents appear in the symbol in and the variable incomingMsg
is set to 1. The agents have unique identifiers (variable id) and two multi-purpose vari-
ables a and b. We expect the identifier of the elected agent to be stored in variable a
after about 5000 simulated time units.

The objective functions are defined as follows: f1 counts the number of different
IDs found when comparing all the values stored in the a variables of the agents after the
simulation and penalizes values that do not denote valid IDs. f2 determines the behavior
size in terms of the number of rules, f3 counts the time units used for active computa-
tions (penalizing useless computation when the node could sleep instead), and f4 counts
the number of messages exchanged. For the best overall fitness, all four functions shall
yield minimal values.

Some of the results look like well-known algorithms (one of them resembling Mes-
sage Extinction), other are incomprehensible but obviously work. After using the RBGP
process in the first run, we went for eRBGP in the second run. The solutions are shown
in Figure 2. We evaluated the reliability of multiple solutions delivered by these two
approaches by the fraction of scenarios where the election process proceeds correctly.
Programs generated with RBGP are reliable in 60% of the scenarios and those from
eRBGP achieve correct behavior in 91% of the network simulations. This seems to be
an indication that the expressiveness of the language can help to find better solutions.

3.2 Critical Section (CS)

Code that accesses a shared resource is called critical section. Processes running con-
currently on different nodes have to decide whether they are allowed to access the
critical section or whether they have to wait, using message exchange to coordinate
themselves.

The first objective function f1 evaluates the number of violations of the mutual exclu-
sion criterion. Concretely, to increase pressure, we sum up the square of the number of
nodes inside the CS for each time step. The second objective function f2 represents the
number of times each process could enter the critical section at least in the fixed time
span of the simulation. We add a value proportional to the total number of accesses of
the CS. Finally, f3 counts the number of rules and exerts pressure to drop unnecessary
rules. f1 and f3 are subject to minimization, f2 is to be maximized.

Unfortunately, the RBGP process did not converge to a specific set of adequate solu-
tions, even after more than 2100 generations. We evaluated the behavior of the best indi-
viduals in 200 random network configurations. For RBGP, we found a solution avoiding
collisions in 98.5% of all given environments. In 52.5% of the environments, the solu-
tion was also fair, allowing more than one process to enter the critical section. Our tests
also showed that lower rates of collisions correlate with lower fairness. Involving more
agents obviously increases the chances of triggering violations.
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We compared solutions from the RBGP framework with the results of the enhanced
eRBGP framework. With six rules compared to 15, the best solution we found is much
more compact as the solution of RBGP. But while it fulfilled the first criterion (exclu-
siveness) in 99% of all simulations, it was highly unfair, allowing more than one agent
to enter the CS in only 1% of all cases. It seems as if fairness was only achieved for
that moment when it failed to ensure the exclusiveness – the evolution was obviously
trapped in a suboptimal state.

4 Evaluation

In some scenarios like election, the engineering process may profit from the higher
expressiveness, while in others, it fails to create better solutions. An important key to
a productive usage of this engineering process is to find out early which scenario is
well suited, and which is not. Analyzing our experiments, we found special cases for
the result of the evolution as any-agent and all-agent behaviors. The former one refers
to the observation that eventually, one of the agent instances has got some property or
expresses some behavior. The latter case refers to the situation where eventually, the
whole collective adops the same properties and behaviors.

Load balancing [1] and election seem to be suitable problems for an emergence en-
gineering approach. We believe that this is due to the fact that both problems require
all-agent behaviors. For load balancing, each agent migrates as soon as there is a host
with lower load, while for election, all agents eventually share the same property at the
end, namely knowing the ID of the winner.

Critical Section is more than an election problem, due to the fact that we also want
to reach fairness. More specifically, the CS problem requires an iterative election, and
it requires the behavior of the group to change in order to achieve fairness. This is
neither an any-agent nor an all-agent behavior. Obviously, the agents somehow need to
learn that some agent was already allowed to enter the CS, and so it does not qualify
to enter again for some time. While it is not impossible that agents develop learning
behavior with the evolutionary process, it is obviously fairly unlikely. Hence, for the
applicability of this approach, the analysis must take care whether the group behavior
implies learning capabilities or not.

5 Related Work

Cramer was the first one to utilize genetic algorithms and tree-like structures to evolve
programs [4]. For agent systems, Genetic Programming is also a well-known approach
in the context of foraging simulations [5] or rendezvous scenarios [6]. These concepts
all address either optimization problems or solutions for specific problem areas. There is
currently only few related work concerning emergence engineering for agent societies.
The most notable work here is ADELFE [7] which is an engineering approach explicitly
exploiting emergence among a set of cooperative agents. We call ADELFE an online
emergence engineering approach, due to the fact that the agents are situated in the real
environment and need to self-organize to respond to changes in the environment.
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6 Conclusions

Our research is still in an early state where we need to conduct more experiments to
find out characteristics of problems which may be suitably handled by this approach.
However, we must face the fact that generating programs in this way is extremely time-
consuming, literally taking days to weeks until a solution is found.

We have presented some simple criteria which may indicate whether EE is likely to
produce suitable solutions for a problem. If we have considered a problem to be suitable
for EE, we must find appropriate objective functions for the evolutionary algorithms to
measure the fitness of individuals. Finally, we have to decide on the expressiveness of
the behavioral language and the capabilities of the agents. We found that increasing
the expressiveness of the implementation language of the agent behavior need not nec-
essarily yield better solutions. Although we increased the scope of the possible agent
behavior, some problems seem to trap the evolution in sub-optimal areas. We believe
that defining some more scenarios will provide us with more experience on the be-
havior of the evolution process and whether it may be required to introduce additional
modifications.
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Abstract. Efficient energy consumption in large sets of electric devices
is a complex problem since it requires a balance between many compet-
ing factors. Presently, self-optimization techniques work expeditiously on
small and relatively less complex problems. However, these techniques
are not shown to be scalable on large and complex problems. In this
paper we have used linear programming to optimize the use of energy
in a typical environment that consists of large number of devices. Our
initial results show that LP is fast, predictable and scalable. Moreover,
we have also observed that modeling in LP is quite simple as compared
to other self-optimization techniques.

1 Introduction

Self-optimization, the goal of enabling a system to autonomically optimize itself,
necessitates a methodology that is able to handle input domain for any given
system. This requires an ability to handle a hyper-dimensional variable space
involving hundreds of variables with complex relationships.

Some of the recent approaches for self-optimization problems have used tradi-
tional methods such as control theory [5] [3] to optimize a given system. However
these solutions are limited as it has not been shown that these techniques can
scale to hyper-dimensional variable space or handle the complex relationships
appropriately.

In contrast our interest centers around the problems of self-optimization for
large and complex systems involving hyper-dimensional input and output vari-
able space with complex relationships. We approach this problem using linear
programming to find the extremum of the system.

In this approach we have used linear programming to optimize the power
consumption of a heterogenous system of machines under variable demand. Our
initial results have shown upto 80% savings.

Our contributions in this paper are:

1. A scalable methodology for self-optimizing a system which involves hyper-
dimensional variable input and output space as long as the system is linear
or can be interpolated to linear domain.

2. A unique time-variate modeling schema for planning with linear program-
ming.
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3. Identification of a class of problems where optimization techniques such as
linear programming could be used.

2 Related Work for Cost Optimization

Efficient energy consumption is a critical issue that has become the focus of
academia, industry and general public in recent times. This has roots in ecological
as well as cost management issues. Electric consumption for commercial entities
such as cyber-cafes, server farms and other facilities where a considerable number
of computers are installed face problem of optimization of cost of operations.

A typical cost of operations in a lab has two mostly conflicting components.
The first component is the energy cost incurred by running the machines. The
second component is the cost of repairs. Both these costs have a weekly inverse
relationship. As it is observed that frequent restarts of machines is one of the
most common cause for breakages in machines. Labs, including managed by our
own IT department, would rather keep the machines ”on” rather than pay for
costly breakages. The machines are scheduled to go to ”hibernate”mode if ma-
chine is the machine is not used for a given period of time. However ”hibernate”
cost is usually around 20% of a typical ”on” cost. There is no methodology avail-
able that balances the growing cost due to hibernate with the cost of breakages
for a more robust systrm.

Optimizing a system consisting of homogenous machines with or without in-
distinguishable power consumption profiles has been proposed in previous work
[4], [3] [5] . But our target system, computer labs usually employ computers with
varying configurations, demands and power profiles. Therefore we need a more
robust approach that is able to handle the extra requirements.

Our technique for optimization is a balance between [1] and [2], [4]. Almeida and
colleagues provides a heuristics based mathematical technique which is scalable
but does not guarantee an optimum solution and is extremely complex to grasp[1].
In contrast Nathuji and colleagues used a simplistic greedy algorithm to balance
power in a heterogeneous data-center environment[4]. This was possible due to
the nature of problem which allowed mapping of input to a single variable domain
thereby making greedy algorithm a possibility. Although Femal and Freeh used LP
to derive an optimal solution for boosting performance[2], it can be shown that a
greedy technique would have been more suitable to find the solution.

We felt that a sizeable number of problems in the autonomic computing do-
main can be handled by a far less complex system than [1] and with a much
better guarantee. At the same time not all problems can be mapped to an input
domain which is solvable through greedy algorithms. Our optimization technique
targets the class of problems that lies between these two extremes.

3 Approach

Our approach to reduce the operation costs of an environment which consists of
large number of machines is based on a hypothesis. This hypothesis states that



On the Use of Linear Programming in Optimizing Energy Costs 307

ONitj i type of machine on at time j
OFFitj i type of machine off at time j
HIBERNATEitj i type of machine hibernating

at time j
SWITCHONitj i type of machine to be

switched on at time j

Fig. 1. LP Variables

although a restart cycle has a cost component, and a ”hibernate” and ”on” also
has a cost component. However, there is a an optimum point which balances
these two competing cost components. In our approach we take this optimum
point to be the reduction of the total cost of operations of the environment.

To model such a system our input domain includes various classes of machines
with their demands and costs. Our output domain is the number of machines in
”on” ”off” or ”hibernate” state for each time period. We applied linear program-
ming (LP) to our problem to find the optimum utilization of such an environment
based on the reduction of the total cost of operations.

3.1 Modeling in Linear Programming

An LP model requires a series of linear equations constraining the problem
domain and an optimization function. Our cost function defines the optimization
function and the constraint equations are discussed shortly.

Our system consists of various classes of machines. Each machine has states
and each state carries a cost per unit time. Our explicit objective is to reduce
cost but implicitly we require a solution that meets our demands for each time
period and also satisfies the relational constraints such as the demands for a
particular class of machines. The variables for our model are given in figure 1.

We will achieve optimization by reducing the two cost components over a
period of time. LP selects the least cost combination of machines which will
satisfy the requirements (equation 1). The decision that we are interested in is
which machines to shut down to minimize the cost. The requirement here are
the demands for each usage class for a specific time period (equation 3). We are
bounded by the number of machines for each class (equation 2). We put it all
together, the ”on”, ”off”, ”hibernate” and ”switch-on” costs, in our optimization
function as given in figure 2 equation 1. To complete the model we added the
non-negativity constraints for all the variables (not shown in the figure). This is
because in our system a negative on or off machine does not make sense .

4 Evaluation

We ran several simulations using equations in figure 2 on data collected from one
of our labs and compared it with simulated cost of other techniques available.
We ran our tests on a week’s data. We considered a window of 24 hours and
compared our LP results with the existing setup. In our tests we assumed that
we will have knowledge of usage for each class priori.
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z =
∑

i,j

ONitj .costOni+
∑

i,j

HIBERNATEitj .costHibernatei+
∑

i,j

SWITCHONitj .costRestarti

(1)
∀i,j{ONitj + HIBERNATEitj + OFFitj = supplyi} (2)

∀k,j{
∑

i:Xi⊂Si

ONitj ≥ demandktj} (3)

∀i∀j{ONitj+1 +HIBERNATEitj+1 −ONitj −HIBERNATEitj ≤ SWITCHONitj }
(4)

Fig. 2. LP Equations

Fig. 3. Demand pattern

4.1 EnergySaver++

Our application, EnergySaver++, uses LP to provide a plan for the number of
machines to shutdown or hibernate in each 1 hour period over a period of 24
hours. We classify the machines in our lab according to their power consumption
profile and configuration of each system.

The power consumption profile is derived by calculating the power needed
for the CPU, monitor and periphery devices for the three states concerned,
namely: On, Hibernate and the breakage cost due to restart. Breakage cost of
restart is calculated by finding the average cost of repair for machines which
were diagnosed with power fluctuation related faults divided by number of times
an average machine was rebooted in the past one year.

Our second classification criterions, for configuration classes, are the special
software or hardware installation on machines for which students make special
demands. Due to various issues some facilities are available only at specific num-
ber of machines. We classified machines based on these special configurations
and measured the usage of the ”special” resource for each system configuration
class.

Using the above two classification methods, we define our set of general classes
X for LP. X is defined as partitions of U created by C and intersections of C and
S. Here U is the set of all the machines, {Ci ⊂ C : Ci is a consumption class}
and {Si ⊂ S : Si is a usage class} Consumption classes are disjoint classes as a
computing can belong to only a single profile. Whereas usage classes can overlap
one or more consumption classes.

In our initial test-bed consists of 120 machines. There were 6 different power
consumption profiles for those machines. We identified 3 configuration classes.
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Table 1. Cost function of machine classification

State On Hibernate Restart
Class C1 C2 C3 C4 C5 C6 C1 C2 C3 C4 C5 C6 C1 C2 C3 C4 C5 C6
Cost 10 5 10 15 20 20 2 1 4 2 3 2 10 16 18 18 10 17

Table 2. Daily cost of operations for alternative methods and percentage saving in
comparison to LP method

For LP model, with overlapping of consumption classes, we had 10 (X) classes.
We collected historical data to predict the workload. Table 1 defines the cost for
each class for each of the 6 consumption profile classifications.

We collected the usage of systems by noting the logon/ logoff times for ma-
chines. A second script noted if a special resource was used in the last hour. We
observed that the usage of machines was highly cyclic. In-fact the usage repeats
itself after 7 days. We predicted demand for the 24 hour period for each time
period as shown in Fig 3. The global demand is for a general purpose machines
where as demands S1, S2 and S3 corresponds to the demand for Matlab, SPSS,
and scanner respectively for each time period.

We evaluated our system by comparing the cost of operations incurred by
our system with the cost incurred by the three plans provided by OS vendors.
Namely: Keep machines always in on state or Hibernate machines after x minutes
(x < 60) or Switch-off machine if machine has been in hibernate state for 1 hour.

We used data for 7 days of a week and applied LP based planning. We simulated
the three plans that are used for optimizing power consumption on the same 7
day dataset. Table 2 shows the result of the cost of operations that these systems
incurred given the same usage pattern. The table also shows, in savings column,
the percentage savings that our LP based system attains in comparison.

We observed upto 80% savings in comparison to an always on policy for
weekend days (day 6 & 7) and upto 43.3% and 53.4% savings for hibernating
plan and switching off after one hour of hibernate plans, respectively.

For weekdays(day 1 - 5), we saw a maximum of 62% savings for always on
and up to 19% and 32% savings for hibernating plan and switching off after one
hour of hibernate plans respectively.

Since our lab was using policy where the machines switched to hibernate, our
net savings were 2.43 units or 24%. This means that we are able to slash our
costs by 1/4th by using an LP based planner.

Our reason for using LP was scalability. To test our claim that LP is scalable,
we evaluated our application against a variety of input parameters. We generated
random data to set up scenarios. Our variation in data can come from change
in number of machine and change in the classes of machines. These parameters
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Table 3. Scalability results of LP (time in seconds)

Classes 10 50 100
Machines 100 1000 10000 100 1000 10000 100 1000 10000

Running Time 0.23 0.12 0.13 0.5 0.53 0.51 1.48 1.38 1.38

and their results are shown in table 3. It could have been inferred from the LP
equations themselves that a change in the number of machines only will not effect
the running time. We can see this in our simulations as well. The time for 100,
1000, and 10000 machines is nearly same for the different classes.

5 Future Work and Conclusion

In this paper we have provided the groundwork for a possible future direction in
self-optimization. We have described the issues with using traditional methods
for self-optimization.

We have provided an alternative approach for self-optimization by using
conventional mathematical techniques. As a sample we have described a hyper-
dimensional problem, EnergySaver++, and applied linear programming to derive
a solution which is optimal and is derived in polynomial time.

Our future direction is two pronged. First we will build on this work to for-
mulate a better way to handle prediction errors and current load transitions by
using some iterative methods on LP. Second, we will try to provide a solution
for non-linear time variant system planning.

Our targeted system for these future direction is to manage the power sup-
ply at the metropolitan level which will optimize the power consumption while
maintaining a basic quality level for the users.
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Abstract. In peer-to-peer networks, an important issue is the distribution of 
load having an impact on the overall performance of the system. The answer 
could be the application of an intelligent approach that leads to autonomic self-
organizing infrastructures. In this position paper, we briefly introduce a frame-
work model for load balancing that allows various load-balancing algorithms to 
be plugged-in, and that uses virtual shared-memory-based communication 
known to be advantageous for the communication of autonomous agents in  
order to enable the collaboration of load-balancing agents. As the main contri-
bution, we show how the biological concepts of bees can be mapped to the 
load-balancing problem, explain why we expect that bee intelligence can out-
perform other (un)intelligent approaches, and present an instantiation of the 
model with the bee intelligence algorithm. This load-balancing scheme focuses 
on two main policies: a transfer and a location policy for which we suggest 
some improvements. 

Keywords: load balancing, bee intelligence, autonomous agents. 

1   Introduction   

The significance of Load Balancing (LB) in distributed systems is well known. The 
goal is to obtain an improved performance of the complete system. Dynamic LB algo-
rithms can contribute towards efficiently distributing a load at run time, i.e., appro-
priately transferring work from heavily loaded nodes to idle or lightly loaded nodes.  

Many different approaches cope with the LB problem. We will briefly enumerate 
the most important ones and classify them. The first group consists of different con-
ventional approaches that do not make use of any kind of intelligence; for example, 
sender- and receiver-initiated negotiation [25], a gradient model [19], random algo-
rithm [10], diffusion algorithm [7], hierarchical approaches [22], an economic-based 
model [2], and game theoretical approaches [11]. The second group includes theoreti-
cal improvements of LB algorithms using different mathematical tools and estima-
tions [3]; however, with a lack of implementations and real benchmarks. The third 
group contains approaches that use intelligent algorithms: an evolutionary approach 
[5] and an ant colony optimization approach [12]. These intelligent approaches suc-
cessfully cope with LB. Nevertheless, the improvement of several issues (scalability, 
the quality of the solution, general model, flexibility, etc.) is still open. In a general 
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investigation of non-pheromone-based algorithms (bee intelligence), in order to com-
pare them to pheromone-based algorithms, Lemmens et al. [18] concluded that the 
former were significantly more efficient in finding and collecting food and also that 
they were more scalable.  

Our intention is to build a general LB self-organized architecture with exchangea-
ble and combinable algorithms. The communication is based on the shared data model 
supported by space-based architecture [15]. We have developed such a general model 
for LB [17]; and now, as the second step, we propose to apply an intelligent algorithm 
to this model. In this paper, we propose an adaptation of bee intelligence for the reali-
zation of LB policies. In Section 2, we give a short summary of a general LB model. 
Section 3 contains a description of the bee intelligence and the motivation why to use 
it for LB. Section 4 describes algorithms and the mapping to the LB problem. Section 
5 concludes this position paper with an outlook for our future work on this topic. 

2   Overview of the SILBA Model 

SILBA [17] is a model for LB and stands for “self-initiative load-balancing agents”. 
Instead of having a central coordinator, autonomous agents exist in SILBA. They 
operate in a network with a dynamically changing amount of nodes, and decide on 
their own when to pick up or push back work, providing the necessary basis for self-
organization. The main idea is to have a framework that allows the plugging of differ-
ent LB algorithms for comparison. The benchmarks are instantiated with different 
algorithms, policies and parameters. Moreover, an execution environment for SILBA 
exists which uses shared data structures1 for the collaboration of the LB worker 
agents. This indirect communication allows for more autonomy of the agents, [23] 
and [13]. The shared data structures are the Internet addressable resources [16]; they 
maintain collaboration information like pheromones, overlay topology, and other LB 
relevant parameters. The concurrently running agents either retrieve, or subscribe to 
this information being notified in near-time about changes, or modify it. Requestors 
continuously put tasks to any node in the P2P infrastructure, i.e., to a so-called share-
able task-list data structure at this node.  

In a first implementation, [24] and [17], we have populated the model by not yet 
intelligent algorithms and have compared it with a centralized approach [14], demon-
strating that autonomously deciding agents can improve performance and scalability. 
The different benchmarks were promising and showed that the agents based approach 
achieved better results in all test examples (about 27% on average).  

In this paper, we suggest how to extend the LB algorithms towards intelligent ones, 
based on biological self-organized systems. An LB algorithm consists of policies. 
Every policy has its own autonomous goal. The most important policies are the trans-
fer policy (TP) and the location policy (LP). TP determines whether (and in which 
form) a resource should participate in load distribution and in that sense, how the 
classification of resources is done, using certain parameters (described below); whe-
reas the LP determines a suitable partner of a particular resource for LB [25]. The LB 
algorithm regulates the coordinated interplay of these policies. The parameters of TP 

                                                           
1 We have implemented the data structures with the XVSM shared data space (www.xvsm.org). 



 Instantiation of a Generic Model for Load Balancing with Intelligent Algorithms 313 

 

that we want to consider in this paper are the two thresholds T1 and T2 that are conti-
nuously adapted by each node. They allow for a classification of nodes according to 
their current load into three groups: under-loaded nodes (UL) with load ≤ T1, OK 
nodes with a load between T1 and T2, and over-loaded nodes (OL) with load ≥ T2.  

3   Motivation for Bee Intelligence Algorithm  

As mentioned in Section 1, [18] investigated swarm algorithms and their properties, 
and concluded that bee-inspired algorithms outperform ant algorithms when finding 
and collecting food, and are more scalable as they require less computation time to 
complete a task. These facts motivate us to apply bee algorithms to the LB problem.  

3.1   Biological Background 

The biological background of bee behavior is characterized by autonomy and distri-
buted functioning, and self-organization [4]. A honeybee colony of one hive contains 
bees with different roles: foragers, followers, and receivers. Self-organization of bees 
relies on two main strategies, navigation and recruitment. The navigation strategy is 
concerned with searching for nectar of flowers in an unknown landscape. A forager 
scouts for a flower with good nectar and after finding and collecting, it returns to the 
hive and unloads the nectar. Afterwards, the forager performs a recruitment strategy 
(a so-called “waggle dance”), meaning that it communicates the knowledge about the 
visited flowers to other bees. This serves to inform other members of the hive about 
the quality, distance and direction of the found nectar [4]. A follower chooses to fol-
low a forager at random and visit the flower that has been “advertised”. It does not 
need a decision about navigation on its own and therefore, is more efficient. A forager 
can choose to become a follower in the next step of navigation, if it observes better 
information about nectar (through the recruitment process of some other forager), i.e., 
foragers and followers can change their roles. A receiver always stays in the hive 
(stationary) and processes the nectar.  

Bee-inspired algorithms have been applied to several computer science problems 
like Traveling Salesman Problem [26], Job Shop Scheduling [6], Routing and wave-
length assignment in all-optical networks [20].  

3.2   Motivation for Using Intelligent Algorithms 

Different dynamic processes characterize the LB scenario. Nodes can dynamically 
join and leave, the information about load changes permanently, and tasks are dynam-
ically added and continuously processed. Employing P2P overlay networks [1], a 
structured P2P network has an overlay topology that is controlled; there is a mapping 
from content to a location, and therefore it scales well. At the other hand side, the 
support of dynamics is not so good; the queries can be only simple key/value map-
pings, i.e., exact match queries instead of more complex queries. From these reasons, 
they are not suitable for the LB problem at hand. In an unstructured P2P network, a 
placement of information can be done independently of an overlay topology (i.e., 
unstructured), but the content must be localized explicitly (for example, through brute 



314 V. Sesum-Cavic and E. Kühn 

 

force mechanisms or flooding – cf. Gnutella). It is very well suitable for dynamic 
populations, and queries that are more complex are possible. Therefore, an unstruc-
tured P2P network fits better to our problem. The negative point is that it does not 
scale so well, which is the starting point for an improvement.   

In order to point out the arguments for the potential of using bees for the LB prob-
lem, we give a short comparison of Gnutella and swarm-based systems: 

Gnutella [1] operates on a query flooding-based protocol. For the communication 
between servants, it supports the following types of messages: ping (discover hosts), 
pong (reply to ping), query (search request), and query hit (reply to query). Gnutella 
uses an unintelligent flooding to find a particular node. It needs many concurrent 
agents for one (exhaustive) search, as for each branch, a new agent is required. 

Bees [18] search the network and build up routes as overlays. If a bee finds the re-
quired information, it directly flies back to its hive, i.e. it informs the “starting place” 
of the search directly in a P2P way, like in Gnutella. Bounding the number of bees is 
possible, and this is one indication that this algorithm would scale better than Gnutel-
la. However, in the first iteration step, there is no guarantee to find a solution, but one 
will find a solution in upcoming iterations through learning and sending further bees. 
Knowledge distribution takes place in the own hive. Bees of different hives do not 
communicate with each other, and bees that are out of their hive do not communicate 
with other bees. 

Ants [9] leave information (pheromones) at all nodes on the backward trip. We can 
say that the forward trip is comparable to the bees’ forward movement (navigation), 
but the backward trip is different – the ant does not directly contact the “starting 
place” in a P2P way but must go the entire way back. 

4   Mapping Bee Intelligence to the LB Problem 

In SILBA, software agents act in swarms, inspired by bee colonies [18] and [26]. An 
agent can play the role of a bee2 and reside at a particular node. In the following, we 
assume that the number of bees will not change. 

We define a node to consist of exactly one hive (incl. bees) and one flower (incl. 
nectar) in its environment. We abstract the existence of many flowers to one flower 
that can contain many “nectar units”. For each hive and flower, it is deterministic to 
which node it belongs. In addition, we assume that a bee can take nectar units out of 
flowers and can transfer it between flowers.  

A task is one nectar unit in a flower. Note that there can be n (n ≥ 0) nectar units in 
a flower; if a flower is empty it is not removed from the system. A new task can be 
put at any node in the network. We assume that all nodes are addressable (cf. task 
container of the node [17]). 

Initially, a hive has k (k≥1) stationary (= receiver) bees and l (l≥1) outgoing (i.e., 
forager plus follower) bees. We assume that these numbers are static. If we allow for 
dynamic addition and removal of bees, this would only influence how to determine 
the role of a forager and a follower, but it has no influence on the navigation part of 
the LB algorithm. Initially, all outgoing bees are foragers. Foragers scout for an LP 

                                                           
2 For brevity, instead of using an “agent with the role of a bee“, we speak of a “bee”. 
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partner node (to pull, or to push to nectar to it) of their node, inform followers, and 
finally recruit followers. Receivers process tasks at their node and have no influence 
on the algorithm itself. The main actors are foragers and followers. The goal is to find 
the best LP partner node by taking the best path. In our case, the best path is the 
shortest path. We define the best LP partner with a suitability function δ (see below). 

A navigation strategy can be realized in two ways or in a combination of both: 1) 
process migration of the software agent, or 2) the software agent can remotely contact 
the information stored at another site as the SILBA uses shared data structures that 
offer internet addressable URLs. Note that the SILBA execution environment hosts a 
software agent as a thread, which can only communicate with the environment using 
shared data structures that it can reach from any node. Therefore, a “process migra-
tion” is not a costly operation – which is crucial to avoid unnecessary overhead. We 
propose to use a state transition rule, adopted from Wong et al. [26], for the naviga-
tion strategy of a bee to decide which node to visit next.  

The recruitment strategy leads to building up a knowledge base in the own hive 
through aggregation of knowledge in order to derive the behavior of further bees. 
During the recruitment, bees communicate using the following parameters: i) path 
(distance), and ii) quality of the solution. From these, we can derive a fitness function 

fi  for a particular bee i as fi = 
ଵு೔ δ, where Hi is the number of hops on the tour, and δ is 

the suitability function of the solution.  Let n be the number of outgoing bees. Then 
we can compute the colony’s fitness function  as the average of all single bees’ fitness 

functions: fcolony = 
ଵ௡  ∑ ௜݂௡௜ୀଵ . fi evaluates to a good value, if a bee finds a highly suita-

ble LP partner node while using a “fast route” for traveling. After a trip, an outgoing 
bee determines how “good it was”, by comparing its result with the average value, 
and based on that decides its next role. For example, if the bee’s success is low, com-
pared to the average fitness function of the colony [21], then the bee will become a 
follower. The success of a bee affects the credibility of its recruitment, expressed as a 
quotient between fi and fcolony.  As both UL node and OL node can start LP, we would 
like to make a general analysis of two cases: In the first case, a bee of a UL node 
searches for a suitable task belonging to some OL node. The bee carries the informa-
tion about how complex a task the node can accept. In the second case, a bee of an 
OL node searches for a UL node that can accept one or more tasks from this OL node. 
It carries the information about the complexity of tasks this OL node offers and com-
pares it with the available resource of the current UL node that it just visits. We as-
sume that the information about UL and OL is available to each bee visiting a node 
(through shared data structures published at this node [17]). 

In both cases, we have to compare the complexity of the task with the available re-
sources at a node. For this purpose, we need the following definitions: a task com-
plexity c, a host load hl and a host speed hs [8]. A host speed represents the speed of 
the host and its value is relative in a heterogeneous environment. A host load 
represents the fraction of the machine that is not available to the application. Finally, 
a task complexity c is the time necessary for a machine with hs = 1 to complete a task 
when hl = 0. We can calculate the argument x of the suitability function δ as follows:  ݔ ൌ 1ݏ݄ܿ െ ݄݈ . 
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We define the suitability function (which e.g. can be a linear function) as δ = δ(x). 
If x = 1, then we have an ideal situation. The main intention is to find a good LP part-
ner. For example, when a UL node with high resource capacities is taking work from 
an OL node, a partner node offering tasks with small complexity is not a good partner 
as other nodes could perform these small tasks as well; taking them would mean to 
waste available resources. Referring to the SILBA model [17], all mentioned parame-
ters that contribute to the bee algorithm, are configurable.  

5   Conclusion 

In this position paper, we have proposed an adaptation of bee intelligence for the 
realization of location policies to improve the overall load balancing (LB) in a system. 
In previous work, we have shown a decentralized LB based on active agents, realized 
without intelligent algorithms. Benchmarks were carried out in previous work too, 
with a general LB framework called SILBA, and have already shown promising re-
sults compared to the centralized approach, demonstrating that autonomously decid-
ing agents can improve the performance and scalability. Therefore, we propose keep 
the idea of autonomy and expand it further towards intelligent algorithms. In this 
paper, we have argued why bee algorithms can be more suitable than unstructured 
P2P networks and ant algorithms for a highly dynamic problem like the LB scenario, 
and have show a possible instantiation of such an algorithm and its policies. 

In our further work, we will include the implementation of the proposed algorithms 
into SILBA and perform benchmarks. The comparison will comprise the instantiation 
of SILBA with other intelligent approaches as well as with Gnutella. Further work 
will also consider a comparison of the algorithms with regard to security issues, as the 
agents in the network must be trustworthy. 
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Abstract. Mobile devices can be integrated into grids to access grid
resources but also to provide resources, such as CPU cycles or memory,
building mobile grids. To exploit the potential of mobile grids, we pro-
pose an opportunistic job scheduling approach to harness cycles among
mobile devices. Mobile nodes decide autonomously and locally which job
to take by matching the job’s requirements against their capabilities and
coordinate with one another by means of shared job queues. A prototype
implementation has been presented in previous work. In this work, we
introduce selfish nodes which are expected to occur among mobile de-
vices with limited energy sources. To react to selfishness, we introduce
three strategies of game theory, that are, Tit For Tat (TFT), generous
TFT, and Go-By Majority (GBM), to our approach and investigate the
emerging behavior of the system by means of simulation. First results
show, that the TFT and GBM implementations converge fast to fully
selfish systems, while generous TFT exhibits self-healing characteristics.

Keywords: Self-organization, Mobile Grids, Game Theory.

1 Introduction

Mobile devices are ubiquitously available and allow the spontaneous construc-
tion of mobile distributed systems which can share their processing power and
memory. Although connected mobile devices cannot compete with high perfor-
mance computing clusters or desktop grids, they still may support the sharing
of computing cycles. The envisioned mobile grids are expected to be either in-
tegrated into stationary grid infrastructures or consist of rather small ad-hoc
networked systems useful for mobile communities or mobile field work scenarios
which occur in domains like archeology, ecology, or biology, where pre-analysis
of data might be desirable.

In accordance with Satyanarayanan [1], among the most important challenges
for mobile distributed computing are lower wireless network bandwidth when
compared to wired networks and varying link quality, limited capabilities of
devices and energy sources, and varying availability of resources caused by mo-
bility. Due to these characteristics a fully decentralized scheduling approach has
been chosen to assure robustness in particular in spite of disconnection failures.

K.A. Hummel and J.P.G. Sterbenz (Eds.): IWSOS 2008, LNCS 5343, pp. 318–324, 2008.
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In principle, mobile nodes decide locally which jobs to take depending on their
capabilities and the jobs’ requirements and coordinate among each other using
shared job queues to keep track of a job’s status. The shared queue management
is supported by a distributed Virtual Shared Memory (VSM). We described a
prototype implementation and the achievable speedup in mobile test scenarios
(intermittent connectivity) in previous work [2]. Based on the promising results,
we can now further investigate how to achieve fairness, energy efficiency, and
a low communication overhead in mobile grids. Additionally, due to possibly
selfish nodes, it cannot be assumed that cooperation will automatically emerge
– which will be addressed in this paper.

We describe and investigate strategies that allow mobile nodes to adapt to
selfish behavior of other nodes. The basic scheduling approach and related work
(Section 2) is extended by applying strategies of game theory to job scheduling
in mobile grids (Section 3). Depending on the strategy and the behavior of other
mobile nodes, individual nodes either cooperate with one another by taking jobs
or defect from each other by declining jobs. Each node’s decision is communicated
to other nodes residing in the same group. The performance of the strategies
is analyzed in stationary situations under varying group sizes as well as the
spreading of defecting nodes over time for each strategy based on a discrete
event simulator (Section 4). We conclude our work and present an outlook on
future work in Section 5.

2 Related Work

Distributed job scheduling among mobile clusters and grids has recently at-
tracted several research efforts, addressing challenges such as energy efficiency [3]
and intermittent connectivity. Due to limited resources (energy, bandwidth, etc.)
user preferences may lead to an unfair load distribution in mobile grids. The sit-
uation worsens, in cases where nodes act both as grid clients and grid resources
from time to time but refuse to contribute resources.

Related to our scheduling approach, in [4], job scheduling is proposed via
agents that individually decide which tasks to run on which machine based on
simple local scheduling rules. Results show that a tree-based network evolves in
which important tasks are assigned to more reliable resources. This approach
is similar to the introduction of reliable super-peers in our approach but differs
in the degree of autonomous decision making. In [5], a framework for oppor-
tunistic cluster computing using JavaSpaces is implemented. This framework
uses a shared communication space and autonomous scheduling decisions but
does not consider transient and persistent disconnections that are likely to oc-
cur due to node mobility. Based on self-monitoring of utilization, workers de-
cide upon job execution. A distributed load balancing approach is discussed
in [6]. Mobile agents monitor the utilization of nodes and encourage the most
and the least utilized nodes to balance their workload. Similar to our previ-
ous work [2], this decentralized solution has not yet considered non-cooperative
nodes.
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Using game theory to ensure a cooperative but fair system has been consid-
ered, e.g., for peer-to-peer systems [7]. By exploiting the potential of traditional
game theory for mobile grids, our work is related to general results of game the-
ory. In [8], different game strategies were tested against each other that tried to
maximize the benefit of the player by reacting to the gaming partner’s previous
decision in terms of cooperation or defection. The game is only meaningful if
the competition is repeated and lasts long enough to gain the benefits for coop-
eration. Tit For Tat (TFT), a strategy that first cooperates and defects only if
the gaming partner defected in the last round, turned out to be the best overall
strategy, but is also very sensitive to errors (defections by mistake). In [9] this
issue is addressed by introducing the stochastic strategy generous TFT, which
forgives defections with certain probability.

3 Approaches from Game Theory for Load Distribution

Assuming that one mobile device will generate more load than it can handle, it
might desire an available grid to submit its jobs to. The scheduling approach for
mobile grids follows the concept of decentralized opportunistic batch scheduling
based on the principles of autonomous local scheduling decisions and job queue
based coordination supported by a distributed Virtual Shared Memory (VSM).
We chose to base the scheduler on the VSM paradigm because it supports asyn-
chronous communication and persistence of data that is beneficial for unreliable
mobile nodes. The job model has been simplified by assuming no inter-job depen-
dencies and equal job priorities to reduce complexity, but also to model situations
where non real-time tasks should be simply migrated to a more powerful device.

3.1 Decentralized Scheduling Approach

The scheduling decisions are taken locally by the mobile peers. The algorithm
analyzes the current and predicted future node status in terms of connection
quality, remaining capacity (battery), utilization, and static resource capabili-
ties. This status is matched against the job’s requirements (as given by the job’s
meta-data) considering user-configurable policies that define the desired degree
of resource contribution. The approach allows reaction to self-description of jobs
providing a basic best-effort approach if this data is missing (e.g., the expected
execution time of a job on a particular computer architecture). To manage dis-
tributed coordination, shared job queues are used. Basically, jobs are submitted
to a queue by a client from where a worker retrieves a job and its corresponding
job meta-data in first come first serve manner. To communicate the job’s current
processing status, jobs are stored in queues corresponding to the job’s state.

We constructed a prototype implementation to demonstrate the feasibility
of the approach including fault tolerance mechanisms to handle intermittent
connectivity due to lack of remaining battery power and moving out of com-
munication range of one another [2]. Each node is ready to serve as a worker
as well as ready to consume computing resources as a client. Non-cooperative
nodes have not been addressed so far.
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3.2 Introduction of Game Strategies

We now distinguish between cooperative (job taking) nodes and selfish, defective
nodes (non job taking). The motivation for non-cooperative nodes to enter the
grid is to just use resources to fulfill their own processing tasks in the role of
clients and refuse to contribute as a worker (although they could due to their
capabilities). Note that if nodes do not benefit from cooperation incentives (e.g.,
the possibility to submit jobs to others in the future), selfishness will be the
optimal strategy for each node.

The basic scheduling approach is now extended with the game theoretic strate-
gies Tit For Tat (TFT), generous TFT, and Go-By Majority (GBM) to react
to selfish nodes. TFT first cooperates and then mirrors a node’s opponent’s ac-
tions. We expect that selfishness would propagate among nodes (as this is the
optimal state in our scenario). Generous TFT and GBM do not blindly mirror
the opponent’s actions. Generous TFT forgives a defection with a probability p
– we chose p = 1/3 for the experiments after [9]. GMB first cooperates and then
defects, but only if the opponent’s number of past defections is higher than the
opponent’s number of past cooperations.

There are two possibilities to apply these game strategies. First, each node
could store a history about each other node’s behavior (indicating its defection
or cooperation) in order to penalize selfish nodes while still cooperating with
cooperative ones. Second, each node changes its behavior according to the ob-
served behavior of any other node. By choosing the second option, the whole
system is influenced by selfish nodes and we want to investigate how long the
system can tolerate selfish nodes without the need of keeping N(N − 1) history
entries in a mobile grid of size N .

In our model, the nodes communicate within non-disjoint groups of size n
about their cooperating or defecting behavior (where n might vary between 1
and N). The group forming algorithm used should assure that the network is not
partitioned, which would prevent network wide self-organization. In the current
implementation, we assume a unique node ID (like the MAC address) known by
the other nodes in range of the ad-hoc network. After sorting (the highest node
ID should be the predecessor of the lowest one to build a ring), each node selects
the �(n − 1)/2� nodes preceding its ID and the �(n − 1)/2� nodes following to
create its neighbor group. If n = N , every node will send its current cooperation
status to each other node causing the worst case communication overhead.

3.3 Simulation Framework

We used a simulation framework based on Discrete Event Simulation (DES) for
our investigations. Since we wanted to focus on the complex middleware layer and
the distributed game strategies, we abstracted from lower network layers, and
thus preferred a custom implementation. Node mobility can be simulated, but
for the experiments in this paper, mobile devices only determine the performance
footprint of the device model while the nodes remain stationary. We validated
the basic approach against the previous prototype implementation to assure
compliance with real-world behavior [2].
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Table 1. Number of processed jobs / ART (in seconds) / number of defecting nodes for
three different game strategies and varying group size n at the end of each experiment
(number of always-defecting nodes de = 5)

n = 2 n = 3 n = 5 n = 10 n = 15 n = 20
TFT 58/269/20 66/293/20 34/184/20 27/166/20 15/118/20 15/118/20

g-TFT 80/338/5 80/338/5 80/338/5 80/338/5 80/338/5 80/338/6
GBM 58/269/20 25/166/20 27/172/20 29/170/20 21/139/20 21/138/20

4 Experiments

Experiments were conducted based on simulation to investigate the effects of
the different game strategies in terms of job Average Response Times (ART),
measured as the delay between the submission and the successful processing end
of a job (the ART is only calculated for finished jobs), total number of processed
jobs, and number of defecting nodes.

The job processing time is assumed to be 116.632 seconds (as has been mea-
sured for an example test RC5 key decoding application for calculating a 24 bit
key on a worker notebook [2]). The simulated mobile scenario consisted of one
client submitting 80 jobs (one job per second), and N = 20 workers.

We varied two parameters of the simulator: the number of always-defecting
nodes de ranging from 0 to N and the group size n for gossiping the coopera-
tion state ranging from 1 to N . We will now present the results for a constant
de = 5 and varying group sizes. The always-defecting nodes were chosen at
random out of the set of nodes (uniformly distributed among the groups). We
performed one simulation run for each experiment, which we plan to extend in
future work to capture different neighboring conditions. Each run was terminated
after all jobs were processed or when no job has been taken for more than 1000
seconds.

In Table 1, the results for samples of different group sizes n are summa-
rized.1 The number of processed jobs reflects the impact of the propagation
of selfishness on the final system performance. Only generous TFT (g-TFT)
could process all jobs independent of n and with small variations within the
ART. The reasons are twofold: first, this strategy propagates selfishness only
slowly; and second, the frequency chosen for reconsidering cooperation vs. de-
fection is high, which leads only to a short delay in job processing even when a
node choses to defect. We observed that nodes that changed to being defective
changed back to cooperative mode quickly. TFT and GBM could never pro-
cess all jobs and the number of defecting nodes increased towards N for both
strategies.

We will now investigate how the number of defecting nodes changed over time
as depicted in Fig. 1(a)–1(d) for different group sizes n. The higher the number
of defecting nodes, the lower the performance of the mobile grid (lower number

1 n = 1 is omitted, because none of the chosen strategies influences job processing.
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Fig. 1. Number of defecting nodes over time for de = 5 and varying group sizes (a)
n = 5, (b) n = 10, (c) n = 15, and (d) n = 20

of processed jobs). For all different group sizes, TFT and GBM propagated the
selfishness of only 25% of nodes quickly. The larger the group size, the faster
the selfishness has been propagated. For n = 5, GBM fostered the increase of
the number of defecting nodes slightly faster than TFT (Fig. 1(a)). For larger
group sizes this behavior is inverted for these two strategies.

All four figures show similar curves for generous TFT. The small peaks occur
when one or more nodes reacted with defection to other defecting nodes with
probability 2/3. The good results are due to the forgiving behavior, which tol-
erates 25% always-selfish nodes). In Fig. 1(d) one previously cooperating node
stayed in defecting state after ≈ 600s. We ran the same simulation with more jobs
and a longer simulation time, and observed that this node fell back to cooperat-
ing state quickly again. The forgiving generous TFT can thus change a node’s
defective behavior back to cooperation (self-healing), which can be exploited in
future work.

To generalize these first results, further investigations in terms of varying
neighborhood relationships (distribution of selfish nodes) and dynamically
changing selfishness are required and planned for future work. Hereby, the nodes’
selfishness is assumed to be a result of policies or different dynamic properties
such as workload or remaining battery, which may vary over time.
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5 Conclusions and Outlook

We investigated the game strategies TFT, generous TFT, and Go-By Major-
ity (GBM) for a self-organizing job scheduling approach capable of reacting to
selfish nodes in mobile grids. We have analyzed the propagation of selfishness
introduced by some nodes (25% of the mobile devices) while the defecting or
cooperating behavior was communicated among non-disjoint sub-groups of the
mobile grid. First results show that TFT and GBM lead to similar results. For
both strategies, the number of defecting nodes quickly converged to the total
number of nodes and thus job processing halted. This shows the vulnerability
and unforgiveness of the strategies. On the other hand, generous TFT could
process all jobs, independent of the size of the gossiping sub-groups and did not
propagate selfishness.

We plan to work on strategies that are capable of reacting as fast as TFT
or GBM to selfish nodes (e.g., in case the number of selfish nodes exceeds a
reasonable number) and to show forgiving and self-healing behavior as given
by generous TFT in case only a few selfish nodes disturb the system. We plan
to approach this by introducing a benefit and cost for cooperation including
workload and energy costs/benefits. Finally, we plan to include mobility related
intermittent connectivity and node churns in our investigations.
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Abstract. This work addresses the problem of visualizing interactions between 
agents self-organizing in a non-codified way. This kind of behavior emerges 
from a human factor, which is heavily involved in the presented case of multi-
agent system. Tasks and intentions of users present in the system are unknown 
and the proposed method of analyzing and debugging temporary structures 
emerging in the system is the eavesdropping of the communication between the 
actors. A separate software service is proposed, which makes the inferred  
structure data accessible by an external higher scale system. An example of 
visualization is provided in the form of SVG-based interactive dynamic block 
diagram. 

Keywords: Self-organizing multiagent system, industrial process control, visu-
alization, human factor, producer-distributor-consumer. 

1   Introduction 

Visualization of self-organizing [1] agent systems is a difficult task, due to the distri-
bution of the information on the system structure. Each agent is aware of its local 
surroundings only, while the system’s capabilities are an effect of its overall global 
configuration [2]. Therefore, a visualization task consists of gathering scattered in-
formation and consolidating it into consistent description at first, before presenting it 
to the user. There are many engines for visualization of a topology of agent system 
structure, fitted to varying capabilities of agent environments, e.g. VizScript [3], 
VAST [4], MASON visualization tools [5]. 

Most of the existing approaches assume that the self-organizing system being visu-
alized is purely artificial, and the data needed for the visualization may be gathered by 
implementing additional services in the nodes (as in [6]). These artificial self-
organizing systems are based on natural ones incorporating societies of living organ-
isms (ants, bees, even humans) [7]. In case of these natural systems, there is no possi-
bility of implementing visualization services in the nodes, only a passive observation 
of the system is possible, as tasks and intentions of the actors are generally unknown. 
Therefore, the visualization has to rely on passive observations of the actors behavior. 
In case of physical natural systems, observations may consist of simple measurements 
of real-world physical variables (e.g. spatial location of the actors in environment). 
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On the other hand, logical systems hardly have any physically measurable properties 
and the only source of information regarding the system structure is content of com-
munication between the actors. 

This work addresses the issue of visualizing the structure of such a system, in 
which the self-organization logic comes from the human users. Modeling and visuali-
zation of human behavior has been actively researched for a long time ([8][9]). In this 
paper a practical method of self-organizing joint natural-artificial distributed system 
observation is presented, consisting of capturing and analyzing the communication 
between the nodes of the system. Similar passive observation method of IP traffic was 
introduced in [10]. While the traffic data still doesn’t show the intentions of the ac-
tors, it at least allows for graphical presentation of the data flow in the network in the 
form of graphical mesh of connections, allowing for clustering of previously uni-
formly distributed nodes (see [11]). Since the communication in various instances of 
the class of self-organizing networks with embedded intentions may be performed in 
varying ways, a unified service is proposed. While the industry still lacks an accepted 
standard of the Web Services location and description ([12]), the service proposed 
seems to be promising approach. 

2   Motivation 

During last few years a system of multiple laboratories has been installed at the Silesian 
University of Technology enabling advanced experimentation on real-world industry-
grade continuous processes. Possibilities of research and teaching enabled by this  
system are unique as the system was designed to be highly reconfigurable. While the 
hardware of the plants stays the same, logical structure of the system is changed to suit 
the users. Each of the users is able to connect self-developed pieces of software to the 
static hardware system, according to currently conducted experiments. Typical roles of 
user programs include: signal generators, control algorithms, user interfaces, etc. 

The system is integrated using the holonic approach [13]. Each of the plants is 
treated as a holon consisting of lightweight software agents (see [14]) assigned to the 
hardware sensors and actuators. Such a holon is visible from outside as a simple set of 
agent communication interfaces, keeping the hardware fully embedded. Users develop 
their programs as agents with similar interfaces, so the interaction between the hard-
ware and the users’ software takes place in the shared agents’ communication pool. 
The hardware plants and interfaces offered by the lightweight agents may be consid-
ered as an environment for organizational-centered heavyweight agents developed by 
the users (see [15]). 

The communication between the agents is based on the custom high-bandwidth 
low-latency protocol [16], due to the specific requirements ([17]) of the continuous 
processes control systems. This data-centric real-time protocol is based on the ppPDC 
data distribution scheme (parallel processing producer-distributor-consumer), which 
arranges the agents as a blackboard system and allows them to communicate in a fully 
time determined manner by the switched Ethernet network. 

The system of laboratories performs very well, however due to its distributed and 
dynamic nature it became hard to monitor. A temporary structure of software in the 
system is a dynamic effect of multiple elements: hardware structure, software agents, 
and the human factor, i.e. researchers’ and students’ tasks and intentions (Fig. 1). 
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Fig. 1. A mesh of dynamic inter-agent connections as an effect of the hardware structure and 
users’ tasks 

When the system is considered from the outside point of view, without any knowl-
edge of users’ tasks, it consists simply of a set of software agents executing their 
software threads in the distributed hardware, displaying self-organization behavior 
when grouping into clusters. Within the clusters they exchange numerical data in an 
ordered way. At any given moment the structure is logically organized, however, in a 
broader time frame (in order of hours), it is highly variable. 

To make the visualization tasks achievable, it was required to develop a system 
that exploits low level characteristics of the used inter-agent communication protocol. 
The protocol is based on the producer-distributer-consumer data distribution scheme, 
employing the distributor node to maintain the data exchange. Due to distributor’s 
role, it is capable of intercepting inter-agent communication, and performing the sys-
tem’s visualization accordingly to the captured network traffic. 

The approach to the visualization of the agentified system takes into the account a 
presence of the specialized visualization interface. Such an interface is usually im-
plemented in all control systems using some type of data access standard (Web Ser-
vice, OPC standard). A typical structure of a SCADA (Supervisory Control and Data 
Acquisition) system connection with the control system is shown in Fig. 2a. 

The control system’s data in the form of numerical values of measurements are 
available through the standardized interface, designated here as Raw Data service. 
The content of the transmission stream gives no knowledge on current state of the 
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Fig. 2. a) Architecture of visualization for constant structure systems b) Architecture with 
complementing knowledge service for systems with variable structure 

system until raw data are correctly placed in the system’s structure according to its 
meaning. In a traditional visualization application, this knowledge on data’s meaning 
is embedded in the executable code of an application, because the mesh of connec-
tions in the system is constant, and can be stored once and for all. In case of a system 
with variable structure, a method of a structure description has to be developed. The 
proposed architecture shown in Fig. 2b introduces an additional interface, called the 
Knowledge Service, whose main task is serving the knowledge on the current state of 
the structure. The union of abstract knowledge from the proposed service and the raw 
data from the classic interface gives the full state of the system in a given moment. 

Implementation of the proposed Knowledge Service enables the system to be 
treated as a part of higher-level large-scale system, which may incorporate multiple 
local self-organizing systems, visualizing and comparing them. 

3   Implementation 

The proposed Knowledge Service was implemented in the existing real-world system. 
Characteristics of the framework made it impossible to predict the agenda of self-
organization, so only the communication stream can be observed. Human factor based 
parts of the logical connection mesh are completely embedded, and only the artificial 
part of the network are possible to gather. However, all the actors acting on behalf of 
human users and on behalf of the control system’s hardware are exchanging informa-
tion with the blackboard, so it is the single point of network in which all the meaning 
messages are passing. The system was augmented with the agent communication 
traffic capture capability. The traffic is analyzed in the real-time, and the structure of 
the connection mesh is inferred on this basis. This temporal data is then served with 
the Knowledge Service, while the raw content of the blackboard is served with the 
Raw Data Service. 

The Services are implemented in this case as typical Web Services, i.e. they serve 
XML data through the HTTP protocol. Such a method was chosen because the system 
is designed to be able to be integrated with the global Semantic Network, which is 
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then supposed to fulfill the role of higher-level large scale system. According to the 
assumed specifics of the higher-level system, a visualization engine was developed as 
a web-bot capable of using both the Services. The application is Web-based and it 
uses the AJAX technique to provide interactive experience to an end-user. From tech-
nical point of view the user interface of the bot is an SVG document while its logics 
are programmed as an embedded ECMAScript program. SVG was chosen instead of 
HTML because its capabilities of software driven vector graphics already proved to 
be perfect for ontological diagrams visualisation ([18]) and it has capability of im-
plementing much appreciated rich-graphics human-machine interfaces. 

 

Fig. 3. A diagram drawn by the monitoring application 

To put stress on the logical bonds between the agents, they are graphically clustered 
into groups by use of the gravitational model (see [11] and [19]). A screenshot of a work-
ing application with a sample system’s structure is presented in Fig. 3. As it is seen in the 
figure, those agents which exchange data at the moment are graphically grouped, which 
allows the system’s supervisor to estimate the current level of system organization. 
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4   Concluding Remarks and Future Work 

This work focuses at the task of visualizing the system in which the self-organization 
rules are a result of non-deterministic factors, i.e. unpredictable human behavior 
driven by unknown intentions. As an example of such a system the real-world labora-
tory for research and education of distributed control systems was presented. The 
method of the system state visualization was proposed, consisting of capturing the 
network traffic caused by user-programmed software agents and drawing the commu-
nication dependencies between the actors. The resulting diagram of clustering allows 
the supervisor to infer the character of the currently performed tasks. It is planned to 
expand the presented method to take the human owners of visualized software agents 
into account. Such a modification will add an additional logical layer of the visualiza-
tion by bonding the nodes of the visualization diagram to a specific user. 
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Abstract. Miniaturized, wirelessly networked embedded systems combined 
with Peer-to-Peer computing principles have started to pervade into objects of 
everyday use, like tools, appliances or the environment, thus implementing en-
sembles of autonomous, interacting “networked things”. With the development 
of the Peer-it framework, integrating a self-contained, miniaturized, universal 
and scalable embedded systems hardware platform, basically containing sen-
sors, actuators, computing and wireless communication facilities, and a Peer-to-
Peer (P2P) based software architecture, we have proposed a “stick-on” solution 
for the implementation of networks of things (NoTs). The Peer-it design and 
miniaturization ultimately aim to yield a “smart label”, ready to be sticked on to 
literally every “thing” as a NoT enabler. The paper addresses the issue of spatial 
awareness of objects within NoTs, and proposes abstractions of space based on 
(i) topology, (ii) distance and (iii) orientation.  Experiments are conducted to 
investigate on the ability of objects in a NoT to self-organize based on their spa-
tial orientation.  

Keywords: Autonomic Computing, Sensor/Actuator Systems, Context Aware-
ness, Self-organization, Spatial Abstraction, Networks of Things. 

1   Introduction 

Pervasive computing has promoted a new era of computing, where the “computer” is 
no longer understood as a single device or a network of devices, but rather the entirety 
of services delivered through ad-hoc ensembles of electronic devices or information 
appliances. Such ensembles of objects are assumed to sense the physical world via a 
huge variety of cooperative and coordinated sensors, and acting via a plethora of 
(again) coordinated actuators. The nature and appearance of such objects appears to 
be hidden in the fabric of everyday life, like tools, appliances, machinery, furniture, 
clothing, etc., yet invisibly networked and omnipresent. Individually built with minia-
turized embedded systems technology, usually for a specialized purpose, and engag-
ing (short range) wireless technology for spontaneous communication, these objects 
raise the challenge of an operative, and semantically meaningful interplay among 
each other. “Meaningful” here referring to a variety of purposes for which a group of 
objects is spontaneously configured into a NoT service ensemble, be it to achieve a 
certain service goal, to improve service quality, dependability or performance, to in-
crease fault-tolerance, etc.  
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An acknowledged approach to address the challenge of “meaningful interplay” is 
by design, for example to design objects to be able to manage themselves in a more or 
less autonomous way, while at the same time designing ad-hoc ensembles of objects 
to self-organize. Self-management here stands for the ability of single object to de-
scribe itself, to select and use adequate sensors to capture information describing its 
situation, to find an interpretation for the situation (context), and to be ready to spon-
taneously interact with other objects in the vicinity, defined by the range of the in-
volved wireless communication technology. Self-organizing (in the context of this 
paper) stands for the ability of a group of (possibly heterogeneous) objects to engage 
into a spontaneous ensemble based on interest, purpose or goal, to agree a common 
ensemble interest or negotiate a common ensemble goal, and to enforce individual 
objects to act so as to achieve the ensemble goal. 

With previous work [1, 2] we have proposed to implement NoTs based on a minia-
turized stick-on embedded computing systems, the Peer-it system, integrating sensor, 
actuator and wireless communication facilities, which connect these objects within 
limited vicinity. The Peer-it software stack implements features of self-management 
within a component based software architecture local to a peer, and features of self-
organization in a totally distributed style. Interaction among peers (or NoT objects) at 
the application level is invoked based on the analysis of self-describing profile data 
exchanged across objects in vicinity. Peer-it based NoTs thus represent spontaneous 
ensembles of coordinated nodes in a wireless network, exhibiting features of auton-
omy like self-management at the node level, and self-organization at the network 
level.  

Since NoTs operate in physical space, with nodes having locations in physical 
space, interesting questions arise with respect to the spatial distribution of nodes, par-
ticularly the impact of their distribution onto their ability to communicate, or even 
more challenging, to coordinate their activities. With this paper, therefore, we address 
issues on how the spatial distribution of nodes in NoTs, and their mutual spatial rela-
tionship impacts self-organization in NoTs. Specifically, we study the self-
organization capability of NoTs with a certain number of objects at a certain density 
within a terrain of certain size. Section 2 motivates a scenario of investigation for 
NoTs within which objects are assumed to be able to sense their position and orienta-
tion. Section 3, based on simulation results, reports to which extent self-organization 
can be achieved among an ensemble of objects, if objects are only assumed to change 
their orientation, but not their position. We report evidence, that self-organization of 
“global” orientation in NoTs can be achieved with only local coordination (Section 4). 

2   The Self-Organization of “Things” wrt. Orientation  

The spatial orientation of objects (or “things”) in physical space can be basically ab-
stracted wrt. extrinsic or intrinsic frames of reference. In an extrinsic frame of refer-
ence, the direction of an object is defined in relation to fixed bearings like the cardinal 
directions north, south, east, west, and any arbitrary resolution of accuracy, or gravity 
(like high or low). The technological sensors in Peer-its to capture orientation of an 
object according to the extrinsic scheme are compasses and gyroscopes. Within an 
intrinsic frame of reference, the orientation of an object is defined in relation to part 
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of itself or part of another object (e.g. front, back, left, rigt, etc.). The technological 
sensors in Peer-its to capture orientation according to the intrinsic scheme are ultra-
sound sensors or laser scanners. For the rest of the paper we consider orientation wrt. 
to an extrinsic frame of reference, and study cases of self-organization where the ori-
entation information of objects (randomly placed in physical space) is the only control 
parameter for ensemble self-organization. Further, we concentrated on the re-
adjustment capabilities of the whole population with respect to orientation. 

Our research hypothesis is that the self-organization of orientation of things in 
NoTs can be achieved at global level with the knowledge of local information about 
neighborhood and corresponding orientations only. In addition, we study the effects 
onto self-organization when varying the node density, the number of nodes eligible 
for “re-organization” (i.e. with the ability of an object to autonomously change its 
orientation, e.g. with a built-in actuator like a motor), and the shape, size or dimension 
(2D, 3D) of the NoT terrain (here, only results for 2D, quadratic terrains are reported).  

In a wider context, spatial self-organization has been a subject of interest in agent 
technology [5] and robotics [6]. Research in AI and cognitive science has also focus-
sed on flocking behavior [7] and swarm intelligence [8]. Our research is not focussed 
on any of these areas which are specific application domains. Instead, we formulated 
dependencies between driving forces (node density and number of re-adjustments 
required) to gauge expectations. In an environment of varying settings, the known 
expectation can help understand the resultant behavior. It can also motivate the user to 
change the settings to get the expected result within acceptable range.  

3   Experiment Settings and Results 

In a scenario having randomly placed objects, we assume objects having actuators to 
re-adjust the orientation if required. Objects can sense and actuate a reaction within a 
constraint. We take this constraint to be 30°. It means that a node can sense orienta-
tion from 0 to 330 degrees, and an actuator can invoke a re-adjustment in orientation 
by steps of +30° or -30°. In this research, we consider a static network, in which 
nodes are not moving (change of orientation is not considered as a motion). In an en-
vironment of nodes having only orientation sensors, it would be insignificant to con-
sider moving nodes, not knowing measures of their motion. But motion, alone can 
have dynamics (a constantly volatile neighborhood) which can impact the self-
organization capabilities of network. We have retained this aspect for future research.  

The investigation terrain, or Global Space (GS), is defined by the size, shape and 
dimensions of the space. For simplicity, we have considered 2D terrain space of 500 * 
500 units of distance. Further we define the Zone of Influence (ZoI) of an object to be 
the number of other objects within interaction range. This zone can be of any shape. 
For simplicity we consider a 2D circular region as the shape being considered. As the 
ZoI expands, the number of objects an object can interact with increases. We con-
ducted experiments for a varying number of objects (10, 25, 50, 100, 200, and 500), 
and increased the object coverage of ZoIs periodically for each case (percentages of 
covered objects to be 0.5%, 3%, 10%, 33%, and 100%). For each such subset, we 
increased the percentage of objects which needed re-adjustment from 1 to 50 % (1%, 
2%, 5%, 10%, 20%, 30%, 40%, and 50%). At this lowest level each such experiment 
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was performed for a 1000 times to meet statistical significance. The pseudo code de-
scribed below sketches the simulation algorithm: 
 
for each node                  // we refer to objects as nodes 
 switch_destination = get_max_orient() // counts median of  

  neighbors' orientation  
 // if neighbors' count > 1, median is unique, and different from 

  node's own orientation, do following 
 switch_factor = get_min_factor() // returns either +30 or -30 
 is_switching = TRUE 
 for each node 
  while (is_switching) 
   orientation=orientation + switch_factor 
   if orientation >= 360 orientation = 0 
   if orientation = switch_destination 
    is_switching = FALSE 
    has_switched = TRUE 
get_min_factor() 
 if (orientation!=switch_destination) 
  if (Math.Abs(switch_destination-orientation) < 180) 
 
   return 30 
  else 
   return -30 
   

 
We refer to nodes which require re-adjustments to be the 'wrong' (‘wrongly di-

rected’) nodes, as opposed to nodes which do not require re-adjustments ('right' 
nodes). After injecting a certain amount of wrong nodes into the terrain, each node in 
parallel calculates the median of neighbors' orientations within its ZoI. If the median 
is greater than 1 and different from the node's orientation, a re-adjustment is per-
formed, referred to as a node 'switch'.  

The main purpose of this experiment is to analyze the inter-relation between the 
number of nodes, the number of neighbors and the number of wrong nodes in a set-
ting to question the possibility of reaching to a stabilized condition (no more switch-
ing required), and to inquire about relative improvement and limitations, from one 
iteration to the other. To analyze the inter-relationship among these factors, we con-
centrate on following indicators: 

 
- Wrong-Wrong (WW) percentage. 
   percentage of nodes which were wrong before simulation and still are wrong af-
ter simulation. 
- Wrong-Right (WR) percentage. 
   percentage of nodes which were wrong before simulation but are right after simu-
lation. 
- Right-Right (RR) percentage. 
   percentage of nodes which were right before simulation and still are right after 
simulation. 
- Right-Wrong (RW) percentage.  
   percentage of nodes which were right before simulation but are wrong after simu-
lation. 
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To analyze the relative improvement, we performed one iteration after the other 
and compared the results (up to 3 iterations). 

Fig 1. shows a graphical view of a sample node distribution for 25 nodes, ZoI ad-
justed to include 10% of the neighbor nodes and 10% wrong nodes. Fig 2. shows a 
graphical view of a sample node distribution for 50 nodes,  ZoI adjusted to include 
3% of the neighbor nodes and 30% wrong nodes (nodes with orientation 0° are re-
ferred to as right). 

 

 

 

 

 

Fig. 1. Part of the scenario with 25 nodes. Left: Node 7 (top) and 19 (bottom) are wrong nodes 
represented by darker ZoI circles, having orientation equal to 300 and 210 respectively. Right: 
After two switches, node 7 has settled to 0; node 19 would also be settled to 0 after 3 more 
switches. 

 

 
Fig. 2. Part of the scenario with 50 nodes. Node 39 (top-middle) shows expected behavior and 
settled to 0 after 4 switches. Node 45 (bottom-left) shows expected behavior but restricts other 
node with orientation 300 to perform switching. The same is the case with clusters of nodes 
(top-right). Only one node (top most) is to perform the switching whereas the other remains the 
same due to variety of neighbors' orientations (with no clear winner). 

 
Analysis was done for each of 10, 25, 50, 100, 200, and 500 nodes. For limited 

space reasons, in Fig. 3 we only report on the results for the case with 25 nodes. The 
x-axis of graph in Fig. 3 is divided into five basic chunks representing cases where the 
ZoI is adjusted to get 0.5%, 3%, 10%, 33% or 100% neighbors. Each of these chunks 
is subdivided into levels of 1%, 2%, 5%, 10%, 20%, 30%, 40% or 50% of “wrong” 
nodes. The y-axis in Fig. 3 represents the possible (%-age) levels of WW, WR, RW 
and RR. Irrespective of actual quantities, we have stacked these values according to 
contributing percentages. It is important to note that the statistics of WW, WR, RW 
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and RR are percentages stacked only for the 1st iteration, whereas improvement lines 
represent improvement after the 1st (thick gray dotted line), 2nd (gray line) and 3rd 
(black line) iteration. As for example, in the case of 50% wrong nodes inserted, and 
10% neighborhood conditions (12 nodes out of 25 are wrong), lets say in the 1st itera-
tion, we have the following results: WW = 28% (7 nodes), WR = 20% (5 nodes), RW 
= 4% (1 node), RR = 48% (12 nodes). This result is expressed in the 50% column of 
the 10% chunk on the x-axis. The percentage of improvement (1st iteration) line 
shows approximately 35% improvement (which is understandable when we see that 
after the 1st iteration, the number of wrong nodes decreased from 12 to 8). In the next 
iterations, the aggregated value of improvement has marginally increased.   

Fig. 3. Case 2: Number of nodes = 25; Percentage Stacked values (WW, WR, RW, RR) against 
0.5%, 3%, 10% and 33% neighbors. Each neighborhood is further sub-divided into 1%, 2%, 
5%, 10%, 20%, 30%, 40% and 50% wrong nodes.  
 

In summary, from the experiments involving all the scenarios (10, 25, 50, 100, 200, 
and 500 nodes, not only the ones reported in Fig. 3), the following conclusions could 
be drawn:  

− Finding 1: With an increasing number of wrong nodes, the improvement de-
creases for sufficiently large value of wrong nodes (more than 5%) and RW in-
creases (thus decreasing RR). 

− Finding 2: With an increasing number of neighbors, the improvement increases 
and RW increases (thus decreasing RR) followed by a decrease. 

− Finding 3: With an increasing number of nodes, the improvement increases and 
RW increases (thus decreasing RR) followed by a decrease. 

4   Conclusion 

Self-organization of orientation in NoTs can be achieved at global level with a local 
level coordination mechanism only. In addition, the simulation results show that self-
organization depends on number of factors including node density, percentage of 
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nodes eligible for self-organization and global space specifications. Irrespective of the 
application domain, studying the behavioral inter-play between these factors is impor-
tant to forecast effectiveness of self-organization. Alternatively, if applicable, applica-
tion expectations can be tailored by re-adjustment of one or more of these factors.  
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